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Mpegucnosne

Llenn, OCHOBHble MPUHLMMBI W OCHOBHOM MOPSAOK MpOBeAeHUs paboT MO MEXrocyJapCTBEHHON CTaH*
Japtvsaumn  yctaHosnieHsl  TOCT  1.0—92  «MexrocygapcTBeHHasa  cuctema  ctaHgapmmsauum.  OCHOBHble
nonoxeHuss» un [OCT 1.2—2009 «MexrocyoapcrBeHHas cuctema CraHgapmmsaumn. CranHgapTbl  Mexrocygap-
CTBEHHble. MpaBWla W PeKOMeHJauuMy M0 MEXIOCyAapCTBEHHOW CTaHaapTu3auui. [MpasBwuna  paspabotks, npu-
HATWSA. NPUMEHEHUS, OBHOB/IEHNS N OTMEHbI»

CBefieHyA 0 cTaHgapTe
1 PA3BPABOTAH  ®egeparnbHbiM  TOCYAAPCTBEHHBIM  YHWUTAPHbIM  MPEANPUATUEM  «BCEPOCCUIACKMIA
Hay4HO-MCCreA0BaTe bCKAN WHCTUTYT CTaHZapTV3aumm n cepTudhmkaLymn B MaLLMHOCTPOEHUI

(BHAMHMALL) 1 OG6LecTBOM C OfpaHNYeHHOl  OTBETCTBEHHOCTLIO  «TpaHcTeneKom-BusHec» (OO0  «TpaHc-
TeneKom-bnaHec»)

2 BHECEH MexrocygapCTBeHHbIM TEXHUYECKM KOMUTETOM MO CraHgapmumsauum MTK 524 «KenesHo-
[OPOXHbIA TPaHCMOPT>»

3 TMPUVHAT MexrocyaapcTBeHHbIM COBETOM MO  CTaHAapTu3auuM, MeTposiorM 1 ceptuchukaumm  (npoTo-
kon ot 22 nons 2015 r. N9 78-1M)

3a NpuHATVE NPOroNoCcCoBaVN:

Kpartkoe HavMeHoBaHue CTpaHbl Kopg cTpaHbl no CokpalleHHoe HanMeHoBaHve HauMoHas/IbHOro opraHa
no MK (MCO 3166) 004—97 MK {1CO 3166)004-97 no cTaHgapTm3aymm
AsepbaiigxaH A2 A3cTaHgapt
ApmeHus AM MwuH3KOHOMUKM Pecny6nunkn ApmeHus
Benapycb BY lFocctanpapt Pecny6nukn Benapycb
Kuprusnsa KG KbipreiscTBHAapT
Poccus RU Poccrangapt
TamkmkncTaH TJ TagKukcTaHaspT

4 TpukazoM ®eaepasibHOrO areHTCTBa MO TEXHWYECKOMY PeryivpoBaHuio UM MeTposiorm oT 16  okTabps
2015 r. Neo 1565-cT MexrocygapcTBeHHbl craHgapT [OCT 33397—2015 BBedeH B [JEiCTBME B KauyecTse
HaLIoHa/IbHOro CTaHaapTa Poccuiickoii ®eaepauym ¢ 1 nioHsa 2016 T.

5 Hacrosuwyiin ctaHgapT NoAroTos/ieH Ha OCHOBE NMpuMeHeHnst FTOCT P 54957—2012*

6 BBEJEH BINEPBbIE

VHdopmaumsa 06 U3MEHEHNAX K HACT OALLEMY CTaH4ap Ty Ny6/nMKyeTCca e eXerogHom (no cocTOoAHNI0

Ha 1 AaHBaps TekyLero roga) nHhopMaLyioHHom ykasaTene «HaumoHanbHble CTaHaapThi», a TEKCT u3me-
HEHWVA 1 NMOMPaBOK — e eXXeMeCcsiYHHOM MHADOPMAaLMOHHOM YKa3aTerse «HaunoHaslbHble CTaHbapThbi». 8 cy-
Yae nepecMoTpa (3aMeHbl) WM OTMEeHbl HAaCTOALEro cTaHjapTa COOTBETCTBYHLEe yBeJOM/eHne
6yneT onybsMKoBaHO B eXeMeCsAYHOM WMH(OPMALMOHHOM yKaszaTene «HauuoHasbHble CcTaH4apTbi».
CooTBeTCTBYyLWasa HdopmMauus, yseoMIeHNe U TEKCTbl pasmeLlaloTCa Takke B MHOPMaLOHHOW
cucTemMe 06LLero nosb3oBaHWsa — Ha ohuLMasibHOM cainTe PefepasbHOro areHTCcTBa N0 TeXHNYeCKoMy
perynvpoBaHuio U MeTponorun B ceTu MHTepHeT (www.gost.fu)

* Mpukasom defepanbHOro areHTCTBa N0 TEXHWYECKOMY peryiMpoBaHuilo M MeTponorum ot 16 oktabpsa 2016 r.
Ne 1565-CcT HaumoHanbHbIl cTaHgapT FTOCT P 54957—2012 oTMeHeH ¢ 1 utoHa 2016 T.

© CraHgapTtuHchopm, 2016

B Poccuiickoin defepauym  HacTosmMiA  CTaHAAPT He MOXET OblMb MOMIHOCTBIO WM YacTUYHO  BOCMPOW3-

BEJEH. TUPaXXMPOBAH U PACMpOCTpaHEH B KauyecTBe OMUMaNIbHOTO M3faHUs 6e3  paspelueHnst deaepasibHoro
areHTCcTBa Mo TEXHUUYECKOMY PETY/IMPOBAHIIIO M METPOSIOMM
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M E X IO CVY O AP CTH BEHHUbB I C T AHOAPT

XXENE3HOLOPOXXHAA S/IEKTPOCBA3b
O6Lpe TpeboBaHUs 6e30MacHOCTU

Railway telecommunications General safety requirements

Jeta BBegeHna — 2016—06—01

1 O6nacTb NPUMEHEHUS

Hactoswpii  CTaHgapT —pacnpocTpaHsieTcsl Ha  CPeAcTBa, CUCTEMbl, CETM U PECYPCHl  KENE3HOAOPOXHONM
9MIEKTPOCBSA3N U YyCTaHaB/MBaeT oble TpeboBaHWsl 6e30MacHOCTM B 06/1aCTU  KeNe3HOAOPOXHON  anetorpo*
CBSI3U.

2 HopmaTuBHbIe CCbIIKM

8 HacTosILLIEM CTaHAapTe UCMOMNL30BaHbI CChUTKY Ha CreaytoLme CTaHaapTbl:
MOCT 30804.42—2013 (M3K 61000%*4-2:2008) COBMECTUMOCTb  TEXHUYECKMX CPEACTB  3/IeKTpoMar-
HUTHaS. YCTOMUMBOCTb K 3/1IEKTPOCTATUYECKAM paspsifam. TpeboBaHus 1 MeTOAb! UCTIbITaHWI
FOCT 30804.4.3—2013 (M3K 61000*4*3:2006) COBMECTUMOCTb TEXHUHECKMX CPEACTB 3/1eKTpoMar-
HUTHas. YCTOMUMBOCTb K PaAVIo4aCTOTHOMY 3/1EKTPOMArHUTHOMY Nosito. TpeboBaHWs 1 METOAb! UCMbITaHNIA
MOCT 30804.44—2013 (MOK 61000*4*4:2004) COBMECTMMOCTb  TEXHWYECKMX CPEACTB  3/IeKTpoMar-
HUTHaS. YCTOMUYMBOCTb K HAHOCEKYH/HBIM UMMy IbCHBIM NoMexam. Tpe6GoBaHVs U METOAbI UCTIbITaHWiA
MOCT 30804.45—2002 (M3K elOCKM-S"O0OS)» COBMECTUMOCTb TEXHUYECKMX CPEeACTB  3/IeKTpoMar-
HUTHas. YCTOWYMBOCTb K MMKPOCEKYHAHbIM MMMY/MbCHbIM NOMEXam 60sbluoli  3Heprin. Tpe6oBaHWs UM MeToAb!
UCTbITaHWIA
MOCT 30804.4.6—2002 (M3K 61000-4-612008)> COBMECTUMOCTb TEXHWYECKUX CPEeACTB  3/1eKTpoMar-
HUTHasA.  YCTOMUMBOCTb K  KOHAOYKTMEHbIM  MOMEXaM, HaBeAeHHbIM  Pagvo4acTOTHbIMW  3MIEKTPOMarHUTHLIMM
nonsmMu. Tpe6oBaHWs 1 METOAbI UCTbITaHWI
MOCT 30804.4.11—2013 (M3K 61000-4-11:2004) CoOBMECTUMOCTb TEXHWYECKMX CPEefCTB  3/1eKTpoMar-
HUTHas. YCTOMUMBOCTb K MNpOBasiaM, KpPATKOBPEMEHHbIM MPEPbIBAHMSIM U U3MEHEHUSIM  HaMpPSDKEHUST  SMEeKTPO-
nUTaHys. TpeboBaHVsA N METOAbI UCTIbITaHWiA

MpuMmeHeHne — Tpu NOMb30BAHWM HACTOSILLMM CTAHAAPTOM LiefiecoobpasHo MpoBepuTb AelicTBUE CCblfoY-
HbIX CTAHAAPTOB B MHMOPMALMOHHOM CUCTEME O6LLEro Mo/b30BaHWs — Ha oduuMasibHOM caiite deaepasbHOT0 areHT-
CTBE MO TEXHWYECKOMY PerysiMpoBaHui0 U METPOJIOTUN B CETU VIHTEPHET WK MO eXEerogHoMy MHOPMAaLMOHHOMY yKasaTe-
N0 «HauyoHasIbHble CTaHAAPTbl», KOTOPbI OMy6/MKOBAaH MO COCTOSIHUIO Ha 1 siHBapsl TeKyllero roga, W no BbiMyckam
€XeMecauHoro MHJOPMALMOHHOIO ykasaTens «HaumoHasbHble CTaHAapTbl» 3a TeKylmid rof. ECiu CCbioYHbIA cTaHaapT
3amMeHeH (M3MEeHeH), TO NP NOMb30BaHUM HACTOSILLMM CTaHAAPTOM CrieflyeT PyKOBOACTBOBATLCS 3aMEHSIIOLMM (M3MEHEH-
HbIM) CTaHAAPTOM. EC/MM CCbINIOYHbI CTaHAAPT OTMeHEH 6e3 3aMeHbl, TO MOJIOKEHWE, B KOTOPOM [aHa CCblka Ha Hero,
NPYMEHSIETCA B YaCTW, HE 3aTparMBatoLLeit 3Ty CCbi/Ky.

*> 8 Poccuiickoii degepauun gericteyeT FOCT P 51317.4.5—99 (M3K 61000-4-5—9S).
2) 8 Poccuiickoii ®egepauun gericteyeT FOCT P 51317.4.6—99 (M3K 61000-4-6—096).

M3paHne odmumanbHoe
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3 TepMuHbI 1 onpeaeneHuns

B HacTOsilLleM cTaHggpTe npvMeHeHbl TepMuHbl No [1], [2]. HauWoHaslbHbIM CTaHZapTaM W HOPMATUBHbLIM
[JOKymeHTaM, [elCTBYIOLMM Ha TepputopuM rocydapcTBa, MPUHSBLLErO CTaHAapT), a Tawke creaylowyme Tep*
MMWHbI C COOTBETCTBYHLLIMMY ONPEAENEHUSMUL

3.1 KenesHoOOpPOXHAs 9MeKTpocBAsb: JIoOble M3/ydeHve, repejada WM MNPYeM  3HaKOB, CUTHaUIOB,
rO/I0COBOI  MHhpopMaLMK, MUCbMEHHOTO TEKCTa, W300pPaXKEHWA, 3BYKOB WM COOOLUEHWA noboro poga no  pagvo*
cucteMe, MPOBOAHONM, OMTUYECKOM W OpYrMM  3MIEKTPOMarHUTHbIM - CUCTEMaM, MpefHasHadeHHble 419 OopraHvsa-
LM 11 BbIMOSTHEHMS TEXHO/IOTUMECKMX NMPOLIECCOB XE/Ie3HOA0POXHOI0 TPaHCNopTa.

32 noAcucTeMa  «KesiesHOLOpPOXKHaA  3MekTpocBA3b»:  lMogcuctemMa  MHPpacTpykTypbl  KenesHono*
POXXHOTO TPaHCMOPTa, COCTOSALLAasA U3 CPeACTB M COOPYXEHUI XeNe3HOA0POXHON S/1EKTPOCBA3N.

33 cetb KeNe3HOAOPOXHOM  3MEKTPOCcBA3W:  TexHosorMyeckass CucTeMa,  BKIOYalolwas cpeactsa WU
JIMHUM CBA3W, MPeAHa3HaYeHHast [/151 XeNe3HOA0POXHOM 3M1IEKTPOCBA3N.

34  cucTeMa  XXeNe3HOAOPOXHOM  3nekTpocBsdv:  COBOKYMHOCTb — CPEACTB  XKENE3HOAOPOXHON  3/iek-
TPOCBA3M W MOACUCTEM  YMPAaB/EHWS, CUHXPOHM3aLMM, Hymepauuy, Tapudwmkaumy, CcurHamsauuy, —obecrneun-
BAIOLL|@sA 3/1EKTPOCBA3b OMpeAe/ieHHOro Buaa.

35  cpenctBa  Kene3HOAOPOXHOM — 9MEKTPOCBA3M:  TexHUYeckMe U MporpaMMHble  CPeACTBa,  MCMoJb-
3yemble 071 DOPMMPOBaHMS, MpuemMa, 00paboTKX, XpaHeHWsl, nepedauys, [OOCTaBKA COOOLLUEHWUIA  KenesHomdo-
POXHON  3MEKTPOCBA3N,  0becneyeHnst  (PyHKUMOHMPOBaHWST  CETEA  XKeIe3HOOOPOXKHOM  3MEKTPOCBA3N WK
OKa3aHWs YCyT CBA3N.

36 MH(OOPMALMOHHbIE  PECYPCbl  CETM  [CUCTEMbI]  KENE3HOAOPOXHON  anekTpocBssn:  COBOKyM-
HOCTb XpaHVMbIX W UCMOSb3yeMbIX N5 obecreveHusi MnpoLeccoB  (DYHKUMOHMPOBaHMS CETU  [CUCTEMbI] Kenes-
HOLOPOXHON  3/1EKTPOCBA3X,  ObpabaTbiBaeMbiX M MEpefaBaeMbiX  [aHHbIX,  COoAepXawwX  MHGOpMaUuo
nosb3oBaTeneii 1 (W) cucTeMb! ynpaseHNs CETLH (CUCTEMOI] XKene3HOA0POXHON 31EKTPOCBS3N.

3.7 6e30MacHOCTb  MHPPaCTPYKTypbl  XKENEe3HOAOPOXHOrO  TpaHcropta:  COCTosiHMe  MHPpacTpyKTy-
pbl KENe3HOAOPOXHOTO TpaHcropTa B LENOM, OfpedensiemMoe 4Yepe3 COCTOsHME €ero MoACUCTEM U UX  B3auMO-
JeiicTBMe  Mexgy  COo00A M KeNe3HOAOPOXHbIM  MOABWKHBIM ~ COCTaBOM, NPV KOTOPOM  OTCYTCTBYET
HELONYCTUMbIA  PUCK, CEA3AHHBLIAC MPUYMHEHMEM BpEeAa >KM3HW WM 300POBLI0  rpakaaH, WMYyLecTBy dmanyec-
KAX WM IOpUAMYECKUX L. TOCYJApCTBEHHOMY WM MyHULMNA/IbHOMY — MMYLLECTBY; OKpyXatollelh  cpege,
XVI3HU W 300POBbH0 XUBOTHBIX 1 PACTEHWIA.

3.8  XenesHooopoxHas SIMHWS:  TEeXHOMOTMYECKMA  KOMIJIEKC, BKIOYaOWMA B Cebs  Kene3HoOopOoX-
Hble NYTU W XXee3HOLOPOXKHbIE CTaHLUMM C MOSI0COA OTBOZA WM COBOKYMHOCTb MOSHYH) WM YacTUUHO YCTPOICTB
XENIe3HOAOPOXKHOrO  3/IEKTPOCHAOXEHNS],  XXENIe3HOAOPOXKHOM  aBTOMATVKM U TENEMEXaHVKY,  XeSe3HOLOPOX-
HOM 37EKTPOCBA3M UM MHble, ObecneuvBalolLie  (OYHKUMOHMPOBaHME 3TOMO0  KOMIUIEKCA, 3[aHWsi,  CTPOEHMs,
COOPYXEHVS1, YCTPOICTBa 1 060pya0BaHMe.

39 co6oii: CaMoyCTpaHsIOLMIACA OTKa3 WM  OOHOKPAaTHbIA OTKas, YCTpaHUMbIA He3HauUTENbHbIM  BMe-
LLaTe/IbCTBOM Orepartopa.

310  TpeboBaHMsi Ge3onacHocT: TpeGoBaHWsl, YCTAHOB/IEHHbIE — 3aKOHOAATESbHBIMU — aKTaMK,  HopMa-
TVBHbIMA W MPOEKTHbIMMA  OOKYMEHTaMK, MNpaBWwiaMuM W WHCTPYKUMSIMK, BbINOMIHEHWE  KOTOPbIX —ObGecrneuvBaeT
6e30nacHble YCoBYs GOYHKLVIOHNPOBaHUS CETUN XXee3HOA0POXHOI 31EKTPOCBA3N.

311  anemeHTbl (OyHKUMOHa/IbHLIX MOACUCTEM: 3aenms 1M KOHCTPYKUMM, MPUMEHSIEMble MpU  CTpou-
TeNbCTBE M MOHTaXKE COCTaBHbIX YacTeli (oyHKUMOHaSIbHBIX NMOACUCTEM.

4 O6uue nonoxeHuns

4.1 Llenm obecriedeHmsi 6e30MacHOCTM Kee3HOA0POXHOM 3/EKTPOCBA3N

OCHOBHble Lie/n o6ecreueHmsi 6e30nacHOCTM XeNe3HOA0POXHON A/EKTPOCBSI3N:
o [OCTWXKEHME YCTOWUMBOTO C(PYHKLIMOHMPOBAHWA 1 YCMELUHOTO  BbIMOMHEHMS]  YCTAHOBMEHHBIX  COYHKLWIA
CpeACTBaMM, CICTEMaMM, CETSIMU XKe/IE3HOI0POXKHOI 3/IEKTPOCBSA3N B YC/IOBUSIX BO3MOYXHOIO BO3AelCTBYS

11 g Poccuiickoii ®efepaunmn geRCTBYIOT.

FOCT P S0922—2006 «3awuTta nHgopmarmmn. OCHOBHbIE TEPMUHBLI U ONpeaeNeHnsI».

FOCT P 52446—2005 «3awyuTta uHdopmauun. ObecneyeHne 6Ge3onacHOCTU ceTeld anekTpocesian. O6wwme noso-
XEeHUsA».

FOCT P 53953—2010 «3/1eKTpoCBA3b Xene3Ho4opoxHas. TepMUHbl U onpeaeneHns».
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HapyLMTeNs, CNOCOGHOTO  MPMBECTM K HApYLUEHWIO  KOHC(OUAEHUMANBHOCTY,  LIESIOCTHOCTY,  JOCTYNHOCTU WK
MoJOTYETHOCTY;

» obecrieyeHe [OCTYNHOCTU YC/YT CBSI3W, OCOGEHHO YC/yr SKCTPEHHOTO O6CMYyXVBaHWS B UpesBbluali-
HbIX CUTyaLMsIX, B T. Y. U B C/Ty4ae TepPOPUCTUUECKVIX aKTOB.

4.2 OcHoBHble 3aaaun obecreyeHnst 6e30nacHOCTU )Ke.l'le3HO,Cl,OpO)KHOI7I 3/IEKTPOCBA3N

OcHOBHblIE 3aau obecreyeHyist 6e30MacHOCTY Xee3HOA0POXHOI 3IEKTPOCBSI3N;

CBOEBPEMEHHOE  BbISIB/IEHME, OLEHKA W MPOTHO3MPOBAHME WCTOYHWKOB YIpo3 GE30MacHOCTY, MpUUMH 1
YC/IOBUIA,  CMOCOOCTBYIOLLWX ~HAHECEHMIO  YLEep6a, HApyLUEHWIO HOPMaSIbHOTO  (DYHKLMOHMPOBaHUS W PasBuTus
CMCTEM U CETEN YKENE3HOAOPOXHOI 3/IEKTPOCBSI3N;

* BbISIBfIEHNE W YCTPaHEHVE YSI3BMMOCTENl B CpeacTBax, CUCTEMAaxX U CETAX KeNIe3HOAOPOXHOW 3/1eKTpo-
CBSI3U:

* MpenoTBpalleHe, OBHapyXeHMe YIrpo3 GEe30MacHOCTY, MPeceyYeHre WX peasmM3alm UM CBOEBPEMEHHAs
NVKBUOALIYS MOCNEACTBUY BO3MOXHbIX BO3AEVCTBUIA HAPYLLIMTENS, B T. Y. Y TEPPOPUCTUUECKVX ASCTBUI;

COBEPLUEHCTBOBAHNE — MPVYMEHSIEMbIX Mep  obecrneyeHnsi  Ge30nacHOCTV  XKEeNe3HOLOPOXKHOW  3MeKTpo-
CBSI3U.

4.3 Cpe[cTBa, CeTU, CUCTEMbI U BULbI XENE3HOAO0POXHOW 3M1EKTPOCBA3N

4.3.1 K)XenesHoAopoXXHOI 3/1EKTPOCBSA3M OTHOCST:
. CpeacTBa CBA3W, BbINOMHAOLLME GOYHKLIMM CUCTEM KOMMYTaLW:
. CpeAcTBa CBSA3U, BbIMOMHSOLLWE OYHKLMN LihPOBbIX TPAHCMOPTHBIX CUCTEM:
. CPeACTBa CBSA3U, BbIMOMHSAOLLME (OYHKLMM CUCTEM YNPaB/ieHUs 1 MOHUTOPUHIE;
o6opyaoBaH/e, KCnonb3lyeMoe A1 ydeTa OObeMa Oka3aHHbIX YC/Iyr CBSi3M B CETAX CBA3WM  06Lero
MOMb30BaHUS;
0bopyfioBaH/e CPEeACTB CBA3W, ObecrneuvBaloLlee BbIMOSHEHWE YCTAHOB/IEHHbIX AElCTBUA Mpu  npose-
[JEHWN OnepaTMBHO-PO3bICKHBLIX MEPOMNPUSTUI;
* paavoanekTPOHHbIe CpeacTBa CBA3M:
¢ OKOHe4YHoe 060opYAOBaHVE:
* Kabenm cBsI3n U NIMHENHO-KabesbHbIE COOPYXKEHS CBSA3M;
* @HTEHHbI N oMaepHbIe YCTPOICTBA,
- 0bopyaoBaHvie, peasn3yioLLee AOMOMHUTENBbHbIE CETEBbIE YCYTY;
* 060pYa0BaHVe 3NIEKTPONUTAHNS CPELCTB CBSI3N.
4.3.2 K CceTsam enesHoLopoXHON 3/1EKTPOCBA3M OTHOCAT:
* MEPBUYHYIO CETb CBA3M Xe1e3HOAO0POXKHOM TPaHCMopTa,;
* BTOPUYHbIE CETU XXEeNEe3HOAOPOXHON 3/1EKTPOCBA3M:
a) CeTb OnepaTViBHO-TEXHO/IOTMYECKOI CBA3M;
6) CceTb 06LLETEXHO/OMMYECKOI TeNedhOHHOM CBA3M:
B) )KESIEe3HOAOPOXHYIO TenerpachHyto ceTb:
I ceTb nepefaqn JaHHbIX OrepaTVBHO-TEXHO/IOMMUYECKOTO Ha3HauYeHUs:
) ceTb nepenayun AaHHbIX 0OLLETEXHOMOTMUYECKOrO HA3HAYEHMST:
X) CETb aBTOMATV3NPOBAHHOI [OKYMEHTa/IbHOM CBA3W;
1) CeTb Xene3HOA0POXKHOW PaanoCBA3m:
K) CeTb TEXHOSIOrMYEeCKO CMyTHUKOBO CBSI3N.
433 Kcuctemam. npefgHasHaueHHbIM 15 MOCTPOEHWSI  yKa3aHHbIX CEeTeN  Xene3HOLOPOXKHON  3/1eKTpo-
CBA3U. OTHOCAT:
BOJTOKOHHO-OMTUYECKYHO CUCTEMY Nepeaaum;
cucTeMy rnepesayn no kabesto ¢ MeaHbIMY Xunamu,
paaviopeneliHyto cuctemy nepesaqn;
CMYTHVKOBYIO CCTEMY Nepeaaum:
CUCTEMY TEXHO/OTUUECKO ayANOKOH(DEPEHL|-CBA3M:
CUCTEMY TEXHO/IOTMUECKON BUAEOKOH(hEPEHLI-CBA3N:
CHCTEMy AOKYMEHTVPOBaHHOW pervcTpaLyv Cy)XebHbIX NeperoBopos;
CHCTEMY XENEe3HOAOPOXHOW paavocBAam;
cucTeMy Noe3aHoi paayocBssn:
CUCTEMY CTaHLIMOHHOM paanocBsaay;
CHCTEMY PEMOHTHO-OMEPATUBHOMN PaaMOCBS3V;
cucTeMy nepeaaymn AaHHbIX Mo paaviokaHasy:
TPaHKMHIOBYHO CUCTEMY TEXHOMOMHUECKO PagmocBaay;

OnekTpoTexHuyeckas bubnuorteka Elec.ru



OnekTpoTexHuyeckas bubnuoteka Elec.ru

OCT 33397—2015

* CHYCTEMY MOHUTOPMHIA M aAMUHICTPUPOBaHNS CETLIO XENE3HOA0POXHON 3/1EKTPOCBA3N,
* CYICTeMY TakTOBOI CETEBOI CUHXPOHM3ALIWMN LIMCDPOBOI CETU XeNe3HOA0POXHON 3/1EKTPOCBA3N;
* CUCTEMY ONEPATUBHO-PO3bICKHBIX MEPOMPUSTUIR 1 Op.

4.3.4 CyLeCTBYHOT CiefytoLLE BUOb! XXeNe3HOA0POXKHON S/1EKTPOCBSA3N:

noesfHas avcrneTyepckast;

rnoesfiHas MeXCcTaHUVIOHHas,

* JIOCTaHLYIOHHaS;

* JMHEHO-NyTeBass;

CTpesioyHas:

3HeproavicreTyepckas;

neperoHHas;

* C/yXebHas CBA3b 3/1IEKTPOMEXAHVKOB CUrHa/IM3aLIMK, LieHTpam3aLmm, 6/10KMPOBKA U CBA3N,
* MarMcTpasibHas;

* [IOpOXHas;

* [IOpOXHas pacriopaanTesibHas;

* OuneTHoO-gucneTyepcKas:

- BaroHHO-AVCneTyepcKas;

* MaHeBpOBas AyCreT4epcKas;

* MecCTHas;

- [ABYXCTOPOHHSISA NapKoBas;

* OMOBELLEHNA MacCaXupOB.

44  OCHOBHbIE YA3BUMOCTH, YTPo3bl

4.4.1 Tpw onpeaeneHnn ysa3BMMOCTEN pa3/inyaloT 06 bEKTVBHbIE, CYOEKTVBHBIE 1 CrTyyaliHble:

*  OOLEKTVBHbIMW  SIBMAKOTCA  YA3BUMMOCTM, 3aBUCALLME OT OCODEHHOCTE MOCTPOEHWS U TEXHUYECKUX
XapaktepucTuk. [lofiHoe yCTpaHeHWe [aHHbIX YA3BMMOCTEA HEBO3MOXHO, TEeM He MeHee, OHWM MOryT CyLecT-
BEHHO 0CNAa0MATLCA TEXHUHECKVMUN U MHXEHEPHO-TEXHUYECKVIMU METOaMMU;

* CyOBLEKTMBHBIMW SBNAKOTCA  YA3BUMOCTW, 3aBUCSALUME OT [JEACTBUA  COTPYAHWMKOB, KOTOpblEe YCTpaHsIoT-
CS1 B 60/IbLLEN YACTU OpraH3aLMOHHBLIMI 1 MPOrpaMMHO-anmnapaTHLIMM METOLaMMY;

e CyyaliHbiMM  SBASKOTCA  YSA39MMOCTW. 3aBUCALLME OT OCOOEHHOCTEN OKpyxatolleli cpeabl U Henpeasu-
[leHHbIX 0BCTOATESLCTB.

442  Yrpo3oi 6e30MacHOCTN  (PYHKUMOHWMPOBAHWA CPeACTB, CUCTEM W CeTell  XEeNe3HOAOPOXHOW  anek-
TPOCBA3N  SIBMIIETCA  COBOKYMHOCTb  YC/IOBUA UM (DAKTOPOB, CO3JAIOLIMX MOTEHUMABbHYIO WM peasibHylo  onac-
HOCTb  HECAHKUMOHWPOBAHHbIX WM HenmpegHaMepeHHbIX — BO3AEWACTBMIA  Ha  MHAIOPMAaLWOHHblE  Pecypcbl U
TENEKOMMYHVKALWIOHHYIO  COCTaB/ISIOLLYI0  YKENE3HOAOPOXHON — 3MIEeKTPOCBA3Y, 4UTO  MOXET  MPUBECTV  KHapyLue-
HUIOBLIMOTHAEMbIX UM OYHKLWIA, PUCKY HAHECEHWS UM YLLiep6a 1 BO3HMKHOBEHMIOHPE3BbIYAHLIXCUTYALINIA.

4421 [ns paspaboTkM W OCYLLECTBMEHVS TM/1IAaHOB oO6ecrneyeHnst 6e30MacHOCTU [O/MKHbI ObiTh  onpeae-
JIeHbl:  KOMOVHAUMM  yrpo3, YA3BMMOCTEN, BO3AEWCTBUA HapyluMTens WM OueHKa 3alyliaeMblX CucTeM U pecyp-
COB. YTOObl BbIpaboTatb peLWeHUs M0  YCTPaHEHWIO WM YMEHBLUEHUIO YIPO3, YCTPaHEHWIO WM OCfabrieHuo
YA3BUMOCTM 1 KOOPAVHALWN YPaB/IEHWS PUCKOM.

4422 Kaxgas BblsSBfeHHas yrposa [[o/bkHa ObITbonvMcaHa M BKIKOYEHA B MepeveHb Yrpo3 6e3onacHoc-
TW. PeKoMeHOyemblii nepeyeHb OCHOBHbIX YrpO3 W BKIHOYEHHblE B HEro yrposbl 6Ge30nacHoCTM MpvBedeHbl B
npunoxeHun A.

4423  Yrpo3bl 6e30MacHOCT B COOTBETCTBUAM C apXMTEKTYpPOn 6e30macHOCTM corflacHo [3] MoryT 6biTb
OTHECEHbl K TEXHUYECKMM CpeACTBaM CETU  9/eKTPOCBA3M  WMWAM  MoMb3oBaTenieli B COOTBETCTBMM C  Tabnu-
ueind.1.

Ta6nuuye 4.1

MprMmeHnmocTb
KpaTkoe
HavMeHoBaHve OnucaHve yrposbl
yrpO3bl A TEXHNYECKNM CPefiCTBaM [« TEXHUYECKUM CpefcTBam
CETU 3/1eKTPOCBA3N nonb3oBarenei
YHNuTOXEHNE PaspyLieHne nHdopmaummn n/mnm apyrmx + .
pecypcos
VickaxkeHne VckaxkeHne nnm nameHeHne nHdopmamm + +
YTeuka Ypanexue, kpaxa nnm noteps uHgopmaymm L4 A4
n/vnn pyrux pecypcos
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MpubIONNBIOCTL
KpaTkoe
HavMeHoBaHve Onwucaxuve yrpossl o
yYrposbl K TEXHUYECKUI cpeAcTBaM K TEXHUYECKM U cpeacTBam
CeTV 3/1eKTPOCBA3N nonb3osartenei
PasrnatweHve PackpbITne nHchopmaumm ¢ ¢
BnokvnposaHne MpepbiBaHne 0b6cnyxmBaHus ¢ -

MpunmeHeHunsd

1 MNpUMEHMMOCTb Yrpo3 K TEXHUYECKUM CpeACcTBaM CEeTU 3/1EKTPOCBA3M U TEXHUYECKMM CpeAcTBam nosib3oBaTe-
nen fomkHa onpeaenaTbCs NoAMTUKOW MHhopMaLMoHHO 6e30nacHoCTU.

2 3HakK «4* 03Ha4yaeT NPUMEHSAEMOCTb, 3HaK «-» — OTCYTCTBME NMPUMEHAEMOCTH.

4424 Tpy KnaccugmkaLm 06bEKTOB, Ha KOTOPbIE HanpaB/ieHbl YTPOo3bl, MPUMEHSIOT TPY YPOBHS:

* MHOPACTPYKTYpy CETU:

* YC/yrvi CBA3N:

* MPUWIOKEHUS.

YpoBeHb  MHIPacTpyKTypbl  CETM  OXBaTbiBaeT  MHPOPMALMKO  MONbL30BaTesieil, YypoBeHb  YCNyr  CBs-
31— YC/Yr CETU, YPOBEHb MPWIOKEHWIA — MPUIOXEHWS, OpraHM3yeMble Ha 6ase ceTeli CBS3N.

4425  Yrpo3bl pa3fensioT Ha npegHavepeHHble U HemnpeaHaMmepeHHble, akTVBHble U naccuBHble. [lac-
CYBHas yrpo3a — Yyrpo3a HEeCaHKUMOHUPOBAHHOIO pPackpbITUs MHopMaummM 6e3  WM3MEHEHUSt COCTOSHUA — aBTo-
MaTV3MPOBAHHON  cUCTEMbl. K aKTvBHbIM  OTHOCSAT — Yrpo3bl, KOTOpble  BbI3bIBAIOT  U3MEHEHUS  MHCIOpMAaLmK,
cofepxallelicsl B cucteme, a Take U3MEHEHNS COCTOSIHWS M PaboTbl STOM CUCTEMbI.

4426 Kyrpozam MHhOpMaLWIOHHOM 6e30MacHOCT OTHOCST:

* HapyLLeHue LesIoCTHOCTU MHCbopMaLmm:

¢ MOOVchUKaLIMIO COOBLLEHNS:

 OTKa3 oTrpasuTens (nosnyyartesiss) ot dpakra oTnpas/ieHns (MosydeHrst) MHgopMmaLmm:

¢ OTKa3 B 0OC/Ty)XMBaHUM:

* BUPYCbI

* cnaw;

* CIIEXKY;

* 3aK1aaK1 B 060pyA0BaHMe ¥ NporpaMMHOe obecreyeHue;
3710ynoTpebneHve fosepuem;
nepeagpecaLio NopToB:

* BCTaBKy (Da/IbLLMBOrO TpaduKa;
* VICKaXXeHWe AaHHbIX CYCTEM YNpaB/ieHVst, MapLUpyTHU3aLm 1 ap.

4.5 Kpvitepum oLeHk/ 6e30MacHOCTU

451 8 Tabnmue 4.2 ycTaHoB/EHa B3aUMMOCBSI3b OCHOBHbIX YIPO3 U KpuUTepueB 6e30MacHOCTV CeTU asiek-
TPOCBA3W.

Ta6bnuua 4.2

Kputepuii 6e3onscnoctun
BWA, Yrpo3bl
AYIp Kond ngemupman b
NOCTb LlenoctHocTy JocTynHOCTb| MoA0TYETHOCTH|
YHWUUTOXEHME NHPOPMBLMKN W/NNn ApyrMx pecypcos - ¢ + ¢
VickaxxeHne nnm mogudmkauma nH@opmMBLAn - ¢ - *
MOLLIEHHNYECTBO . ¢ + *
Kpaxe, yTeuka, notepsa ndcpopmanum n/nnm gpyrux pe- A4 ¢ A4 -
cypcos
HecaHKUMOH1POBaHHbIN JoCTyn . L4 . *
OTKa3 B 06CNyXunBaHnu - - L4 -

MpumMmeyaHne — 3HaK *¢» 03HA4YaeT BO3MOXHOE BO3ENCTBME Yrpo3bl HE KpUTEpUiA 6e30MacHOCTH, 3HaK
«-» — OTCYTCTBWE Yrpo3bl KpUTEPUIO 6€30MacHOCTH.
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452 HapyLueHve KOHGMOEHUMaTbHOCTY, LIe/TOCTHOCTK, AOCTYMHOCTM WM NOAOTYETHOCTU MpWU  MOTeH*
UMasibHOM  BO3MENCTBUM  HapylUMTeNnss MOXET WMETb Creaylolme MocneacTsus A8 AesTenbHOCTU — onepaTtopa
CBS131 1 COCTOSAHUS HCDOKOMMYHWKALIMOHHOM CTPYKTYPbI CETU 3/1EKTPOCBSA3N:

*  «HM3KOE» MOTeHUMaIbHOe  BO3AENCTBME  MOXET MPMBECTM K OrpaHW4YeHHOMY — HebnaronpusiTHOMY
athchekty, T. €. cuTyauum B TMOACUCTEME KE/IE3HOLOPOXKHOM 3/IEKTPOCBSA3M, MPU  KOTOPOM HAaHECEHHbIN  yiiepb
ABMISIETCS BOCMOMHMUMbIM W BOCCTAHOBUMbIM B KOPOTKUIA CPOK:

*  «yMEpeHHoe» MOTEeHUMasbHOEe  BO3AEWCTBME  MOXET MPMBECTM K  CEpbe3HOMY  HebnaronpusTHOMY
adhcbekty, T. €. cuTyauum B MOACUCTEME >KEMIE3HOLOPOXKHOW 3MEKTPOCBSA3N, MPU  KOTOPO/ HaHEeCeHHbIi  yuep6
ABNSETCS BOCMOHUMbIM B CPeSHVE WK A0/ e CPOKU:

*  «BbICOKOE» MOTEHUVaNIbHOE BO3AENCTBME MOXET MPUBECTM K  TSHKENOMY WM KaTacTpodhyieckomMy
HeGnaronpusaTHoMy adddhekTy, T. €. 0coboli cuTyaumm B MOACUCTEME  KEME3HOAOPOXHON  3/IEKTPOCBSA3M,  Npu
BO3HWKHOBEHMM KOTOPOI MpeaoTBpaLLEeHVe TMbenn Mofei OkasbiBaeTCA HEBO3MOXHDIM.

4.6 YpoBHM 0becneveHnst 6e30MacHoOCTH

ApxutekTypy 6e3onacHocTu cornacHo {3]. [4] onpefenstoT Asa OCHOBHbIX MOHATUS:

* YPOBEHb:

* M/I0CKOCTb.

MoHATME YPOBHS  apXWUTEKTYPbl 6E30MacHOCTM  WUCMONL3YKT Npyu (hOpMMPOBaHMM  TpeboBaHUIA K cpe-
[CTBaM. c1CTEMaM W CeTAM, 06pasyHoLLVIM MOACUCTEMY XeNe3HOAOPOXHON 31EKTPOCBA3N.

B T1abnvue 4.3 npviBedeHbl TpyM YpPOBHA 6e30MacHOCTV CorlacHo [3]. a Tawke UX MPUMEHMMOCTb K TeXHU-
YECKVM CPEACTBAM CETMN XKENEe3HOAOPOXHON 3EKTPOCBA3Y U TEXHUYECKM CPEACTBaM MOsb30BaTENEN.

Ta6nuuye 4.3

MpumMeHnMocTb
YpoBeHb 6e30nacHoCTH
« TEXHMYEeCKUM cpeacTBam ceTun K TEXHNYECKMM cpeacTeam
3N1EKTPOCBA3N nonb3oBartesieMm
YpoBeHb 6e30NacHOCTN NHAPPACTPYKTYPbI + -
YpoBeHb 6e30nacHOCTU yenyr + .
YpoBeHb 6€30MacHOCTN NPUIOXKEHN ¢ ¢

MpuMeuyaHune — 3HaK «#» 03HAYAET NPUMEHAEMOCTb, 3HAK «—>» — OTCYTCTBME NPUMEHSIEMOCTM.

4.7 TnockocTy obecneveHnst 6e30nacHOCTU

ApxuTekTypa 6e30MacHOCT B 4aCTW  3allMTbl  CETeBbIX Ofepauuii - UCMOMb3yeT MOHATME  JI0CKOCTEN
cornacHo [31—7]. Apxutektypa 6e30MacHOCTM OnpedensieT TpW  T/IOCKOCTW, COOTBETCTBYHOLUME TPEM  Buaam
orepauuii, OCylLeCTBNSIEMbIX B  MOACUCTEME  KEME3HOJOPOXHOW  aneKkTpocsssu.  [lnockocTammn — obecredeHus
6e30MacHOCTUN ABNSAIOTCS:

* M/10CKOCTb aAMVHVCTPATVBHOTO YNPaB/IEHWs1 COIMTacHo [4):

- T/I0CKOCTb OnepaTViBHOTO YMpaB/eHusi (COOTBETCTBYET YPOBHIO JOCTyna K YcriyraM W pecypcam  CeTu)
cornacHo (3);

* M/IOCKOCTb KOHEYHOTO Mofb30BaTensi  (COOTBETCTBYET YPOBHIO  KIMEHTCKOTO  06OpyAOBaHUs) — corfiac-
Ho [3].

Brabnmue 4.4 npvBegeHbl TPU TM/IOCKOCTY 0OGecneveHns 6e30nacHOCTM, a Tawke WX MPUMEHMMOCTb  KCEeTU
YKENE3HOAOPOXHOW 3IEKTPOCBSA3N 1 TEXHNYECKVM CPEACTBaM MO/b30BaTE NeN.

Tabnuuye 4.4

MpymeHnmocTb

MnockocTb 06ecneyeHHa 6e3onacHoCTH

K TeXHU4YeCknM cpeacrtBam cetu

K TEXHUYECKNM cpeacTeam

3/1eKTPOCBSA3M nosnb3oBaresnei
M10CKOCTb aAMUHUCTPATMBHOIO YNPaB/eHNs! ¢ Fa—
MN0CKOCTb ONepaTMBHONO YNpaB/eHUs + 3
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MprymeHnmocTb
MnockocTb o6ecneyeHns 6e3o0nacHOCTH
K TEXHWYECKMM CPpefCcTBam ceTu X TEXHUYECKUM cpefCcTBaM
3/1EKTPOCBA3N nonb3oBarenei
M10CKOCTbL KOHEYHOro NoJib30BaTess ¢ ¢+

MpumMeHeHNe — 3HaKk*™»* 03HaYaeT NPMMEHAEMOCTb, 3HaK «-» — OTCYTCTBUE NMPUMEHAEMOCTU B C/yYasx,
Korfa nonb3oBaTesib HE UCMO/b3YET YNpaB/eHNe CeTbo/CMyX60oI.

48 [na onpegeneHns TpeboBaHUn K obBecneveHno 6e30MacHOCTM CpefcTB, CUCTEM W CeTeli KenesHo*
[OPOXHOW 3MEKTPOCBS3N  HEOOXOAMMO  OfpefesieHVie MOZENM Yrpo3 B COOTBETCTBUAM C  TPEGOBaHWSIMA - Haumo-
Ha/lbHbIX CTAHAAPTOB W HOPMATMBHbIX [OKYMEHTOB, [ENCTBYIOLMX Ha Tepputopun TrocyfapcTBa, MNPUHSIBLIETO
CTaHOapT*,

49 [nA CHWKEHUS PUCKOB [OMKHbI OblTb peann3oBaHbl TpebGOBaHUA K CpPeacTBaM yrpaBMeHWs B COOT-
BETCTBMM C [8]. M [A0/MKHbI OblTb BbINO/HEHbI O6LME MEpPOonPUATAS MO YMpPaBAEHMIO WMHGIOPMaLWIOHHOM 6e3onac-
HOCTbHO B COOTBETCTBUM C [9].

410 Tlpn Bbloope O0OOOLLEHHBIX KPUTEPUEB OLEHKN 6GE30MacHOCTU  KeNe3HOAO0POXHON  3MEKTPOCBA3M
HEOOXOOMMO  YuMTbIBaTb OLEHKM 6E30MacHOCTM Ha  KakaoM M3 ypoBHeli  (MHbpacTpykTypbl:  TpaHcnopTa/nepe-
0241 1 (PYHKUMOHAUTEHOTO: MPUIOKEHWIA).

4.10.1 YpoBeHb MHPaCTPYKTYpbI

41011 CpeactBa M CUCTEMbl  MHCPPaCTPYKTYpbl  XKENE3HOAOPOXHOV  3/IEKTPOCBA3N,  nog/iexaiime
3awmre:

* JIMHWX CBSA3K;

* HanpasnSoLLYE NIMHAN NOE3HON PaayocBa3v (HanpaBsoLLYe CUCTEMbI).

41012 Knaccudmkauysa ¢hakTopoB, BO3AEACTBYIOLLMX Ha MHADPaCTRYKTYPY

MepeyeHb OGBLEKTMBHBIX  (DAKTOPOB, BO3AENCTBYIOWWX HA  WMHCPPACTPYKTYpY —KENE3HOOOPOXHOW  a/iek-
TPOCBSI3U:

@) BHYTPEHHWI (aKTop — CTapeHne MaTepuasioB (METaUI1a, PE3UHbI).
6) BHeLUHVe hakKTopbl:
1) dpakTopbl TEXHOTEHHOIO XapakTepa:
2) NpvpoaHble ABNEHVS, CTUXWIiHbIE 6eACTBUS.
MepeyeHb CyObLEKTMBHBIX  (DaKTOpOB, BO3AEWCTBYIOLUMX HAa  WHAPACTPYKTYpY KENE3HOAOPOXHOW — 3Mek-
TPOCBA3N:
a) BHYTPEHHVe (hakTopb!:
1} HenpaBOMepHble [JENCTBUA /UL, WUMEIWMX MpaBo AOCTyma K JIMHWAM  CBSI3WM W Hanmpas/IstoLLyM
cycTeMam.
2)  HecaHKLVIOH/POBaHHOE M3MEHEHME MHADPACTPYKTYPbI XENe3HOAO0POXHON 3MIEKTPOCBS3N;
6) HeCaHKUMOHMPOBaHHbIV GM3NUECKUIA [OCTYN K SIMHWSM CBA3U U HANPaB/SOLLYIM CUCTEMAaM:
1) XvLLEeHMe NUHWIA CBA3W N HAaNPaBSHOLLIMX CUCTEM.
2) [efcTBYS, HanpaB/eHHbIe Ha M3MEHEHME MHCPPACTPYKTYPbI XXENEe3HOAOPOXHON 31EKTPOCBSA3N.
4.10.1.3  YA3BAMOCTAMU MHCPPACTPYKTYPbI XENE3HOAO0POKHOM 3MEKTPOCBSA3N SBSHOTCS:
a) 06BLEKTUBHbIE:
1) aKTVBM3MpyeMble—annapatHble  3aKiagkM  (YCTaHae/vBaeMble B JIMHAW  3/1EKTPOCBA3W, B
CETUN 3N1EKTPONUTAHWS, B MOMELLEHUSAX),

2) onpefensieMble  OCOOGEHHOCTSMM ~ 37IEMEHTOB  —  3fIEMEHTbl,  MOABEPXEHHble  BO3AENCTBUIO
OKpY>XXatoLLIER cpefb! (A0Xab, CHEr, COMHLE, ApYrie KmaTudeckme hakTopbl),
3) onpefenseMble  OCOGEHHOCTAMM  3alML@eMOoro  00bekta —  MECTOMOSIOKEHNEM  O6bekTa

(oTCyTCTBME  KOHTPOMMPYEMOIA 30Hbl, Ha/MuMe npsMOi  BUAWMMOCT OOBEKTOB, YAAIEHHbIX W MOABWKHBIX  3/1e-
MEHTOB 06bEKTA);

6) Cy6BLEKTUBHbIE:

1) owmbkn npu  YCTAHOBKE WM  3KCT/lyaTaUuuMmM  OOBLEKTOB  MHOQIPACTPYKTYPbl  KENEe3HOA0POXHOM
3/MEKTPOCBA3N;

11 8 Poccuiickoii Pepepaunmn geiicteyet FOCT P 52448—2005 «3awute nHpopmaummn. ObecneveHne 6esonac-
HOCTW ceTeli anekTpocBs3n. ObLIMe NoNoXEHUA* (MPUTOXEHNE A).
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2) HapylweHVs pexumMa oOxpaHbl M 3almTbl (OOCTyna Ha OObekT, [ocTyrna K TexHU4eckuMm cpeg-
CTBaM); pexuMa  IKCr/lyaTauum — TeXHUYECKMX CPeAcTB  (3HeproobecreyeHus,  u3HeobecrneueHus),  pexumMa
MCMOMb30BaHNA  MHAGIopMauyn  (06paboTkKM U OBMEeHa  MHGIOPMaUMEl, XpaHeHUS U YHUMTOXEHWST  HocuTenel
NHhOpMALWK, YHUUTOXEHMS MPOU3BOACTBEHHBLIX OTXOL0B M 6paka); pexxviMa KOH(UAEHLMaIbHOCTY;

B) CiyvaliHble:

1) cbom un OTKasbl: CTapeHVe 3/IEMEHTOB  MH(PPaCTPYKTYpbl  XENE3HOOOPOXHOM  3/1EKTPOCBS3N,
c60 an1eKTPOCHabXeHNsT (BCMOMOraTesibHoro 060pyA0BaHus);

2) NOBPEXAEHNS:  XKM3HEOOECNEUMBAIOLLMX  KOMMYHUKaUMIA — (3NEKTPO-,  BOAO*.  ral3o-.  TernsiocHao6-
XEHUS.  KaHa/m3auwy;  KOHAVUMOHWPOBAHWMS W BEHTUISAUMM),  OFPadKAAOLLMX  KOHCTPYKUMA  (BHELUHWMX — Orpaxae-
HWIA TepPUTOPUIA, CTEH U NEPEKPbITUIA 34aHNIA: KOPYCOB TEXHO/IOMMYECKOrO 060PYA0BaHMS).

410.14 VcTouHvkamy  gectabwinampyrolmx — BO3OECTBUIA  Ha  MHGDPAcCTPYKTYpy — KeNe3HOA0POXHON
9/1EKTPOCBA3M SABNAKOTCS:

@) MWCTOYHVKN, 0BYC/IOB/IEHHbIE AENCTBUAMMN CyObEKTA:

1) BHELLHVE NCTOYUHVIKN:

*  CNyyailHble  (HenpegHamepeHHble) —TepcoHas  MOCTaBLUMKOB — PasfIMuHOrO  pofja  YCnyr,  nepcoHas
HaJ30pHbIX OpraHM3aLmii U aBapuiiHbIX Cyx6 1 ap.;

* rpegHamepeHHble —  MOTeHUMasbHble MPecTynHUKM  (TEPPOPUCTbI) M Xakepbl, HeA0OPOCOBECTHbIE
napTHepbI, MPeACTaBUTENM CUIOBbIX CTPYKTYP (B UPE3BbIHaliHbIX CUTYaLSX);

2)  BHYTPEHHVWE WCTOYHMKMA, OCHOBHOV MepcoHasl, NpPeAcTaBuTeNIM  Cnyx6  6e3onacHocTv,  06Cy-
XVBAIOWWA  MEepCcoHasn, TEXHWYECKUd  nepcoHan  (Kv3HeobecreuyeHvie,  3KCr/lyartauumsi), BHYTPEHHME  UCTOUHUKA
MOMYT UCMOMb30BaTb KedkAbli M3  KMIACCOB YA3BMMOCTEW (OObEKTUBHbIE, CYOLEKTUMBHbIE, CrydaliHble) B 3aBUCU-
MOCTM OT npecrieqyemMblX LUeneid. Yrposbl OT [aHHbIX WCTOYHWMKOB MOTYT ObiThb: XULLEHWE, YHWUUTOXEHWE, Hapy-
LLEHME AOCTYNHOCTU (6/I0KNPOBAHNIE);

6) WCTOYHUKM, OBYCMOB/IEHHbIE AEVCTBUSIMM MaTEPUA/IbHOMO OObEKTA:

1) BHELLHVE UCTOUHUKW: CETU HXEHEPHBIX KOMMYHVKALWIA (BOJOCHaOXeEHVe, KaHam3aLums);

2) BHYTPEHHVE UCTOYHWKW: CPeACcTBa OXpaHbl (OXpaHbl, CUrHaszaLmn);

B) dou3nyeckme ABMeHUs: NoXapbl, 3eMIETPACEHMS, yparaHbl, HABOAHEHUS U Ap.

410.15 BosmoxHa peaszaumsi /i0BbIX Yrpo3 B COOTBETCTBMM C  TPebOBaHWSIMM  HaUMOHa/TbHBIX CTaH-
[apToB W HOPMATVBHbIX [OKYMEHTOB, [ENCTBYIOLMX Ha TeppuTopuM TFOCYJapCTBa, MpUHSBLLEro CcTaHgapt 1 >
BO3MOXHblE MOCMEACTBUA peayi3aumn yrpo3 — HapylleHve J/io6oro 13 KputepueB 6e30MacHOCTM CETU  3/iek-
TpocBs3n (KOHDUAEHUMABHOCTb, LIeMOCTHOCTb, A0CTYNHOCTb, NOAOTYETHOCTL).

4.10.1.6 BO3HVKHOBEHME  YA3BMMOCTE/l Ha YPOBHE MHPPACTPYKTYPbl KEMEe3HOLOPOXHOW  3/1EKTPOCBA3N
BO3MOXHO Ha CTaausIX UX XU3HEHHOrO LKA,

4.10.1.7 KpuTepum OLEeHKN 6E30MACHOCTY MHAPPACTPYKTYPbI XXEE3HOAOPOXHOI 3/1EKTPOCBSA3N:

* HacTayM M/laHMPOBaHWS: COOTBETCTBME TpeboBaHMAM 6GE30MacHOCTUM eyvyacTV JIMHWIA CBA3UM WM Hanpas-
NAOLWMX CUCTEM, MPeAbSBASEMbIM CTPATErMHECKUMU LIENSIMM XXeNe3HOA0POXHON 3/1EKTPOCBA3N,

* Ha CTaaym NPOEKTUPOBaHWSA: COOTBETCTBME XapakTEPUCTUK MPOEKTUPYEMbIX JIMHWIA CBA3W W Hanpass-
IOLLIX cuCTEM TpeboBaHMSAM 6e30MacHOCTY, MPebABISEMbIM Ha CTaAWN NIaHUPOBAHUS:

* Ha CTagM 3KCr/lyatallum W CTPOUTENbCTBA: COOTBETCTBME JIMHWIA CBA3W W HanpaB/soLMX  CUCTEM
3a59B/1EHHbBIM MOCTaBLLYIKOM XapaKTepuCTVKaM:

* Ha CTagum BbIBOAA W3 IKCTU/lyaTaluu: COOTBETCTBME TpeboBaHUAM 6e30MacHOCTM MO BbIBOAY W3  3KC-
nayarauum SIMHAR CBA3M 1 HANPaB/ISIOLLMX CUCTEM.

4.10.2 YpoBeHb TpaHcnopTa/nepesaun 1 qoyHKUMOHaIbHbI YPOBEHb

41021 CpeactBa M CUCTEMbI  Nepefaum  MHopMaumy  XXeNe3HOAOPOXHOM  3/IEKTPOCBA3N,  NOA/IeXa-
LLpe 3aLumTe:

* KaHaslbl M TPaKTbl CUCTEM Nepesaqn;

* KaHas1006pasytoLLee 060pyaoBaHNE;
annaparypa nepefaym faHHbIX;

* aHas10roBble 1 LMdIPoBbIE MHOTOKaHaIbHbIE CUCTEMbI NEPeaaYN;

¢ KOMMYyTaLVOHHOE 060pyA0BaHVE;

* MapLUpyTU3aTOpSbI;

- [Opyroe o060OpyAoBaHVWE MEPBUYHOA CETU CBA3N TEXHOSIOTMYECKOrO CEerMeHTa  Xene3HOOOPOXKHOW  anek-
TPOCBSA3Y — B COOTBETCTBUM C 4.3.

410.2.2 K dyHKUMOHANBHOMY YPOBHIO  )KEIE3HOAOPOXKHOM  3/MIEKTPOCBSA3N  OTHOCAT  CPEACTBa, CUCTEMBI,
CeTW 1 PecypCbl BTOPUYHbIX CETEN CBA3M TEXHOMOMMUYECKOTo CErMeHTa XXene3HoA0POXHOM 3/EKTPOCBA3M.

" 8 Poccuiickoin depepaunn geiicteyet FTOCT P 52448—2005 «3awmTta nHdopmaummn. ObecneyeHne 6esonacHoc-
T ceTeil aneKTpocBaA3n. O6LLME NOMOXEHUSI».
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410.2.3 OnacHOCTH 1 MoAev yrpo3 6e30MacHOCTU CPEACTB, CUCTEM, CETEN XKeNe3HOLOPOXKHOM a/1ek-
TPOCBSA31 Ha YPOBHE TpavmcnopTa/nepeaaym 1 oyHKLUYOHa IbHOM YPOBHE.
410.23.1 OnacHocTAMM ABNAKOTCA (DaKTopbl B COOTBETCTBUM C TPEGOBAHMSAMM HALWIOH&UTbHbIX CTaH-
[apTOB M HOPMATVBHbIX JOKYMEHTOB, JEVICTBYHOLLIVX HA TEPPUTOPUN FOCYAaPCTBa, NPUHSBLLIETO CTaHAapT,
410232 YA3BAMOCTAMYU CPELCTB, CUCTEM, CETEN XKeNe3HOA0POXHOM 3/1EKTPOCBSA3N ABISIOTCS:
a) OOGLEKTUBHbIE:
1)  conyTCcTBylOLUME  TEXHWYECKMM  CPeACTBaM  WU3MYUYEHWS:  3/1IeKTPOMarHUTHble  (MOGOYHble  U3/y-
YEHVS] 9MIeMEHTOB TEXHWYECKUX CPEACTB, KabeslbHbIX JIMHWA TEXHUYECKMX CPEACTB), 3MnekTpuyeckse (HaBOAKY
SMEKTPOMArHUTHbIX U3/lyYeHWA Ha JIHMM M NPOBOAKY, MpOCauMBaHVWe CUTHa/IOB B CETW  3MIEKTPONUTaHWS, Lienu
3a3eM/1eHVs, HepaBHOMEPHOCTL noTpe6neHus TOKa 3/1EKTPONUTaHSA), 3BYKOBblE (axyctnueckme,
BUOPOaKyCTUYECKUE);
2) aKTVBM3MpyeMble:  annapaTHble  3akfafky  (YCTaHaB/MBaeMble B JIMHAW  3M1EKTPOCBA3W,  CETU
JIEKTPONUTaHNs,  MOMELLEHMAX),  NporpaMMHble  3aKMagkM  (BPeOOHOCHble  Mporpammbl,  TEXHOsOrM4Yeckme
BbIXOAb! M3 MPOrpamMm, HeserasibHble Komum NporpamMMHOro obecrnedeHus);

3) onpegendemble 0COBEHHOCTSMM 3J/IEMEHTOB: A/IEMEHTDI, noaBepPXXeHHbIe BO3,CI,€I7ICTBI/IIO
ANIEKTPOMarHMTHOro nosns (MaFHI/ITHbIe HOCUTEeNN, MI/IKpOCxeMbI);
4) onpenensemMble 0COGEHHOCTAMM 3alpaemoro obbekTa: MECTOMNO/I0KEHNEM obbekTa

(oTCYTCTBME  KOHTPO/MPYEMOI 30Hbl, Ha/MuMe nNpsaMoli BUAMMOCTM OGBLEKTOB, Ha/MuMe YOasieHHbIX W NOABWK-
HbIX 3/IEMEHTOB 06bLEKTa), OpraHu3aumein kaHanoB o06MeHa WHpopmaumen  (MCMonb3oBaHMe — pPagvoKaHasoB,
1CMOMb30BaHNE 1106a/1bHbIX MH(POKOMMYHUKALIOHHBIX CETEN, apeHayeMbIX KaHas10B);

6) cyObEeKTVBHbIE:

1) owwmbkM: nNpM NOATOTOBKE W UCMOSb30BAHUM  MPOrPaMMHOrO  ObecneyeHust  (MHCTaisiuus  u
3arpy3ka NporpamMMHOTO  0GecreveHusl, SkCr/lyatauyss MporpaMMHOro  obecneyeHus, BBOZL —[AaHHbIX),  yrnpasrie-
HUM  CMOXHBIMA CUCTEMamK  (OpraHuMzaums  yrnpaefieHust noTokamy OobmeHa  WMHopmauwn), YCTaHOBKE WM 3KC-
nsyaraLmm TEXHAYECKVX CPeCTB;

2)  HapylleHusl: peXuMa OxpaHbl M 3aWuTbl (AOCTYNM Ha OOBLEKT, [OCTYNn K TEXHWYECKUM Cpe-
OCTBaMm). pexumMa  aKCr/lyarauum  TEXHWYECKUX CPeAcTB  (3HeproobecreyeHue,  XM3HEOOeCneyeHre), pexumMa
MCcnonb3oBaHs  MHcpopmaumy  (06paboTka M 0OMEH  MHAOpMauueR, XpaHeHMe U YHUUTOXeHue HocuTeneli
MHhopMaLWK), peXxmMma KoHp1aeHLMaIbHOCTY;

B) Cly4yailHble:

1) cbon un oOTKasbl: OTKasbl W HEWUCNPaABHOCTM TEXHWYECKUX CPeacTs (obpabarbiBarolmx  MHAop-
MaLpmo.  obecreunBaroLLMX  PaboToCcrocobHOCTL CpeacTB  06paboTKM  MHGIOpMaLyK, OXpaHy W KOHTPO/b  AOCTY-
na). CTapeHve W pasMarHMuvBaHue Hocutenein WHGopMauuM (OUCKET W CbeMHbIX HOCUTESER, >XEeCTKMX [OMCKOB,
MMKPOCXEM), C6oM NPOrpamMMHOro 06ECTEYEHNS, 3NIEKTPOCHAGKEHNS,

2)  noBpexaeHus:  XW3HeobecrmeuvBaloMX  KOMMYHUKaLMA  (3NeKTpo*,  BOAO*. raso-.  TernsocHab-
XEHUS.  KaHanm3auuy, KOHOWLMOHVPOBaHWS W BEHTUNAUMM), OTPaXAatolMX  KOHCTPYKUMA  (BHELLHWX —orpaxae-
HUIA TEPPUTOPUIA, CTEH U NEPEKPbITUA 3aaHuiA, KOPMYCOB TEXHOOMUYECKOT0 060PYA0BaHUS).

4.102.3.3 VICTOYHVKM OECTAOWUIM3VPYIOLLWIX BO3AECTBI
VIcTOuHVKK, 06YCNOBMEHHbIE AECTBUAMMN CyObeKTa:
a) BHELUHWE VCTOHHUKM:

1) cnyvaliHble  (HenmpegHaMepeHHble): MepcoHan  MOCTaBLWKOB — YCYr  pas/IMYHOrO  poja,  nepco-
Hau1 HaA30PHbIX OpraHM3aLmii U aBapuiAHbIX CyX6 1 ap.;

2) npegHaMepeHHble:  MoTeHUManbHble  MPEeCTYnHUKM  (TEPPOPUCTbI) U Xakepbl,  HepobpocoBeCT-
Hble NapTHepb, NpeACTaBUTENM CUIOBbIX CTPYKTYP (B Upe3BblvaliHbIX CUTyaLmsX) 1 ap.;

6) BHYTPEHHME NCTOYHUKM: OCHOBHOW NEPCOHa, NPEACTaBUTENN CNYXO 6e30MacHOCTI, 06CTyXMBa0-
LLMIA N TEXHUYECKNIA NEepPCOoHa.

VcTouHMKK, 0BYCroBNeHHbIe AEVCTBUAMU MaTeprasibHOro 0obekTa:

a) BHELUHUE VICTOYHUKI: CPEAICTBA CBSA3M (TeNethOHHbIE SIMHIK), CETU MHXEHEPHBIX KOMMYHUKALWIA;

6) BHYTPEHHME NCTOYHUKM: TEXHUYECKVE CpeacTBa 06paboTkm MHAIopMaLmn, NPorpaMMHbIe cpeacTsa
06paboTkN MHGHOPMaLIMK, CPeACcTBa OXpaHb!.

dusnyecKve SBNEHVIST: NOXapbl, 3EMIETPSICEHNS, yparaHbl, HABOAHEHUA U Ap.

410234 Ha paccmatpuBaeMbIX —YPOBHSIX — KE/IE3HOOOPOXKHOM — 3/IEKTPOCBS3N  BO3MOXHA — peanmsaumst
JH06bIX  yrpo3  corfacHo4.4.  Bo3MOXHBIMU - MOCNEACTBUSMY — peaniv3almnm  yrpo3 MOXET ObiTb  HapylueHue so6o-

8 Poccuiickoin depepauun geincteyet FTOCT P S127S—2006* 3awmTta nHgopmaummn. O6bekT nHhopmaTusauum.
®dakTopbl, BO3AelCTBYOWYME He MHAhopMaLmio. O6LLMe NOSTOXEHNUSA™.
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0O W3 KoUTepueB  6E30MacHOCTU  CETU  JMIEKTPOCBS3N  (KOH(PMAEHUMAIbHOCTb,  LEMOCTHOCTb,  AOCTYMHOCTb,
MOJOTUETHOCT).

410235 BO3HV/KHOBEHVE  YS3BUMMOCTE Ha  YPOBHE  WHOPPACTPYKTYpbl W JIMHWIA  KEeNe3HOAOPOXHO
3/IEKTPOCBSA3Y BO3MOXHO Ha BCEX CTAAUSIX WX XKM3HEHHOTO LK.
4.10.2.3.6 Peasmzaumsi  yrpo3, 00ycfnioBfieHHast OeACTBUSIMM  CyObeKkTa, XapakTepucTvkamMu — Matepu»

aNbHbIX OOBLEKTOB, (M3NYECKUMU  SIB/IEHUAMK, BO3MOXHA Ha CTaguy MNaHMPOBaHVs, MPOEKTUPOBAHUS, CTPOU»
TE/bCTBA. IKCT/TyaTaLmy, a TakKe BbiBOAa U3 SKCryaTauyn.

41024 KpuTeprsiMmMoLIEHKMOE30/1aCHOCTUCPEACTB.  CUCTEM, CETER  XKeie3HOOO0POXKHOM  3/1EKTPOCBA3N
Ha ypOoBHe TpaHcnopTa/nepesaqun n qoyHKLMOHaIbHOM YPOBHE SBNSIKOTCS:

* Ha CTaayM [1aHVPOBaHVSA: COOTBETCTBME TpeboBaHWsM  6e30MnacHOCTW, NpeabsBiseMbIM — cTpaterm»
YECKVMU LIENISIMM XENE3HOA0POXHO 3M1EKTPOCBA3Y;

- Ha CTagym MPOEKTUPOBaHUS: COOTBETCTBME XapaKTepuUCTUK MPOEKTUPYEMbIX CPeacTB, CUCTeM, ceTel
YENEe3HOAOPOXHON  3MEKTPOCBA3N  TPaHCMOPTHOrO  YpOBHA — TpeboBaHMSAM — 6e30MacHOCT,  NpeabsBseMbiM — Ha
CTafuu N/IaHNPOBaHWS;

* HacTaguUaKCr/lyarauym N BHeAPEHNA: COOTBETCTBME3ASAB/IEHHLIMIMOCTABLLIMKOMXaPAKTEPUCTUKAM;

* Ha CTagum BbIBOAA W3 3KCT/lyaTaumu: COOTBETCTBME TPeboBaHWAM 6e30MacHOCTU MO BbIBOAY U3 3KC»
n/yarauum.

4.10.3 YpoBeHb MPUIOKEHWIA, YC/TYT 1 yrpaB/ieHns

41031 CpeactBa M CUCTEMbI KENE3HOAOPOXHON 3MIEKTPOCBA3M  YPOBHS NMPWIOXKEHMWIA, YCIyr W ynpas-
NeHua. nognexallme salumre:

a) cpeactsa  TepPUTOPUAbHO-PACTPEaE/ieHHON  MepapXMYeckoii  aBTOMAaTM3MPOBAHHOW  CUCTEMbI
YTPaB/IEHs] TEXHO/OTUHECKOV CEThHO CBA3Y,
6) CUCTEMbl  TEpPUTOPUATILHO-PaCTPEAE/IEHHOI Mepapxuyeckoii  aBTOMATV3VPOBaHHOM  CUCTEMbI

ynpas/ieHWs TEXHOOTMUECKON CEThIO CBSA3M B COCTaBE:

1) cUCTEMbl  MOHUTOPMHIA W @OMUHUCTPUPOBAHWS,  MPEeAHA3HAYeHHON 719 MOHUTOpUHra  napa-
METPOB (DYHKLIVIOHMPOBAHUSA 1 MHTENPUPOBAHHOTO YNpaB/ieHWs TEXHO/IOMMYECKON CEThHO CBSA3M B LIESIOM:

2) c/CTeM ynpaB/ieHMst W MOHUTOPMHra Npou3BoaMTena A1 OGecrneyeHust  YrpasneHns u - TexHu-
YEcKoro  OBCNyXVBaHVsl  OOOpPYAOBaHUA  XENe3HOAOPOXHON  3MEeKTPOCBA3Y, BXOOAWEr0 B COCTaB  TEXHOMOM-
YECKON CETM CBA3N XE/Ie3HOOOPOXKHOTO  TpaHCropTa, W peayii3ytollero  (OyHKUVOHasbHbleE  BO3MOXHOCTU B
COOTBETCTBAM C YPOBHEM  YMpaBfeHUs 3/1eMEHTOM WM  CETbIO, COrMacHO apXUTeKType MOCTPOEHVs  CeTu
YNpaB/eHVIst XXeNe3HOA0POXHON SMEKTPOCBA3LIO.

410.3.2 OnacHocT M Mogenn Yyrpo3 6e30nacHOCTM CPeACTB, CUCTEM U PECYPCOB  XKENE3HOAOPOXHONA
3/1EKTPOCBA3M YPOBHS NPUIOXKEHWIA, YCYT 1 yNpaBneHys.

410321 OnacHOCTAMM  Ha  YPOBHE MPWIONEHWA, YCIYr W YynpaBfeHus SBNSKTCA  COOTBETCTBYHOLLYE
(hakTopbl B COOTBETCTBMM C  TPeBOBaHMAMW  HaUMOHa/IbHbIX — CTaHAAPTOB WM HOPMATMBHLIX  [OKYMEHTOB,
[eCTBYIOLLMX HA TEPPUTOPUM FOCYAAPCTBA, NPUHABLLENO CTaHaapT™™ .

410.3.2.2 YA3BMMOCTAMU  CPEACTB, CUCTEM W PECYPCOB KENE3HOAOPOXHON 3M1EKTPOCBA3M  YPOBHSA  MpU»
JIOXKEHWIA. YCYT W yNpaBeHWs SB/SOTCS:

a) 06 bEKTMBHBIE:

1)  conyTCcTBYIOWME  TEXHWYECKUM  CPEACTBaM  W3/IyYeHVS:  3/IeKTPOMAarHUTHble  (MOGOYHble  M3y-
YEHVS] 3MEMEHTOB TEXHWYECKMX CPeACTB, KabesbHbIX JIAHWIA  TEXHUYEeCKUX CPeAcCTB), a/ieKTpuyeckue  (HaBoaKu
9MIEeKTPOMArHATHbIX  U3MyYeHUA Ha JMHAM WM MPOBOAKW, MpOCaYMBaHVE CUTHA/I0OB B CETU  3/IEKTPONUTaHUS, Lienu
3a3eM/1eHS, HepaBHOMEPHOCTb notpebreHnst TOKa 3/1EKTPONUTaHNS), 3BYKOBblE (akycTnyeckve,
enbpoakycTuyeckme);

2)  aKMBM3Mpyemble: annapatHble  3aknagkM - (ycTaHaB/MBaeMble B JIMHWM - 3M1EKTPOCBA3N,  CETU
MIEKTPONUTaHNs,  MOMELLEHMsX),  NporpaMMHble  3aKmagkM  (BpeOOHOCHble  Mporpammbl,  TexXHosormyeckme
BbIXObl U3 NpOrpamMm, HeserasibHbIe Konvy nporpaMMHOro obecrneyeHmns);

3) onpegensieMble 0COBEHHOCTAMM 3/1EMEHTOB: 3/1eMEHTbl, nofBepKeHHbIe BO3AENCTBUIO
9MEKTPOMAarHUTHOTO  Nonst  (MarHWTHbIE  HOCUTENW,  MUKPOCXEMbI), MPOrpaMMHOe — obecrneveHvie,  MOABEPKEHHOoe
nporpaMMHbIM KOHGIMKTaM;

4) onpegensieMble 0COB6EHHOCTAMM 3ayLLaeMoro obbekTa: MECTOMOMOXEHMEM obbekTa
(oTcyTCTBME  KOHTPO/IMPYEMOIN 30HbI, peasm3auysi Ha HECKOMbKAX YAasieHHbIX ApYroT [pyra CpeacTBax BbluMC-
JMTENbHOM  TEXHWKY), opraHu3aumeli kaHanoB obmeHa WHchopmauyeid  (MCrofib3oBaHWe MPOTOKOI0B  MapLupy-
TU3aLWN. UCMONb30BaHKe r106as1bHbIX MHOKOMMYHUKALWIOHHBIX CETEl, apeHayeMbIX KaHas10B);

11 8 Poccwiickoii ®epepaumnn gelicteyeT FOCT P 51275—2006 «3awmTe nHopmaumn. O6bekT nHdopmMatmsaumm.
®dakTopbl, BO3AENCTBYIOLME Ha MHAOPMaLmMio. OB6LLMe NOMOXEHNS».
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6) CyOBLEKTUBHBIE;

1) owmbkM: nNpM NOATOTOBKE W UCMOSb30BAHUM  MPOrPaMMHOrO  obecneyeHust  (MHCTaisums  u
3arpy3ka NporpamMMHOTO  OGecreveHusl, SkCr/lyataumss MporpaMMHOro  obecrieyeHus, BBOZL —[AaHHbIX),  ynpasre-
HAM  C/IOXHBIMM  cuCTeMaMy  (OpraHu3auyst  ynpae/ieHnss NoTokamyM  ObMeHa  MHJopmaumy), YCTaHOBKE WM 3KC-
rnsyaraLmm TeEXHUYECKX CPeLCTB M NPOrpaMMHOro 0becreveHuss;

2) HapylleHus: pexumMa OxpaHbl W 3almTbl (OOCTYNM K TEeXHWYECKMM CPeacTBam), pexviMa  3KChy-
arauMm  TEXHUYECKMX CPEeACTB  (3HEpProobecrieveHne,  KU3HEOOECTEUEHNE), pPeXVMa  WCMO/b30BaHWS  MHAOp-
Maumm  (06paboTka M 0BMEH  MHGOpMauMeld,  XpaHEeHWe U YHUYTOXEeHUe  MHpopMauwy),  pexviMa
KOH(brAeHUMaIbHOCTH:

B) C/y4YaiHble:

1) cbonm un OTKasbl: OTKA3bl W HEUCNPABHOCTM TEXHWYECKMX CcpeAcTB (obpabatbiBarolUMX UHKop-
Maumo.  obecneuvBaroLLMX  PaboToCnOCOGHOCTL CPeAcTB  06paboTKM  MHGpOpMaLMK, OXpaHy W KOHTPOMb  AOCTy-
na), CTapeHMe W pasMarHuuvBaHve HocuTeneli MHAopMaLMM (OUCKET U CbEMHbIX HOCUTENEN, XXEeCTKUX [VCKOB,
MUKpOCXeM), CH0M MPOorpaMMHOro 0becneyeHus; 3NeKTPOCHaOKEHS:

2)  MNOBpeXOEHUSs:  XU3HEOOeCreuBaloLLWX  KOMMYHMKaLMiA  (3M1eKTpo-, BOAO-, aso-.  TernsiocHab-
YEHUS. KaHaM3aLIUm; KOHAULMOHMPOBAHNS 1 BEHTUMALMK).

4.10.3.2.3  CTOYHVKM SECTABUN3NPYIOLLMX BO3LENCTBUIA:

VICTOYHVKI, 0BYCOB/IEHHbIE AECTBMSIMN CYyObEKTA:

a) BHELLHWE UCTOYHKNA:

1) CnyyaliHble  (HenpegHamepeHHble): MEePCOHasl  MOCTaBLUMKOB — YC/Iyr  pa3/MYHOMO  poda, Hagd-
30pHbIX OpraHn3aLmii 1 aBapuitHbIX Cyxo6 1 ap.;

2) NpefHaMepeHHbIe:  MOTEHUMa/bHbIE  MPECTYMHWKA  (TEPPOPUCTBI) UM Xakepbl,  HenobpocoBecT-
Hble NapTHepbI, MPeACTaBUTENM CUTOBbLIX CTPYKTYP (B UPE3BbIHa/HbIX CUTYALSX);

6) BHYTPEHHVME WCTOYHMKW: OCHOBHOM MepcoHasl, MpeacTaBuTenM Cykb 6GesonacHocTH,  0BChyxvBato-
LI 1 TEXHNYECKMIA NepcoHaUl.

VICTOUHVKI, 0BYCMIOB/IEHHbIE AENCTBUAMN OObEKTA:

a) BHELUHME WCTOYHMKA: TEXHUYECKME W MporpaMMHble cpeacTBa 06paboTKM  MHGIOpMauMn NpY UCTOSb-
30BaHWY 1106a1bHbIX MHOPOKOMMYHUKALIOHHBIX CETE;

6) BHYTPEHHME WCTOUYHUKN — TexXHU4YeckVe Ccpeactsa 00paboTkM  MHopMauwn, nporpaMMHble  cpef-
cTBa 06paboTKN MHGOPMaLWK, CPeaCcTBa OXpaHhbl.

dusnyecKve SIBNEHVISE — MOXapbl, 3eM/IETPSICEHMS, yparaHbl, HABOAHEHNS.

410324 Ha ypoBHE MPWIOXEHWA, YC/yT W yNpaBMeHNs BO3MOXHA peam3aums MobbiX yrpo3 B COOT-
BETCTBMM C TPebOBaHVSIMM HaLMOHa/bHbIX CTaHAAPTOB WM HOPMATWBHBIX [OKYMEHTOB, [OEMCTBYIOLUMX Ha Teppu-
TOpUM  TOCYJapcCTBa, MpUHSBLUEro CTaHAapTl). BO3MOXHbIMM  MOCNEACTBUSMM — peasmzaumm  Yrpo3 MOXET  Oblb
HapylwieHne 06oro K3  KputepueB  6Ge30MacHOCTY  CeTU  3MEeKTPOCBSA3N  (KOH(hMAEHUMAIbHOCTb,  LIeMIOCTHOCTb,
[OCTYMHOCTb, NOJOTYETHOCT).

4.103.25 BO3HVMKHOBEHME  YS3BMMOCTE Ha YPOBHE  WH(PPaCTPYKTYpbl W JIMHWAA  XXENE3HOAOPOXHON
3/1EKTPOCBSA3M BO3MOXHO Ha BCEX CTaAMSAX UX XKU3HEHHOTO LKA,
410.3.2.6 Peasmzaums  yrpo3, 0OGYC/IOBNEHHasi  OENCTBMAMM  CyObekTa, XapakTepucTukamn — MaTtepu-

aNlbHbIX OOLEKTOB, (PU3MYECKUMU  SIBIEHVSIMM, BO3MOXHA Ha CTaguy  NAaHMPOBaHUs, MPOEKTUPOBaHUS, CTPO-
UTeNbCTBa. AKCTUTyaTaLyu, a Takke BbIBoAa V3 aKCTUTyaTaLmn.

410.3.3 KpuTepun OLEHKM 6Ee30MacHOCTV YPOBHA MPWIOKEHWIA, YCYr W YNpaB/eHUs Kee3HOA0POX-
HOI 9NEKTPOCBA3N:

e Ha CTagum TMJIaHMPOBaHMA: COOTBETCTBME TpeboBaHMAM  6e30rmacHOCTY, MpeabsB/seMbiM  cTparerv-
YECKUMU LIENAMM XENE3HOA0POXHOI 3M1EKTPOCBS3N;

e Ha CcTaguM NpPOEKTUPOBaHWSA: COOTBETCTBME XapaKTEpUCTUK MPOEKTUPYEMbIXCPEACTB. CUCTEM, CETeid U
PECYpPCOB  XeMe3HOAOPOXHOM  3MEKTPOCBA3N Ha YPOBHE MPWIOKEHWIA, YCMyr W ynpaeneHus TpebosaHusM 6e30-
MacHOCTW. MPebAB/IAEeMbIM Ha CTayN MN/IAHUPOBAHWS;

* Ha CTaaum aKcruyataumm v BHeApeHWst: COOTBETCTBYE 3a5B/1EHHbIM MOCTaBLLMKOM XapaKTepycTUKam;

e Ha CTagMM BbIBOJA W3 3KCTU/lyaTauuu: COOTBETCTBME TpeboBaHMsIM 6e30macHOCTM M0 YAAIEHMIO U
BbIBOAY W3 3KCrUTyatauumu.

411 O6ecrneyeHre 6e30NacHOCT XeNe3HOA0POXHOI MEKTPOCBSA3M B MIOCKOCTSX
yrpaB/eHns

4111 Mepbl 06ecneveHnst 6e30MacHOCTV BKIOUAOT B Ce6s:
11 8 Poccuiickoii Pepepaunmn gelicteyet FOCT P 52443—2005 «3awunta nicpopmanmm. ObecneveHne 6esonac-
HOCTU ceTell an1ekTpocBA3n. ObLLME NOMOXEHMS.
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* OpraHM3aLMoHHbIE (AMUHUCTPATUBHLIE, SKOHOMUYECKME, OPUaNYECKME);

e TexHuyeckMe (YCTaHOBKA OXPaHHO-TIOXApPHOW  CUMrHa/mM3auyn,  UCMOSIb30BaHME  CUCTEM  KOHTPOSS W
yrpaBieHns  [OCTYNOM, TMPUMEHEHVE TEXHWYECKMX CPeACTB 3auTbl  MHopMauuW, BHeOpeHVe VHTEerpypoBaH-
HbIX CMCTEM 6e30MacHOCT);

- msnyeckvie (paboTa CTOPOXEN 1 KOHTPOEPOB);

e onepatuBHble (ACMOMb30BaHWE OnepaTVBHbIX  METOAOB  paboThbl,  ONepaTuBHO-TEXHWYECKMX  CPEeACTB,
Hanpumep «nosaurpacpax» A5t BXOAHOMO KOHTPO/IS U MEPUOANYECKON MPOBEPKM NOSILHOCTU NMEPCOHAA).

4112 TpeboBaH/MA 6e30MacHOCTU B M/IOCKOCTM  aAMUHWCTPATUBHOTO  YNpaB/ieHUsi onpefeneHbl B

(4171

5 Tpe6oBaHusl No o6ecrneyeHmnto 6e30nacHOCTM CPeACcTB, CUCTEM
1 CeTel Xene3HoJ0POXHOWN 3/1EKTPOCBSI3M

5.1 TpebosaHusi No 06ecrneyeHno 6e30MacHOCTU Ha YPOBHE UHPPaCTPYKTYPbI
Xene3HOoLOPOXKHO 3M1EKTPOCBA3M

5.1.1 OpraH/3aLyoHHbIe TpeboBaHWs 6e30nacHoCTU

5111 HeobxogMMo  Ha/iumMe  TEXHUYECKOW, HOPMATUBHOM W 3KCM/TyaTauMoOHHOW — JOKYMEHTaumMM  Ha
06beKTax MHADPaCTPYKTYPbI XXENE3HOAOPOXHOI 31EKTPOCBA3N.

5112 Ha cragmm akcnyataumm f[odkHa ObiTb  MpoOM3BEAEHa pervctpaumsi B OOKyMEHTax  (KypHanax,
aKTax, 3MeKTPOHHbIX 6a3ax [AaHHbIX) COOTBETCTBYIOLLEA WHAIOPMaLMM O  BbINOMHEHHLIX paboTax, COCTOSHUN
0OBLEKTOB.

5113 Ha cragum akcnnyatauum HeOGXOAMMO —OrpaHuyeHre [ocTyna K o6bektaM  MHGpacTpyKTypbl
Yene3HO0POXKHOI 3NEKTPOCBA3N.

5114 Ha cragum akcniyatauyy HeobXoayMo BeCTU YYeT /L. MOMAYUMBLUMX W WUCMOMb3YHOWMX A0CTYyN K
06beKTaM MHOPACTPYKTYPbI XXeNe3HOA0POXHO 3/1EKTPOCBA3M.

512  TexHnyeckue TpeboBaHMsl 6e30MacHOCTU

5121  TpeboBaHUs K 31eMeHTaM KOHCTPYKUMM (K 3/1EKTPUYECKO MNPOYHOCTU  W30MIAUMKM;  YCTOMUMBOCTb
K BO3AENCTBMSIM MEXaHNHECKUX HAarpy30K M KMMaTUYeckmx 0akTopoB) C/ieayeT BbIMO/HATL COrNacHo [9).

5122 TpeboBaHMSt K MOHTaXy, ISKCTUlyaTauym W pPemMOHTY (KpemiieHne JIMHUIA K COOPYXXEHUSM, CTpo-
UTEeNbCTBO U MPOKNaAKa) CrefyeT BbINOMHATL B COOTBETCTBUM C  YTBEPWAEHHLIM MPOEKTOM; OpraHu3auma  Tex-
HUYECKOr0 KOHTPONMS B MEPUOA CTPoUTEeNbCTBA A0/DKHA ObiTb  BbINOSIHEHA B COOTBETCTBMM C  TpeboBaHVsMU
HaLVOHa/IbHbIX  CTAHOAPTOB WM HOPMATMBHLIX  [OKYMEHTOB, AEWCTBYIOLMX Ha TeppuTopuM rocydapcrea, npu-
HABLUEro cTaHgapT u (9).

5123  TpebosaHvss K CpeAcTsaM  3aluTbl, CUTHa/M3ALMW UM KOHTPONA  [O/MKHbI  ObITb  BbINO/IHEHDI
cornacHo (9].

5124  TpeboBaH/s MO oObGecreyeHno 6e30MacHOCT JIMHWIA CBS3W U HampPaB/IStOLLMX CUCTEM  AO/DKHbI
COOTBETCTBOBATb TPebOBaHMAM (OU3MYECKOM 3allmMTbl M 3alyTbl OT BO3AEMCTBUS OKpyXawoLwelh cpefbl cornac-
Ho [9].

513  ®yHKUMOHasbHbIE TPeboBaHMA 6e30MacHOCTU

5131 [JomkHbl 6bITb O6GECreYeHbl 3aWpyTa OT  HECaHKUMOHVMPOBAHHOTO MPOHWMKHOBEHWS W [OCTYMHOCTb
B 06C/Ty)XVBaHWN.

5.2 Tpe6oBaHus No obecneyeHmnto 6e30MacHOCTM Ha TPAHCTIOPTHOM U (PYHKLMOHa/IEHOM
YPOBHSIX XXE/1€3HOOPOXHOI 3MIEKTPOCBA3N

521 OpraH13aLmoHHble TpeboBaHKs 6e30nacHOCTU

5211 HeobXoauMO  Ha/mume  TEXHUYECKOW, HOPMATMBHOA W 3KCTU/yaTalMOHHON  JOKYMEHTauuMn  Ha
06BLEKTI TPAHCMOPTHOIO YPOBHS YXENE3HOA0POXHON SMEKTPOCBA3N.

5212 Ha cragmm akcniyataumm Heobxoguma chuvkcaumsi B JOKyMEHTaxX (kypHanax, akrax) CooTBe-
TCTBYHOLLIEN MHCbOPMaLIMM O BbINO/THEHHbBIX paboTax, COCTOSIHWN 06 LEKTOB.

5213 Ha cragum akcrulyatauMm HeobXOOMMO OrpaHuyveHne [0oCTyrna KOOGbBKTam  TPaHCMOPTHOMO  YpoB-
HS1 )XeNe3HOA0POXHOI 3/1EKTPOCBA3M.

5214 Ha cragum akcruyataumm HeobxoayMoO BECTU y4eT W, MOYYMBLUMX UM MUCTMOMb3YIOWMX AOCTYN K
06beKTaM TPAHCNOPTHOrO YPOBHS XXENe3HOAOPOXHON 3/1EKTPOCBSA3N.

1> B Poccuiickoii ®epepauun geicTBytoT «[lpaBuna MoABECKM W MOHTaXe CAMOHECYLLEro BOJIOKOHHO-OMTUYECKOro
Kabensi Ha onopax KOHTAKTHOW CETW M BbICOKOBO/IbTHBIX JIMHWIA aBTOG/IOKMPOBKU» (yTBEpXAeHbl MMC P® 16.06.1999 r.,
N9 U3/LUNC — 677)
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522 TexHudeckme TpeboBaHms 6e30nacHOCTU

5221 TpeboBaHus K 371EMEHTaM KOHCTPyKuMn {rabaputbl, YCTOMUYMBOCTb K BO3AENCTBUAM MeEXaHUYeC-
KUX Harpy30K 1 KMaTu4eckvx DakTopoB) C/IeAYET BbIMOMHATL COrMacHo [9].

5222  TpeboBaHWA KMOHTaXKy. 3KCr/lyatauuMm W PEMOHTY (pasvelleHve B CTolikax, kopobax, WCrosb3o-
BaHM1e NMLIEH3VIOHHOIO NPOrpaMMHOro 06ecrneyeHVst) creayeT BbINOHATL CoriacHo [9).

5223 TpeboBaHVA K cpeactBaMm 3alyTbl, CUMrHa/mM3auMnm W KOHTpons CpeactBa, CUCTEMbI, CETU Hkenes*
HOLOPOXHON  3/1EKTPOCBA3M  TPAHCTIOPTHOTO  YPOBHA  AO/MKHbI  ObITb  06GecrneyeHbl CpeacTBamy  3alliyTbl,  cUrHa*
SmM2auym U KOHTPOMSE B COOTBETCTBMM C TpebGoBaHUAMU MoaMTUKM  Ge3onacHocT  cornacHo {9). O6opyaosaHue
XEeNe3HOAOPOXHOM  3/1EKTPOCBA3M  TPAHCMOPTHOTO  YPOBHA  AO/MKHbI  MMETb  3BYKOBYIO U CBETOBYHD CUrHanmsa*
LMI0. & TaKoKe O/HKHO BbITb OCHALLIEHO CPeACTBaMM KOHTPO/1A (YHKLIMOHNPOBaHWS.

5224 He pjonyckaoTcs MexceTeBble HesallyillieHHble COefvHEHUS W WHTepdpelicbl B NepBMUHbIX U BTO-
PUYHBIX CETAX HKENEe3HOOOPOXHON 3MEeKTPOCBA3N MeXdy 3/IeMeHTamm CceTu nepefadv daHHbIX W ceTeli  onepa-
TUBHO-TEXHO/IOMMYECKOrO U OBLLETEXHOOMUYECKOTO Ha3HAYEHVIS.

5.2.3 ®yHKUMOHaIbHbIE TPeboBaHWSA 6e30MacHOCTU AO/MKHbI ObITh YCTaHOB/IEHbI cornacHo {10].

5.3 TpeboBaHKs No 06ecneyeHNo 6e30MacHOCTV Ha YPOBHE NMPUIOXKEHWIA, YCIYT 1
yrpaBneHns

5.3.1 OpraHv3aLyoHHbIe TpeboBaHWs 6e30nacHoCTU

5311 HeoGxoayMo Ha/muvMe TEXHUYECKON, HOPMATUBHOM, 3KCTU/TyaTalMOHHOM W ApYyroi  AOKyMeHTa-
LM Ha CpeacTBa, CYICTEMbI, CETU U PECYPChI XXENE3HOAOPOXHON 31EKTPOCBSA3N.

5312 Ha cragym akcniyataumy Heobxoguma hukcaumst B [AOKYMEHTaxX (KypHanax, aktaX, 3/1eKTpOH-
HblX 6a3ax [AaHHbIX) COOTBETCTBYIOLLEA WHAIOPMALUWM O BbINO/HEHHbIX paboTax, COCTOSHWM  3KCTUyaTUpyeMbIX
OOBEKTOB.

5313 Ha cragmm akcnnyataumyM HeobXxoaumo oOrpaHuueHve [AoCTyna K Cpefctsam, cucTeMaMm, CeTsM Y
pecypcam Xene3HoA0POXHO 31EeKTPOCBSA3N.

5314 Ha cragum akcr/lyatauym HeOO6XoOUMO BECTM YYET AL, MOSYYMBLUMX U WCMOMb3YIOWMX AOCTYN K
cpeacTBam, cMcTeMam 1 CETAM XKeNe3HOA0POXHON SMEKTPOCBA3N.

5.3.2 TexHuueckme TpeboBaHMs 6e30nacHOCTU

5321 TpeboBaHMA K 3Kcrulyataumm  (UCMonb3oBaHWe  JIMLEH3VOHHONO  MPOrpaMMHOTO  06ecreyeHst)
[0/DKHbI BbITb BbINO/IHEHbI COr1acHo (9).

5322  TpeboBaHua K cpeacTsaMm 3allWTbl, CUrHa/M3aUMM M KOHTpONs (obecredeHve npeaynpexaeHvs
OBO3HMKAIOLLMX W peasi30aaHHbIXyrpo3ax. OXBaT BCEX KPUTWMYHBIX CUCTEM) [O/DKHbl ObiTb  BbINO/HEHbI  COMlac-
Ho [9].

533  ®yHKUMOHa/bHbIE TPEBOBaHMS 6e30MaCHOCTU A0/MKHbI ObITb YCTaHOB/EHbI COrMacHo [10].

54 TpeboBaHVA 1 MepbI N0 06ecreyeHo 6e30MacHOCTA B N/IOCKOCTSAX YNpaBieHnst

5.4.1 OpraH/3aLyoHHbIe TpeboBaHMs 1 Mepbl N0 obecreveHnto 6e3onacHoCcTy

54.1.1 TnaHMpoBaH\e 6e30MacHoOCTH

BesonacHoCTb J0/KHa COOTBETCTBOBATL TReboBaHWAM [10]:

a) [NA Kakaoro BuMAA CETeil UM CUCTEM  XKENe3HOAOPOXHOM 3M1eKTPocBA3W A0/DkHa ObiTh  paspaboTaHa,
yTBEPXKAEHA, U34aHa W [0OBefeHa [0 CBeJeHUs BCEX COTPYAHUKOB OpraHu3auyn, aKCryatvpyloweld cetb W
CYICTEMY 3/1EKTPOCBA3M, MOMUTYKA 6e30MacHOCTH, KoTopas A0/HKHA ONpeaensiTh:

1) OTBETCTBEHHOCTb PYKOBOACTBA 3a 0becneyeHne 6e30MnacHOCTU CeTe U CUCTEM XeNe3HoA0-
POXHOI 3NEKTPOCBA3N:

2) 06LLMEe N KOHKPETHbIE 06A3aHHOCTI COTPYAHMKOB N0 6€30MacHOCTU:

3) noaxod opraHM3aLmmy K ynpasneHuo 6e30nacHOCTLIO:

4) cuctemy obecrieueHnst 6e30MacHOCTU M RYHKLWIOHAIBHOCTb C/Ty)XObl 6e30MacHOCTU:

6) MO Mepe W3MEHEeHVs HanpaBfeHuin [AeATenbHOCTU W BU3HEec-Lieneil opraHvsaumm nonutuky 6esonac-
HOCTV CiefyeT KOPPEKTUPOBATb.

MnaH 6e30MacHOCTN CriedyeT exerogHo paspabarbiBaTb, YTBEPKAATb PYKOBOACTBOM — OpraHv3aumy,  3KC-
n/yaTvpytoLLeli CeTb UM CUCTEMY YXeNTe3HOA0POXHOI SMEKTPOCBA3N.

5.4.1.2 TpeboBaHus Mo 6e30MacHOCTV NepcoHana cneayeT BbINosHSTL corfacHo [9]:

a) [okHbl OblTb OnpeferieHbl KaTeropuv MepcoHasia, CBSA3aHHOTO € 06paboTKoW, XpaHeHveM W nepega-
yein MHdopMaLIK, 1 YCTaHOB/IEHbI KPUTEPM 0TOOPA A/151 NULL. NPETEHAYIOLLMX HA 3TV AO/DKHOCTY;

6) [OMKHbI ObITb YCTaHOB/MEHbl MpaBWia MNOBEAEHWSI MEepCoHasia, 3KCTyaTVpyIOWero cpeactsa  WMHAop-
MaUMOHHbIX TEXHOSOMMA, B OTHOLUEHUMM oObGecrneyeHust 6e30MacHOCTY,  OnuCbiBaLMEe 0BS3aHHOCTM  NepcoHaia
1 oXuaaeMble OT Hero AelicTBXSA No obecrneyeHmo 6e30nacHoCTY;
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B) [O0 CBedeHVsl MepcoHasia, MnoABepraemoro oTéopy A0 ero gonycka K paboTte, AOMkHbl ObiTb A0BEAEHbI
(nog, pocnucb) MpaBwia MOBEAEHUS W OTBETCTBEHHOCTb 3a HapylleHue pexumMa 6e30MacHOCTW, a nocre 3asep-
LLIEHUS KOHTPaKTa — OTBETCTBEHHOCTb 3a COXPaHHOCTb MOSTyYeHHbIX B XoAe paboTbl cBeAeHWI;

) nepcoHan [O/MKeH Obimb 06yyeH TpeboBaHWAM 6e30nmacHOCTV, B T. Y. W 3alyTe OTHECaHKLWOHVPOBaH-
HOro AocTyna A0 paspeLleHns oCTyna nepcoHasa k padore:

0)  HeoGXo4yMO MepuoaMyveckM  OCYLLECTBNATb  MEpernoaroToBKy MepcoHasia W PerynisipHo  MpoBOANTb
MeporpusTUS Mo €ro  MHPOPMMPOBaHMI0O O  HEOOXOAMMOCTU  COBMOAEHVST  YCTAHOB/EHHbIX TpeboBaHWiA  6e30-
MacHoCTU.

5413 ®dusnyeckas 6e30nacHoCTb

[JonxeH ObiTb onpefeneH MopsaoK KOHTPONS BCEX (OM3MYECKMX TOYeK [OCTyna Ha O6beKTbl MHAIPacTpyk-
Typbl XeNe3HOAOPOXKHOW  3MeKTpocBA3n  (BKIoYas OBepW, OKHa, MecTa BBOJA B COOPYXEHUS CBS3W  3/1IEMEHTOB
CUCTEM  BEHTWNALMM,  KaHa/mM3auuy,  BOOOCHAOWEHWs,,  rasoCHabXeHVsl,  3/1IeKTPOCHabKeHNA  UTesIeKOMMYHUKa-
umiA) cornacHo [9].

JonxeH O6bITb OCYLIECTBNIEH MOHUTOPUHT  (DM3NYECKOro AOCTyna B MOMELLEHUS, B KOTOPbIX pasMeLLeHbl
TeXHVYeCK/e CPeaCcTBa, CoriacHo [9].

JomkHa 6biTb  OCYLLECTB/IEHA pericTpauust  [eicTBuii  nepcoHasia M0 OBC/YXVBAHMIO — TEXHUYECKUX
cpepacTs cornacHo (9].

Mopsook nepegaus 06OpPYyAOBaHWA  OPYTMM  OpraHM3aLusaM  Hero  yTumsaums O0/DKHbl OblTb  OnpefeseHsbl
B OTAENbHON WHCTPYKUMK, YCTaHaBfMBAKOLLE [EeACTBUS MO  HEAOMyLUEHWI0 Haimuis B YCTPOMCTBaX XpaHeHWst
WHopMaLmK,  MepefaBaeMblX WM MOGAeXalyx  yTwim3auum  M[porpamMmMHo-annapaTHbIX — CPeACTB,  OCTaTOYHOM
nHcbopMaumm, coriacHo [9] M B COOTBETCTBUMM C  TPeGOBaHMSAMM  HaLWOHa/IbHLIX  CTAHOAPTOB M HOPMATUBHbIX
[I0KyMEHTOB, IECTBYHOLLMX HA TEPPUTOPIN FOCYAaPCTBA, NPUHSBLLETO CTaHAAPT*™ .

B npouecce MoHWUTOpWHIA (Pr3MYecKoro [OCTyna B MOMELLEHUsX, B KOTOPbIX pasMeLleHbl TexHU4eckue
cpeacTBa, CneflyeT  UCMOMb30BaTb — YCTPOWCTBA  BUAEOHAOGMOAEHWS W CUTHa/M3aLMM  peasibHOro  BPEMEHU.
HeobxoguMO  MCMONb30BaTL — aBTOMATU3VIPOBaHHbIE  CpeacTBa  peructpauum  AeiicTBuidi  nepcoHana no  o6eny-
XVBaHUIO  TEXHUYECKMX CPeACTB  BCOOTBETCTBUMCTPEOOBAHWSMM  HAUMOH&/TbHBIX — CTAHAAPTOB M HOPMATUBHbIX
[I0KyMEHTOB, IEVCTBYHOLLVX HA TEPPUTOPIN FOCYAaPCTBa, NPUHSBLLIENO CTaHAapTZ*,

5.4.1.4 TnaHMpoBaHWe [OEACTBUIA MPU Ype3BblYalHbIX CUTYaUMsIX CriegyeT BbIMOMHATL corlacHo [9] m B
COOTBETCTBUMM C TPeOOBaHWAMM  HALMOHaNbHbIX  CTAHAAPTOB WM HOPMATMBHBLIX  [IOKYMEHTOB, [AEMCTBYIOLMX Ha
TEPPUTOPUM rOCYAAPCTBA, NPUHSABLLIETO CTaHOAPT*.

B opraHuzaumy, aKkCnyaTvpylolleil  cpefcTBa, CUCTEMbI, CEeTU  XeSle3HOLOPOXHOM — 3MeKTpoCcBA3v  Aof1-
XeH OblTb paspabOoTaH WOCYLUECTB/EH MNfaH MEeponpusTAA npyu AEeACTBAM BYPE3BbIYalHbIX CUTYaUMsX, B T.4. U
NPy TEpPPOPUCTUYECKUX aKTaX, YuuTbiBas COYHKUMM W 06SI3aHHOCTM nNepcoHasia WM AelCTBUSA, CBs3aHHble C BOC-
CTaHOB/IEHMEM CUCTEM MNOC/Ie BbIXOAA 13 CTPOSA UX 3/IEMEHTOB.

MepcoHan [omkeH ObiTb 0Oy4YeH [JEeCTBMSIM NPy Ype3BblHaliHbIX CUTYaLMsiX, M [O/DKHA  OCYLLECTBATLCA
€r0 NepernoAroToBskKa.

MpoBepky nnaHa AEWCTBUIA B Ype3sBblUalHbIX CUTYaUMsIX W €ro  KOPPeKTUpOBKY criedyeT MpoBOAUTL He
pexe OOHOrO pasa B [O4, C UeSblo onpefenieHvs aphekTMBHOCTM M TOTOBHOCTM OpraHu3aumm K BbINO/THEHUIO
[JaHHOro nniaHa.

HeobxoguMo MpoOBOAUTL — pe3epBHOE  KOMWPOBAHWE W XpaHeHue B 3allMILUEHHOM Bue  KPUTUYECKON
MHChopMaLW MONb30BaTeNeN U CUCTEMbI YNpaB/eHS.

5415  PearmpoBaHve Ha WHUMAEHTbI ©e30MacHOCTVM CnefyeT BbINOHATL corlacHo [9] M B cooTBeT-
CTBUM C TpebOBaHUAMU HAUMOH&/TbHbIX CTaHOAPTOB W HOPMATMBHbIX [IOKYMEHTOB, [EMCTBYIOLMX Ha TeppuTo-
pumn rocy4apcTBa, NPUMHSBLLIETO CTaHAAPT®).

B Poccuiickoli degepaummn geiicteyeT Ykas lMpesugeHta Poccuiickon ®epepauum ot 17 mBpta 2008 r. Ne 351

«O Mepax no obecneyveHnio MHopmaumoHHon 6e3onacHocT Poccuiickoit ®efepauuy Npyu MCNonb3oBaHUM MHopmaum-
OHHO-TE/IEKOMMYHUWKaLMOHHBIX CeTel MexayHapoaHOro MHhopMaLMOHHOro 06MeHe*.

21 B Poccuiickoli ®epepaunmn geicTBYHOT:

Yka3 Mpe3ngeHta Poccuiickoii ®egepauun o1 17 mapta 2008 r. bl 351 «O mepax no ob6ecneyeHnto MHPOpMaLMOoH-
Holi 6e3onacHocTn Poccuiickoin ®epepauuy Npyv MCNOb30BaHWN UHAOPMALMOHHO-TENEKOMMYHUKALMOHHbIX CeTell MeXx-
[LyHapOAHOro MHhopPMaLMOHHOro obMeHa*:

kMepeueHb  KpUTMYECKM BaXHbIX 0O6bEeKTOoB  Poccuiickoli  ®epepauumn»,  YTBEPXAEHHbI  pacrnopshkeHnem

MpasutenscTBa Poccuiickoli ®egepaunm ot 23 mapTta 2006 1. Ne 411-pc.
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8 oOpraHuzaLmM, IKC/lyaTVpyloLeil CpeacTBa, CUCTEMbl, CETU  XKEeIe3HOAOPOXHON  3MeKTpocBasy,  Ao*
XEH OblTb pa3paboTaH M OCYLLIECTBMEH MM1aH MepornpusTMiA no 06paboTke WHUMAEHTOB 6€e30MacHOCTY M [0SDK-
Ha ObITb NPOBEAEHA €ro KOpPPEeKTMPOBKA He pexe OJHOro pasa B rof, € Uenbio onpefeneHns adpcpektmBHoCcTM 1
FOTOBHOCTW OpraHv3aLmm K BbINOHEHWIO JaHHOTO MN/1aHa.

HeobxoayMMO  OCyLLECTBMISATb  MOAFOTOBKY K BO3MOXHOMY —MPOSIBAIEHMO  MHUMAEHTa, €ero  npeaynpexae-
HUIO. 0BHaPYXEHWIIO, PearvpoBaHuio, CAEPKMBaHIO, YCTPaHEHNIO BOCCTAHOB/IEHUIO NCXOAHOIO COCTOSIHUS.

JonxHa ObITb oOnpedeneHa rpynna CneumannctoB M3 Cryk6 6e30nacHOCTM M MHADOPMALMOHHBIX  TEXHO-
NOMWIA.  CMOCOBHLIX pearMpoBaTb Ha MHUMAEHTbI B 06M1act  MHGIOPMALMOHHON  6e30nacHoCTW, KOTopble  A0/-
XHbl  WUMETb BO3MOXHOCTb YCTHOTO (MO  TenedioHy) WM MUCbMEHHOrO (MO S/IEKTPOHHON  noute) obmeHa
MHpopMaLwen € NoMb3oBaTeNs MM YCyraMu  CBS3W,  B3avMOAEMCTBYIOLLMMK — OonepaTtopamy  CBA3M W OpraHammy
6e3onacHoOCTM  rocygapctea M OGecrneyeHVss NpaBoropsaka O  HapylleHusx 6e30macHOCTW,  KOTopble  MoryT
nepepacTtyi B HLMAEHT 6e30MacHOCTH.

JomkHo 6bITb NpeayCcMOTPEHO MPUB/EYEHNE BHELLIHUX CTY)XG6 pearrpoBaHyis Ha MHUMAEHTI.

5.4.2 ®yHKUMOHabHbIE TPEBOBaHMSA 1 MepbI Mo 06ecrneyeHo 6e30nacHOCTM

5421 VipeHTndmkaums n ayTeHTudmkaums

[Ons  nepcoHana,  OCYLUECTBMSHOLLIErO  ynpaB/ieHWe,  HacTpoiiky M KOHUrypypoBaHvMe — annaparHbIX
CPeACTB  MH(POPMALMOHHBIX U TENEKOMMYHVKALMOHHLIX  TEXHOMOMMA, [J0/MkHAa 6ObiTb  obecrneveHa uaeHTUvka-
LmMs 1 ayTeHTUMKaLIMA MPK MX JOCTYMeE K AaHHbIM CpeficTBam coriacHo [10].

Mpv yaaneHHoM [AOCTyne K annapatHbiM  CPeacTBaM  B3aUMOMENCTBYHOLLMX CUCTEM W CeTeli CO  CTOPOHbI
06CyXVBatOLLEro NepcoHana fos/kHa 6biTb obecrneyeHa naeHTMgMKaLms OKOHEYHOTO 060PYA0BaHUS.

[na  kaxgoro ceaHca  yOasleHHOrO  AOCTyna  [JO/DKHO  0BGecreuvBaTbC  YCTAHOB/IEHWE  YHUKA/IBHBIX — Mapa-
METPOB ayTeHTUMKaLN.

3almra 0T HeCaHKUMOHWPOBaHHOTO A0CTyna K MporpamMMHo-annaparHbIM - CpefcTBaMm, C  MOMOLUBIO  KOTO-
pbiX MPefoCTaBNsAOTCA YCIyrM CeTv nepefaum daHHbIX, OkasbiBaeMblX MOMb30BATENAM CeTell nepefayun  [fAaH-
HbIX. JO/DKHA BK/OYaTb B ce6s1 Npoueaypy ayTeHTUMKaLWMM NOMb30BaTesiein cornacHo [9].

54.2.2 KoHTponb goctyna

Mpv ynpaBneHwW, HacTolike, KOHAMIYpMpoBaHWM NporpaMMHO-anmapaTHbIX CpeacTs  (BKIOYaA AocTyn K
OKOHEYHOMY KabesflbHOMy W pacnpefenureslbHoMy 060pyAOBaHUO) W OOC/YXMBaHWM  abOHEHTCKMX NIMHWIA - NS
nepcoHasia, 3KCIU/lyaTVpyIoLLEro  yKasaHHble CPefcTBa, [O/MkHbl OblTb  YCTAHOB/IEHbl KOHTPOSb, perMcTpaums 1
orpaHMyeHVie ero [AeliCTBUA B COOTBETCTBUM C YCTAHOB/IEHHbIMM MO/IHOMOYMSAMM Ha [OCTYNn K CpeacTsaM, WX
MporpaMMHOMY — OBEecneyeHuo,  MPWIOKEHUAM W AaHHbiM.  [lo/keH  OblTb  OCYLLECTB/EH  3anpeT  MoAo6HbIX
JelicTBuA  Ans  MOCTOPOHHUX /UL, WM OOCTYN cnaposieM Mo YMOMYaHWo (BBEAEHHOM Mpov3BOAUTENIeM 060py-
[0BaHVIA UM NPOrPaMMHOTO 06ecrneyeHysi).

OrpaHuyeHve JocTyra JOMKHO BbITb OCYLLECTB/IEHO MepamMM KOHTPOSA AOCTyNa, Onpeie/istoLLmMu:

e 00BLEKTbl, CAHKUMOHUPOBaHHbIE K MOJlyYeHW0 [OCTyna, WM CPeacTBa, K KOTOPbIM AaHHble O06BLEKTbl YMos-
HOMOYEHbI METb [OCTYT;

* paspeLleHys no Tuny Joctyna (YTeHre, 3anmchb, U3MEHeHVe, co3faHve, yaaneHue).

MonHomounst (MpaBa) AOCTyna nepcoHasly, CMeHUBLLEMY pabouvMe MecTa WM MOKVHYBLUEeMY —OpraHu3a-
LMI0. [IO/MKHbI CBOEBPEMEHHO YAAIATLCA.

MonHoMoums (MpaBa) [OCTyna [AO/MKHbl Ha3HAa4aTbCs  NepcoHasly B MWMHUMasIbHO  HEOOGXOAMMOM  06beme
B COOTBETCTBMM C WX nprioputeTaMu, (OYHKUMSIMM U OBS3aHHOCTSIMM U HEe peXe OfHOT0 pasa B LUECTb MecsLeB
nepecmMarpmsartbCs. [py 3TOM pekOMEHAYETCA UCMOJ1b30BaTh TO/LKO NEPCOHaSIbHbIE YUYETHBIE 3ar Cu.

5.4.2.3 O6ecneyeHne KOHPUAEHUMANEHOCTY

Ona  ynpasnsowein  vHQoOpMauMM  JaHHBIMW - KOHCOUrypUpoBaHUst  MporpamMMHoO-annapaTtHbIX — CpeacTs
MHPOPMALWIOHHBIX 1 TENEKOMMYHVKALMOHHLIX TEXHOMOTUIA NpyM  ee nepefade MO kaHasiaM CBA3M W XpaHeHWW
OO/MKeH ObiTb onpedeneH nopsaoK ObGecrneyeHVs ee  COXPaHHOCTM OT  AOoCcTyna K Hell  HeCaHKUMOHWMPOBAHHbIX
nmucornacHo [9] M B COOTBETCTBUMM C TPeOGOBaHUAMW HaUMOHasTbHbIX CTAaHAAPTOB W HOPMATMBHBIX  [JOKYMEHTOB,
[OeliCTBYIOLLIMX Ha TepPUTOPUN FOCYAapCTBa, MPUHSIBLLIErO CTaHAapT™,

11 8 Poccuiickoin degepaumun 4encTByoT:

Yka3 Mpe3ngeHta Poccuiickoit ®egepauun o1 17 mapta 2008 r. Ns 351 «O mepax no o6ecrneyeHnto MHOpMaLMOoH-
Holl 6e3onacHocTn Poccwuiickoii defepaumn Mpy UCMOb30BAHUM UHOPMALMOHHO-TENIEKOMMYHUKALMOHHBIX CeTell Mex-
AyHapoaHOro MHMOPMAaLMOHHOIO 06MeHa»:

depepanbHbIi 3aKoH Poccuiickoin degepaumm ot 7 nionsa 2003 r. Ne 126-d3 «O cBA3M»

15

OnekTpoTexHuyeckas bubnuorteka Elec.ru



OnekTpoTexHuyeckas bubnuoteka Elec.ru

OCT 33397—2015

5424  Ayaut cobbiuii 6e3onacHocT — coriacHo [9], [10] m a CcooTBETCTBUM C TpeboBaHMSIMM  HaLWo-
Ha/lbHbIX CTAHOAPTOB W HOPMATMBHbIX [JOKYMEHTOB, [ENCTBYIOLMX Ha TeppuTopuM T[OocyfapcTBa, MPUHSIBLLETO
CTaHOapTL*,

B uensax npoBepk/ 3aperncTpypoBaHHbIX AaHHbIX, KacaloLMXCA COObITWA  HECAHKUMOHMPOBAHHOTO  A0C-
Tyna W BbISIBNEHAS MNPUYMH W YC/IOBUIA, CMOCOGCTBYHOLLMX HAPYLUEHWIO LIEMOCTHOCTM W YCTOAYMBOCTM  GOYHKLIMO-
HUPOBaHMSI CWUCTEM WU CETEll XeNe3HOAOPOXHON  3MEKTPOCBSA3Y, [A0/DkHA  0b6ecreumBaTbCsl  BO3MOXHOCTb — UX
aHanmza.

XypHanbl  pervctpauym CoGbITUIA, WMEILMX OTHOLIEHMEe K 0Ges30MacHOCTU CUCTEM U CETell  XenesHoao-
POXHOIi 9MEeKTPOCBA3W, CreflyeT XpaHWTb B Te4YeHWe [OCTaTOYHOrO Cpoka A1 ObecrieveHVst  paccrefoBaHui
MHUMOEHTOB. CpOK XpaHeHUst >KypHasioB perMcTpauum cobbimuii  JomkeH OblTb  OMpeaesnieH  ucxogs Y3  CPOKOB
MCKOBOW JABHOCTW.

[na  no6oro my6/MYHO AOCTYMHOTO CETEBOTO pecypca B CUCTEMAaxX M CETAX KENE3HOAOPOXHON  3/1eKTpo-
CBA3/ [JO/KHA ObITb MpeAcTaBfieHa BO3MOXHOCTb MOMyuveHWst vHpopMauy O ero Bragernbue B obbeme, pas-
peLLEHHOM 3aKOHOAATETbCTBOM.

Ona  dwnbTpauym noToka NepBUUHbIX COOBITUIA, PErvcTpUpYEMbIX B XKypHasiaX, pekoMeHAyeTcs npume-
HSATb CPeACTBa KoppensLmm coBbITUIA, OMTUMM3VPYIOLLIYE 3arUCUBXKY priasiax MHUMAEHTOB No 6e30MacHOCTy.

54.25 T[logoTyeTHOCTb

Pernctpaumsi  feiicTBuii B CETM Y4aCTHMKOB CETEBOrO B3aUMOZENCTBMSI [O/DKHA 06ecneuviBarb  BO3MOX-
HOCTb MOJTyYEHUs1 [OKYMEHTa/IbHOrO MOATBEPXKAEHUA 3STUX [OeliCTBUIA cornacHo [9} M B coOTBeTCTBMM C  Tpebo-
BaHMSMM  HaUMOHa/IbHbIX  CTAHOAAPTOB M HOPMATVBHbIX  [OKYMEHTOB,  AEWCTBYIOLLMX  Ha  Tepputopvn
rocyAapcTBa, MPUYHSIBLUErO CTaHaapT,

5.4.2.6 LlenocTHOCTb AaHHbIX 1 NporpaMMHbIX CPEACTB AO/MKHa ObITb 06ecneveHa corsacHo (9]. [10].

[ns obecneyeHnst LeNOCTHOCTU XpaHUMbIX 1 NepeAaBaeMbIX AaHHbIX, 3aLLMTbI X OT MOAUCHMKALIN.

YHUUTOXEHWS], CO34aHuA  (BCTaBKM) W MOBTOPHOW Mepefayun [o/dkHa ObiTb  UCK/HOYEHA BO3MOXHOCTb  HEKOHTPO-
JMpyemoro AoCTyna K HUM CO CTOPOHbI 06C/TY)XVBAIOLLIErO NepcoHasa.

B cuctemMax © CeTAX KeNe3HOAOPOXHOM SMEeKTPOCBSA3M [O/DKHA OTCYTCTBOBaTb BO3MOXHOCTb  YAasieHHo-
ro BO3AEWCTBYSA Ha NOPThLI CETEBOTO 060PY/A0BaHWS, CBA3aHHbIE C €r0 KOHCOUIypUpOBaHMEM.

B cuctemax W ceTsX KENe3HOAOPOXHOW 3MeKTPOCBA3N [0/kHa ObiTb  LIEMIOCTHOCTL  MPOrpaMMHOro  obec-
MeyeHnss CPEeACTB CBS3W, BKIOYAOLWAsl WCMOMb30BaHWE JILEH3VMOHHOW aHTVMBMPYCHOW 3almTbl, C  obecrieve-
HVWEM BO3MOXHOCTM aBTOMATUYECKMX OOHOBMEHWA 71 OOHAPYKEHWUS W YHUMTOXEHWS  3/1I0HaMEPEHHOro  Koaa
(BUpycoB n ap.).

[JomkHo 6bITb 06ecneyeHo LeHTpasM30BaHHOE yrpaB/ieHe MeXaH3Mamy aHTVIBUPYCHO 3aLLmThbI.

5.4.27 bBe3onacHOCTb WHbpacTpyKTypbl [o/mkHa OblTb  0ObecnevyeHa coracHO [9] M B COOTBETCTBUM C
TpeboBaHUAMM  HALWOHa/IbHLIX CTAHAAPTOB U HOPMATVBHLIX JOKYMEHTOB, [AEWCTBYIOLUMX Ha TeppuTopumM  rocy-
[apcTBa. NPUHSIBLLIETO CTaHAAPTZ*,

TexHnveckne CpedcTBa, WCMoMb3yemble 1A nepefayus, 00paboTkM Wi - XpaHeHus  ynpasnstoLueli
MHChopMaLWK,  JO/MKHbI  ObITb  (OM3MYECKM  M30/IMPOBaHbl  OT  BCMOMOraTesbHbIX — (06ECNEUBAIOLLYX)  TEXHUYEC-
KX CpefcTB.

Ona  noboro  annapatHoro  o6opyoBaHWA WU MPOrpaMMHOrO  obecrneyeHnst  OO/DkHbl  ObiTb  MPUHATHI
Mepbl MO YCTAHOBKE pPEKOMEHOOBaHHbIX W3roToBUTESIEM OOHOBMEHUA UMM B KpaTyalilume CpOKM AO/MDKHO ObiTh
OCyLLECTB/IEHO  YBeJOM/IEHME MOMb30BaTesiei 06 OBHAPYXEHHbIX — YA3BUMOCTSX — MCMoMb3yemMoro  0bopyaoBa-
HUA WM NporpaMMHOTO  OBecrieveHUs, a Takke HapylleHUsiX cucTeMbl 6e30MacHOCTW, KOTopble MOryT WMETb
NocneacTBys 1S CUCTEM U CETEN XEeNE3HOA0POXHON 3/IEKTPOCBSA3N.

11 B Poccuiickoit ®epepaunn geincteyeT Ykas MpesnpaeHta Poccuiickoii depepauyun ot 17 mapTta 2003 r. Ne 351
*O mepax Mo ob6ecneyeHwio MHOPMaLMOHHON Ge3onacHocTM Poccuiickoin depepauum nNpu MCMNosb30BaHWU UHdopmauu-
OHHO-TE/IEKOMMYHMKaALMOHHBIX CeTel MexayHapoaHOro MHHOPMaLMOHHOTO 06MeHa.

2l B Poccuiickoin degepaummn geRCTBYHOT:

Yka3 Mpe3ugeHta Poccuiickoin ®egepauun ot 17 mapta 2008 r. Ne 351 «O Mepax no obecnevyeHuo MHOpMaLoH-
Holi 6e3onacHocTn Poccuiickoin ®egepauuy Npu UCMONb30BaHUM MHOPMAaLVOHHO-TETEKOMMYHUKALNOHHBIX CeTein Mex-
OyHapoaHoro MHYOpPMaLMOHHOTO 06MeHa:

«lMepeyeHb  KPUTUYECKM BaxHbIX 06BEKTOB  Poccuiickoil  depepaunu»,  YTBEPXAEHHbI  pacrnopshkeHnem
MpaeuTenscTBa Poccuiickoli ®egepaunm ot 23 mapTta 2006 1. Ne 411-pc;

depepanbHblli 3aKoH Poccuiickoii ®egepaunm ot 7 nions 2003 r. N9 126-d3 «O cBsA3u».
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MOAKMIOUEHNS  CETEN  Kene3HOAOPOXHOM  3MIEKTPOCBSA3N K CETAM, WMEKLWM  BbIXOL, Ha CeTM  o6Luero
Mosb30BaHUsST  MCETM Mepefays  [aHHbIX, CMedyeT OCYLUECTB/ISITb  TOSbKOYEPE3 MEXCETEBOE 9KpaHMpoBaHue W
OH/ JO/MKHbI GbITb CHaBGXeHbl CepTUCIMLMPOBAHHLIMA  CPeaCTBaMM  OGHAPYXKEHUSI BTOPXKEHWUS W aHTUBUPYCHOM
3aLLWTHI.

8 cucTeMax U CETSX HKEE3HOLOPOXHOM 3/IEKTPOCBS3N  AO/DKEH ObITb  OMpefesieH  MNepeyeHb  COcTaBHbIX
KOMIMOHEHTOB Y 3/IEMEHTOB, TPEGYHOLLVIX 3aLLTHI.

CpeactBa  3alUMThbl  MHOPMaLMKM, UCONb3YEMble B CUCTEMAxX W CETAX HKeNe3HOAOPOXHON  9/eKTPOCBA3N,
[JO/KHbl  MMETb  AelicTBylOlMe cepTUdMKaTbl  (aTTeCTaTbl)COOTBETCTBUS 1 MPOXOAWTbL  NPEAyCMOTPEHHble  Mpo-
Lieypbl MPOBEPKM.

8 cucteMax W CEeTsX HKENE3HOAOPOXHON 3/IEKTPOCBS3N He CiedAyeT UCronb3oBaTb Mepbl  6e30MacHocTy,
KOTOpble  HaHOCAT  Bpef  HenpuyacTHbIM  cy6bektam  MHhopMauyoHHoro  obveHa.  Mcnonb3yemble  Mpo-
rpaMMHo-annapaTHble  CpeactBa  3alUMThl  He  AO/MKHbl  YXy[WaTb — XapaKTepUCTVKA  OCHOBHBLIX — TEXHUYECKMX
cpeacTs.

6 Tpe6OBaHI/IFI K )Kefle3HOp|OpO)KHOI71 9JIEKTPOCBA3N, €e COCTaBHbIM YaCTAM
N 3N1eMeHTaM COCTaBHbIX YacTel No obecrneyveHnto 6e3o0nacHOCTH

6.1 TpeboBaHusl K ee3HOLO0POXHOI 3/IEKTPOCBS3V Mo 06ecneyeHo 6e30MacHoro
[IBVDKEHIST YKe/IE3HOA0POXHOTO MOABMKHOTO COCTaBA C YCTAHOB/IEHHO CKOPOCTLIO
I MUH/MaSTbHLIM UHTEPBA/IOM CIEA0BaHMS

[na obecneueHnss 6e30MacHOr0  [BWKEHUA  KENE3HOAOPOXHOTO MOABWKHOMO COCTaBa C  YCTAHOB/IEHHOW
CKOPOCTbLHOM MUHUMaSTbHLIM UHTEPBAUTOM C/Ie40BaHNS A0/MKHbI ObIThb BbINO/IHEHbI CReAytoLLye TpeGoBaHUS.

6.1.1 TpeboBaHMs PYHKLWIOHATEHOM 6e30MacHOCTU 1 HAAEXKHOCTU

6.1.1.1  JomkHa OblTbOOECTEYeHa 3almTa OT  HECAHKUMOHWPOBAHHOTO MPOHUKHOBEHWA W AOCTYMHOCTL B
06CcyX1BaHWM corsiacHo (9).

6.1.12 TpeboBaHVs  DYHKUMOHaUTEHOM  6e30MacHOCTM  Ha  (PYHKUMOH/IbHOM 1 TPAHCTIOPTHOM  YPOBHE
YKeNe3HOLOPOXKHON 3/1EKTPOCBA3M A0/MKHbI ObITb YCTAHOB/EHbI COracHo [10].

6.1.1.3 TpeboBaHVA  DYHKUMOHaUTbHOM  6E30MacHOCT  Ha  YPOBHE  MPWIOXKEHWIA, YCAYr W ynpaB/ieHus
YXENE3HOA0POXHOMN 3/IEKTPOCBSA3M A0/MKHbI ObITb YCTaHOB/EHbI corniacHo [10]. [11].

6.1.2  TpeboBaHMsi WHCIOPMALWIOHHOW 6E30MaCcHOCTUN  AO/DKHbI  ObITbBLUIONHEHBICOTIACHO 5.4 1N AODKHbI
COOTBETCTBOBATb TPEOOBaHWSIM  HaLUMOHa/IbHbIX  CTAHOAPTOB WM HOPMATMBHbIX — [IOKYMEHTOB, [AEMCTBYIOLUMX Ha
TeppUTOPUM roCyAapCTBa, MPUHSBLLErO CTaHaapTL).

6.1.3 TpeboBaH!si K OpraH13aLIOHHON 1 (oM3M4ecKoin 6e3onacHoOCTH

6.1.31 OpraHuzauyioHHble  TpeboBaHMsi  6e30MacHOCTM  Ha  YPOBHE  MHAPPaCTPYKTypbl  Kene3HOLOPOX-
HOW 9NEKTPOCBA3N YCTaHOB/EHbI B 5.1.1 1 A0/MKHbI COOTBETCTBOBATL TPEOOBaHISM COIIacHo [6].

6.1.3.2 OpraHuzauyioHHble  TpeGoBaHWA  6e30MacHOCT  Ha  (OYHKUMOHaUTbBHOM UM TPAHCTMOPTHOM  YPOBHE
YENEe3HOOPOXHON  3MIeKTPOCBA3NM  yCTaHoBMeHsl B 521 M JO/MKHbI  COOTBETCTBOBAaTb  TpebGoBaHWUAM
cornacHo [8].

6.1.3.3 OpraHvzauyoHHble  TPeGoBaHMSI 6E30MacHOCT Ha  YPOBHE MPWIOKEHWIA, YCIyr W ynpaBneHus
YXENE3HOAOPOXHO 3/IEKTPOCBA3M YCTaHOB/EHbI €S.3.1 1 J0/MKHbI COOTBETCTBOBATL TPEH0eaHNAMCOrNacHo[8].

6.1.34  OpraHusaumoHHble TpeboBaHWMSA W Mepbl 6e30MacHOCTM B MJ/IOCKOCTAX YMpaB/eHUs  Xesne3Homo-
POXHOI 3NEKTPOCBA3W YCTaHOoB/eHbI B 5.4.1 1 A0/MKHbLI COOTBETCTBOBATL TPEOOBaHNAM CoriacHo [8].

6.2 TpeGoBaHIs K eE3HOAOPOXHON 3MIEKTPOCBSI3M N0 06ECEUEHIO MOHUTOPUHTa
NapameTPOB (PYHKLIYIOHMPOBAHNS N MHTETPUPOBAHHOTO YNPaB/IEH!S TEXHOMIOMMUECKOI CETbIO
CBS1311 N YACTOTHO-BPEMEHHOV CUHXPOHU3ALWN

6.2.1 TpeboBaHMsi MO obecreyeHMo  6e30MacHOCT  Ha  YPOBHE  UHODPACTPYKTYpbl  Xene3HOL0POXKHONM
3/1eKTpocBA3n — cornacHo 5.1.1—5.1.3.

6.22  TpeboBaHus Mo obecreyeHMto 6e30MacHOCTM Ha  YpOBHE TpaHcropTa/nepefaqn u  OyHKUMOHa Tb-
HOM  ypoBHe  (MapLpyTV3auus,  KOMMyTaums,  AOCTYM)  >Ke/e3HOAOPOXHON  3/MeKTPOCBSA3W  —  COMIacHO
52.1—-523.

11 8 Poccuiickoli defepaumu felicTBYOT:
FOCT P 52448—2005 «3awmTa MHpopmaumn. ObecnedeHne 6e30MacHOCTU ceTell 31ekTpocBsa3n. O6lme nono-

XeHus» (pasgen 6):
FOCT P MCO/M3K 13335-1—2006 WHdopmaumoHHasa TexHosorns. Metogbl u cpegctBa obecrneyeHus 6Hesonac-

HocTW. YacTb 1. KoHuenumss u mogenn MeHemkMeHTa 6e30MacHOCTY UHOPMALMOHHBIX U TeNIeKOMMYHUKALMOHHBIX TEXHO-
noruii (pasgen 10).
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6.2.3 TpeboBaH/si  MOOGECNeYeHNI06e30MacHOCTUCPEACTE.  CUCTEM. CeTeli M BWOOB  KeNe3HOAOPOXHON
9/1EeKTPOCBSA3M Ha YPOBHE MPUIOKEHWIA, YCIyr 1 ynpaseHnss — cornacHo 5.3.1—5.3.3.

6.24  TpeboBaHMsl K CETU YacCTOTHO-BPEMEHHO CHHXPOHM3aLUMM — B COOTBETCTBUM C TpeboBaHWsSMU
HaLUMOHa/IbHBIX  CTAHAAPTOB M HOPMATUBHbIX [OKYMEHTOB, [ElCTBYIOLLMX Ha Tepputopuu rocyfapctea, npu*
HABLLIEro CTaHzapTY).

6.25 CpeactBa U CUCTEMbI KEME3HOAOPOXKHON 9MIEKTPOCBSA3N  YPOBHS  MPWIOXKEHWIA, YCIyr W ynpaere-

HWS [OO/DKHbl VMMETb B CBOEM COCTaBe 3allMLEHHbIE CUCTEMbI MOHUTOPUHIA W aAMUMHUCTPUPOBAHWS  Cornac-
HO0 4.10.3.1.

6.3 TpeGoBaH\s COBMECTUMOCTY NOACKCTEMbI XEME3HOA0POXHOI /IEKTPOCBA3MN C APYTMM
rofcucTEMaMM MHAPPACTPYKTYPbI KENe3HOA0POXXHOIO TPAHCTIOPTA U XKe/IE3HOA0POHbIM
MOABWKHBIM COCTABOM

CucteMbl W CpeacTBa KENe3HOOOPOXHON  3MeKTPOCBA3W  A0/DkHbI  COOTBETCTBOBATbL  TPebGOoBaHWSAM  nome-
XOYCTOMUMBOCTW, ~ YCTAHOBMEHHbIM  MPUMEHUTENBHO K Pas/iMiHbIM - MOpTaMm  annapatypbl  KeNe3HOL0POXHON
3/1EKTPOCBA3M MPY BO3AECTBUN:

- 3/IeKTpOCTaTUYECKUX paspsaoB — B cootBeTcTBUM ¢ FTOCT 30804.4.2:

* HaHOCeKyHAHbIX UMMNY/IbLCHBIX Momex — B cooTeeTcTBUmM ¢ FOCT 30804.4.4.

- MMKPOCEKYHAHbIX UMMY/IbCHBIX MOMEX 60/bLLON 3HeprM — B cooTBeTCTBUM ¢ FOCT 30804.4.5:

* AVHAMUYECKVX UBMEHEHWIA HaMPSHKEHWS SM1eKTponNuUTaHns — B cootBeTcTBum ¢ FOCT 30804.4.11;

* PaaMoYacTOTHOIO 3/1eKTPOMarHUTHOro nosid — B cooteeTcTeum ¢ FTOCT 30804.4.3;

* MarH¥THOrO Mo/ NPOMbILLIEHHOR YaCTOTbl — B COOTBETCTBUM C [12]:

- KOHOYKTVBHbIX nomexe nonoce Yactor or 0,15 go 80 MIU. HaBeAEeHHbIX PaaVNOYaCTOTHBIMU 3MEKTPO-
MarHUTHbIMU nonsMn. — B cooTtBeTcTBUM ¢ FTOCT 30804.4.6;

¢ KOHAYKTMBHbIX NMomex B nosioce vactot ot 0 o 150 k', — B cootseTcTBUM C [13].

6.4 TpeboBaHMsi MO COXPAHEHNIO PABbOTOCMOCOOHOIO COCTOSIHUS YKENE3HOAOPOXHOIA

3/IEKTPOCBA3N BO BCEX NMPEAYCMOTPEHHbIX NPV NPOEKTUPOBaHNN YC/TOBUAX U PEXMMaX
B TEYEHME YCTaHOB/IEHHbLIX CPOKOB C/Ty>Ob!

6.4.1 TpeboBaH/si MO ObGecrieveHNto  6E30MacHOCTM  Ha  YPOBHE  MH(PPACTPYKTYpbl  KenesHOAO0POXHON
3M1EKTPOCBA3UN — cornacHo 5.1.2.

6.42  TpebosaHus no obecrneyeHno Oe30MacHOCTM Ha YpOBHE TpaHciopTa/nepedadin u - qoyHKUMOHa b-
HOM YPOBHe (MapLLIpyTU3aLIMS, KOMMYTaLWS, AOCTYM) XENe3HOA0POXHOW 31EeKTPOCBA3N — COracHo 5.2.2.

64.3 T pe6oeaHnst Mo obecrieueHnio 6Ge30MacHOCTM CPEACTB, CHUCTEM, CETE UM BUAOB HKEIE3HOAOPOXKHOI
9MEKTPOCBSA3Y Ha YPOBHE MPUSIOKEHMIA, YCYT M YNPaBeHnsl — COracHo 5.3.2.

11 B Poccuiickoii ®epepaumnn geiicTBytoT MpaBuna nocTpoeHuss o60py[0BaHNsA TaKTOBOW CETEBOWN CUHXPOHU3ALMM.
YTBEpXAeHbl nprkazoM MuHceAsn Poccum ot 07.12.2006 1. Ne 161.
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Mpunnoxexve A
{pekomeHayemoe)

lMepeyeHb OCHOBHbLIX Yrpo3

HavmeHoBaHue yrpo3bl

WcTounm* yrpoag/maTteropums
HapyLwmTens

Mcnonb3yemast ysi3BUMOCTb (MpUMep)

C6oun 1 owmnbkm B paboTe npo-
rpamMMHOro obecneyeHusi u Tene-
KOMMYHMKaLMOHHOTO  060pyAoBa-
HUA

dopc-MaxopHble 06CTo-
ATenbLcTBa

HecBoeBpemeHHasi yCTaHOBKa OGHOBMEHWIA Mpo-
rpaMMHOr0 0GecneyYeHust.

HepoctaTtouHasi koopauHaumsa pfeiicTBuii noapasge-
NeHnii akcnnyaTaumm n TEXHUYECKON NoALEePXKKN

TexHoreHHble  siBneHus  (mo- ®dopc-MaxopHble 06CTo- OCO6EHHOCTUN PACTO/IOKEHNS.
Xap. HaBoZHeHMe) ATenbCcTBa HecobniogeHne mMep npoTMBOMNOXapHO 6Gesonac-
HOCTW.
OTcyTCcTBME MMlaHa OENCTBUIA a 4ypesBblyaiiHbIX CU-
Tyauusix
Kpaxa/saHgannsm BHeLuHWe/aHyTpeHHne OTcyTCTBYET cucTema hmanyeckoii 6e3onacHoCT

3/10YyMbILLUNEHHUNKN

C6ou 1 ownbkm a paboTe npo-
rpaMMHOro obecnevyeHust

dopc-MaxopHble 06CTo-
ATeNbCTBA

HepoctaTouHast koopAavHauus aeicTeuii noapasge-
NeHuit aKcnayaTauum U noapasfenieHunii TeXHUYEecKoin
noaAepXKm

Pa3pyLueHne kaHana cBa3u

dopc-MaxopHble 06CTo-
ATeNbCTBA

Pa3melleHne Kabensi He HeKOHTPONMPYEMO Teppu-
TOpUK

C6o0i1 B ceTu aneKkTponuTaHus

Popc-mMaxopHble 06CTo-
ATeNbCTBa

OTCyTCTBME PE3EPBHOMO MUTAHUA

C6oin B paboTe CUCTEMbI BEH-
TUNSLMN U KOHAWULMOHMPOBAHNSA

dopc-MaxopHble 06CTo-
ATeNbCTBA.

BHeluHWe/aHyTpeHHe
3/10YMbILLNEHHUKN

OTcyTCTBME CTaHAAPTOB Ha pasmeLleHvne 060pyao-
BaHWs Ha TEPPUTOPUU OpraH13aLni.

OTcyTCcTBME OGCNYXMBAHWSI 060PYLOBaHWS, OCyLle-
CTBANSIOLLETo KOHANLMOHNPOBaHUe Bo3ayxa

Owmnbkn nepcoHana

CoTpygHUKM opraHunsa-
U

HepocTaTouHasi KOMNETEHLMSA No/b30BaTENEN.
HepocTaTouHO OTBETCTBEHHBIM NOAX0A K pa6oTe.
OTcyTCTBYE NOAAEPXKKMA NONb3oBaTene

HexsaTka nepcoHasia

COTpYyLHUKM OpraHusa-
uum

HepoctaTouHoe chriHaHCMpOBaHKe.
He6naronpusTHble NPON3BOACTBEHHbLIE OTHOLLEHMS

HepoctatoyHocTb
Ha/lbHbIX XapakKTepucTmk

oyHKLMO-

Mpown3soguTenu obopy-
nosaHua n No

OTcyTCTBME CPEACTB 3alyTbl CUCTEMbI OT MpPEBbI-
LIEHNA OrpaHuyeHnit no pecypcam (06beM onepaTtus-
HOV MamsATH, XECTKMX AWUCKOB, NPOMycKHas Crnocoob-
HOCTb U T. .)

danbcuchmkaL st NosTHOMOYNIA

BHeluHWe/aHyTpeHHe
3/10YMbILLNIEHHUKN

Vicnonb3oBaHne HeAOCTaTOYHO C/I0XKHbIX Naposei

3noynotpe6neHne  NosIHOMO-

ymamm

BHeluHWe/aHyTpeHHe
3/10YMbILLNEHHUKN

Mcnonb3oBaHne HeoCTaTOMHO C/IOXKHBIX Maposeit.

BO3MOXHOCTb Y/A/IEHHOT0 aMUHICTPMUPOBAHNS
CUCTEMBI.

CNOXHOCTb U HEYA06CTBO Ha3HauYeHNs nMpas

MprMeHeHne BpeaoHOCHOro
no

BHelUHWe/aHyTpeHHe
3/10YMbILLIEHHVKM

Hannuve HeaBKNapypoaBHHLIX BO3MOXHOCTel, A0-
GaB/EHHbIX Ha aTanax NPOeKTUPOBaHWs 1 Pa3paboTKM.

BO3MOXHOCTb  MOAMCHUKALMM WU MOBPEXAeHUs
nporpaMMHoro o6ecneyeHus

Heponyctumoe
Hue o6opynoBaHns

ncnosib3osa-

BHeluHWe/aHyTpeHHe
3/10YMbILLNIEHHUKN

HeonpegeneHne OTBETCTBEHHOCTU 3a obecnevyeHue
6e30MacHOCTN MHPOPMALMOHHOW CUCTEMBI

BO3MOXHOCTb YCTAaHOBKM BPEeAOHOCHOTO Nporpam-
MHOr0 o6ecrneyeHunsi Ha oOnepaLVoHHYH cucTemy
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HavmeHoBaHue yrpo3bl

McTouHWK yrpo3bi/kaTeropus
HapyLuTens

Wcnonb3yemas ys3BumocTb (npumvep}

OTkas oT feicTBuit

BHeLUHMe/BH yTpeHHne
3/10YMbILLNEHHUKN

OTcyTCTBME perncTpaunm cobbITUiA.
Hewncnonb3oBaHne cucTembl BEAEHUSI CUCTEMHbIX COObI-

TN

Cb6oin B paboTe BHeELUHEro
cepsuca

MocTaBLLuKN cepBuca

OTcyTCcTBME B [OrOBOpPAax MOMOXKEHWH, PETYINPYIOLLUX
MaKcMMasibHO [OMyCTMOe BpPEeMS MPOCTOSi BXHbIX CEpBU-
coB

Yrpo3bl YPOBHS CETEBbIX WH-

dopc-MaxopHble 06-

HekoHTponupyewmblii cmanyeckuii AocTyn K cpefe nepe-

Tepdpeiicos CTOATENbCTBA [aun  [aHHbIX, NO3BOMSIOWMIA OCYLLEeCTBUTL aTtaky Tuna
«0TKa3 B 06CY)XMBaHUM» C HapyLUEHWEM Lie/IoCTHOCTU ¢hou-
31YeCKoit cpeapl Nepeaaun AaHHbIX

YIpo3bl YPOBHA MEXCETEBbIX BHBLUHWE/BHYTPEHHME He npumeHsitoTCs cpefcTBa Kpuntorpauueckoin 3awu-

B3aNMOAENCTBIIA

3/10YMbILWNEHHUKN

Tbl MHOpPMALMKM, UYTO MO3BOJISET OCYLECTBASATb NepexBaT
n mMogudmkaumio uHdopmaummn, nepegaBaemoli No kaHa-
nam cBA3w.

OTCYyTCTBYIOT CpeAcTBa KOHTPONA LefIOCTHOCTU nepefa-
BaeMoii MHdopMauumn, 4TO MNO3BOJISET OCYLUEeCTBAATb Me-
pexBaT 1 MoAaucukalumo MHopmauum, nepefaBaemoit no
KaHanam cBsA3su

Yrpo3bl YPOBHS NPUIOXKEHWI

BHBLUHWE/BHYTPEHHME
3/10YMbILLINEHHUKN

Mcnonb3oBaHne  yA3BUMbIX — Bepcuii  NpOrpaMmHOro
obecrneyeHnss Ha akTMBHOM CETeBOM 060py[oBaHuM, cep-
Bepax M paboumx CTaHuusX, NO3BoMsOLWEee nonyvyaTb He-
CaHKLMOHMPOBAaHHbIA [OCTYN K aKTWBHOMY CeTeBOMY 060-
pyZAOBaHUIO 1 cEpBUCaM.

OTCcyTCTBME CpEACTBA KOHTPO/S [OCTyna, MO3BOSsHO-
liee nosyyatb HECaHKLMOHMPOBAaHHbIA A0CTYN K akTUBHO-
My ceTeBOMy 060pYy[0BaHWIO 1 CepBucam C WUCMOMb30BaHU-
emM MeToga nogbopa napons (B TOM yucne B KOMOMHauuM ¢
arakoli TMna «oTka3 a O06CMYXMBaHUW», HaNpPaB/EHHOW Ha
cepBepbl ayTeHTUMKaumm)

HapyweHne  dyHKUMOHUPO-
BaHMA cnyx6 ONS. SMTP.
SNMP

BHeLUHWe/BHYTPEHHWE
3/10YMbILLINEHHUKN

HekoppeKTHble HaCTPOVKM LUTATHBIX MEXaHW3MOB 3alLu-
Tbl NPOrpPaMMHOro o6ecneyeHuns.

OTcyTCTBME AOMOSHUTENBHBIX MEP U CPEACTB 3aLUMUThI.

HecBoeBpemeHHas ycTaHOBKe 06HOB/IEHWI Nporpam-
MHOro obecneueHuns

Mogndmkaumsa annos KoH-
durypauum  TeneKkoMmyHuKaum-
OHHOro 060pyA0BaHKA

BHBLUHWIA/BH yTPEHHUIA
HapyLunTenb

OTcyTCcTBME pasfeneHns NosIHOMOUNIA.

HepoctaTouHOCTb PerncTpupyembiX CUCTEMON ayanTa
COO6bITWIA.

HepoctaTtouHblli KOHTPONb HaA AEWCTBUAMMW NepcoHana
noapasfeneHunii 3kcnayaTBLuu.

OTcyTCTBME AOMNOMHUTENBHBLIX MEP U CPEACTB 3alluTbl

O3HakoM/IeHne C NPOEKTHOM
N HOpPMaTMBHON AOKyMeHTauuen
Ha cuctemy

BHELUHWIA HapyLumTenb

OTcyTCTBYE Pa3AeneHns NoSHOMOUMIA.
OTCyTCTBME perflamMeHTe XpaHeHus U AocTyna K AokKy-
MeHTaLumn

MonyyeHne MHopMaLMM o

BHBLUHWIA/BH yTPEHHWIA

HepocTaTouHblii KOHTPONMb Hafd AeiCTBMAMM nepcoHana

COCTOSIHUM  TeIeKOMMYHMKaLM- | HapyLUMTe b noapasgeneHnii 3kcnayaTsLun.
OHHOro 060pyA0BaHKA OTCyTCTBME KATEropupoBaHus WHMOPMaLMKU, KOHTPONS
fJoctyna v ayauta
Pa3spyLueHne kaHana cBs3un BHeLUHWA/BHYTPEHHMIA Pa3smelleHne kabens Ha HEKOHTPOSMPYEMOW TeppuTo-
HapywmTenb pvn

HapylieHne wtaTHOro cyHK- [neepcus HepocTaTtouHblii KOHTPONb Hag, AEelCTBUMSMU MepcoHana
LiOHMPOBaHUA noapasfeneHunii 3kcnayarTsumm

HapyweHne ycnoswuii corna- BHeLIHWA/BHYTPEHHUIA MpepocTtaBneHve pas3paboTumky W36LITOYHOW WHGOpP-
LEeHNA O KOH(PMAEHUMANBHOCTK | HapyLUnTenb mMaumn.

N pasriaweHve  martepuanos
npoekTta (4oKyMeHTauun)

OTCYTCTBME MEXaHW3MOB KOHTPOSISi COG/MOAEHNSI YC/o-
BUIi KOH(PMAEHUMANBHOCTU
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HavmeHoBaHWe yrpo3bl

MCTOUHMK yr pom/kaTeropusi

Mcnonb3yemas ysi3BUMOCTb (MpumMep)

HapyLmTens
HekoppekTHoe obpalleHne ¢ PaspaboTumk HepocTato4yHOCTb perucTpupyembix CUCTEMOW ayanTta
KaHasiom gocrtyna cobbITHiA.
OTCyTCTBME KOHTPO/IA 1 hmKcauum AeACTBWI nepco-
Hana TeXHUYECKo NoAAePXKU.
OTCyTCTBME JOMOSHATE/bHLIX MEep U CPeACTB 3aLluTbl
Moandmkaums alinoB  KOH- BHeWHWn  cOTpyAHWMK OTcyTCTBME pasfeneHns NoTHOMOYMA.

urypauuy  TeNeKoOMMyHUKaLUOH-
HOro o6opyaoBaHus

TeXHU4eckom noaaepXxku

HefocTaTouHOCTb PErncTpUpyeMbIX CUCTEMOI ayanTe
CO6bLITHIA.

OTCyTCTBME KOHTPOJISA U dovKcaumm aeiicTBuii nepco-
Hana TeXHUYEecKol NoaaepxKM.

OTCcyTCTBME [OMNOHATE/bHLIX MEpP U CPeACTB 3aLiuThl

Mogandmkaums alinnioB  KOH-
curypauum cUCTEeMHOro nporpam-
MHOro o6ecneyeHuns

BHEWHWIA  COTPYAHUK
TEXHWUYECKOV NoAAEePXKN

OTcyTCTBUE pa3aesieHnst MoSIHOMOUIA.

HefocTaTouHOCTb PErcTpupyeMbIX CUCTEMON ayanTa
CO6bLITWIA.

OTCyTCTBME AOMOSHATE/BbHBIX MEep U CPEACTB 3aLUTbl

Mogndmkaumsa  paiinoB  KoH-
dourypauum  TeNeKoMMYHUKaLMOH-
HOro o6opyaoBaHus

BHYTpeHHuWiAi  coTpya-
HUK  TexHuueckol nof-
[epXKn (aaMUHUCTpaTop)

OTCyTCTBYE PA3AENEHNS NMOSTHOMOUUIA.

HepocTaTo4HOCTb PErncTprupyemMbIX CUCTEMO ayanTa
co6bITHiA.

OTCyTCTBME KOHTPO/A 1 hmKcauum AeRCTBWI nepco-
Hauia TEXHWUYECKOI NoAAEePXKKU.

OTCyTCTBME AOMNOSHATENbHBIX MEP W CPEACTB 3aluThl

HapyweHne gyHKUMOHMpPOBa-
HUSI CEPBUCOB CUCTEMbI ynpas/ie-
HUS

BHYTpeHHuWiAi  coTpya-
HUK  TexHuueckoi nof-
[EepXKn (aaMUHUCTpaTop)

OTcyTCTBUE pa3aeneHusi NoSTHOMOUWIA.

HepfocTaTouHbIi KOHTPOb HAA, AEACTBUAMM NepcoHa-
na nofpasaeneHunii 3kcnnyaTaumumn LeHTpasibHoro oguca.

OTCyTCTBYE AOMNOMHATEBHBLIX MEP U CPEACTB 3aLUTbI

Mogamndmkaums XxypHaios BHYTpeHHWn  coTpya- OTCyTCTBME pa3feseHns NoTHOMOUNIA.
aygmta HUK  TEXHUYECKOW nopg- OTcyTCcTBME AONOMHUTENBHBIX MEP N CPEeACTB 3aluThbl
OEPXKN  (agMUHUCTpATOpP
ceTn)
Mogandmkaums alinoB  KOH- AamuHucTpartop OTcyTCTBUE pasaeneHns NosIHOMOUWIA.
urypauuy  TeNeKoOMMYHUKaLMOH- HepocTato4yHOCTb perncTpupyeMbix CUCTEMON ayaute
HOro obopygoBaHus COo6bITHIA.
OTCyTCTBME KOHTPO/A 1 hmKcauum AeicTBIin nepco-
Hana TeXHNYECKOl NoaaepPXKK/
Mogamndmkaums XxypHanos AamuHucTpartop OTcyTCcTBUE pasaeneHns NosIHOMOUWIA.

aygurta

OTCyTCTBIE PE3EPBHOI0 KOMMPOBAaHWS XXYPHaI0B
ayauTa u ux 3almTsl

Mogaundukaumsa ainnoB  KOH-
thurypauyum cuctemHoro nporpam-
MHOro obecneyeHns

AfgMuHucCTpaTop fae-
XXYPHOI1 CMEHbI

OTcyTCTBME pasfeneHns NoTHOMOUMIA.

HepoctaTouHOCTb PerncTpupyembIiX CUCTEMON ayanTa
COO6bITWIA.

OTcyTCTBME AOMOSHATE/bHLIX MEep U CPeACTB 3aLluThl

Mogandmkaums alinioB  KOH-
durypauum  TeNeKoOMMYHUKaLUOH-
HOro o6opyfoBaHus

ApmuHucTpatop ge-
XXYPHOUi CMeHbI

OTcyTCTBUE pa3aesieHnst MoSIHOMOUIA.

HefocTaTouHOCTb PErncTpupyeMbIX CUCTEMON ayanTe
CO6bLITHIA.

OTCyTCTBME AOMOSHATE/BbHLIX MEep U CPEACTB 3aLUTbl

YTpata [AUCTPUGYTMBOB MNpo-
rpaMMHOro o6ecrnedyeHus cucre-
Mbl yrpaBieHus

AamMuHUCTpaTop ae-
XYPHOI1 CMEHbI

OTcyTCTBUE pa3aeneHsi NOSTHOMOUWIA.
OTcyTCTBUE pernaMeHTa focTyne K AUcTpubyTuBam
nporpaMMHoro o6ecneyeHus

HapylieHne  gyHKUMOHMpPOBA-
HVSI CEPBUCOB CUCTEMbI ynpasrie-
HUS

BHyTpeHHWiA  coTpya-
HUK  TEXHUYEecKon nopj-
LEPXKN  (agMuHUCTpaTop
ceTn)

OTcyTCTBUE pa3aeneHnsi NoSIHOMOUWIA.

HepocTaTouHbIi KOHTPO/b Hag, AelicTBUSIMM NepcoHa-
na noapasaeneHunii akcnyatauuu.

OTCyTCTBYE AOMNOMHATENLHBLIX MEP U CPEACTB 3aLUUTbI
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OkoHuaHve Tabnuubl A. 1
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HavmeHoBaHue yrpo3bl

lcTouHMK yrpoabl/kaTeropusi
HapyLmTenm

Mcnonb3yemast yasBUMOCTb (MpUMep)

HapyweHne  OyHKLMOHMPOBaHMIA
cepBu1ca TOUHOTo BpemMeHU

ALMuHUCTpaTOop Aae-
XYPHOI CMEHbI

OTcyTCTBUE pa3aeneHsi NOSTHOMOUWIA.

HepocTaTouHbIii KOHTPONL HAg, AeCTBUSIMM Nep-
coHase noapasaeneHuii skcnayaTaumu.

OTCyTCTBME AOMNOMHUTENBbHLIX MEP U CPEACTB 3a-
LUNTbI

HapyweHne  yHKUMOHMPOBAHUS.
VLAN cuctembl yaaneHHoro ynpasne-
HUSI. CEPBUCOB MEXCETEBOro 3KpaHu-
posaHus Tpaguka VLAN MOHUTOPUH-
ra ceTeBblX 3/IEMEHTOB CeTu

AaMuHKCTpaTop ge-
XXYPHOI CMEHbI

OTcyTCTBME pa3feeHust MoTHOMOUHIA.

HefocTtaTouHOCTb PerncTpuMpyemMbix CUCTEMOIA
ayamTa cobbITuiA.

OTCyTCTBME AONOHUTENBHBLIX MEp 1 CPEACTB 3a-
LWMNTbI

HecaHKLMOHMpoBaHHoe
ueHne K

noaxsto-
TeNekoMMyHUKaLMOHHOMY

AaMuHKCTpaTop ge-
XXYPHO CMEHbI

OTcyTCcTBUE pa3aenieHsi NoSTHOMOUWIA.
HepnocTaTouHbIii KOHTPO/bL 3a AEWCTBUAMU NEpCco-

060py0BaHNIO Hala nofpasfenexuii skcnayaTtaumuy.
OTCyTCTBYE [OMNO/IHUTE/bHLIX MEP 1 CPEACTB 3a-
Wb
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(1) MexpayHapoaHblii cTaHAapT
MCO/M3K 15408-1:2009"
(ISO/IEC 15408-1:2009)

(2) MexayHapogHblii cTaHaapPT
M3K61508-4:20107>
(IEC 61508-4:2010}

(3) PekomeHpauns
MCO3-T X.80S
(4) PekomeHpauus
MC3-T M.3016.1:2005
(5) PekomeHgaumsa
MC3-T M.3016.2
(6) PekomeHgaums
MC3-T M.3016.3
(7) PekomeHgaums
MC3-T M.3016.4
|8] MexayHapoaHbIi cTaHaapT
MNCO/M3K 27001:20133>
(ISO/1EC 27001:2013)

[9} MexayHapofHbIi cTaHfapT
MNCO/M3K 27002:20134>
(ISO/IEC 27002:2013)

(KO] MexpayHapoaHblii cTaHgapT
MCO/M3K 15406-2:2008**

(ISO/1EC 15408-2:2008)

(11) MexpyHapoAHbIii cTaHAapT
M3K 61508-2:2010%)

(IEC 61508-2:2010)

(12] MexayHapoaHblli cTaHAapT
M3K 61000-4-8:2009 71
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Bubnmorpacms

VHdopmauuoHHas TexHonorusa. Metogpbl 1 cpegctea obecrneveHnss 6e30nacHoOCTy.
Kputepun oueHkun 6esonacHocTn AT. YacTe 1. BBefeHve 1 obwas mogesnb
(Information technology — Security techniques — Evaluation criteria for IT

security — Part 1: Introduction and general model)

CuCTEMbI 3/1EKTPUYECKNE, INEKTPOHHbIE, NPOrpaMMUpyeMble 3NEKTPOHHbIE, CBA3aH-
Hble ¢ (YHKLMOHaNbHON 6e30nacHoCTbio. YacTb 4. OnpeaeneHns 1 cokpalleHus
(Functional safety of efectrical/electronic/programmable electronic safety-related
system — Part 4: Definitions and abbreviations)

Apxutektypa 6e30nacHOCTU AN1A CUCTEM, 06ecneyrBatoLLMX CBA3b MeXAy OKOHeu-
HbIMW yCTpolicTBamMu

Be3onacHOCTbAS NI0CKOCTY aAMUHUCTPATUBHOIO ynpasneHus. TpeboBaHus 6e30-
nacHocTH

Be3onacHoCTb AN1A N/I0CKOCTU aAMUHUCTPATUBHOIO ynpassieHus. Ycnyru no obecne-
YyeHuto 6e3onacHocTn

Be3onacHoCTb 4719 N/I0CKOCTU afAMUHUCTPATUBHOIO ynpassieHns. MexaHnsm 6e30-
nacHocTu

Be3onacHoCTb 4518 N/I0CKOCTM aAMUHUCTPATUBHOIO ynpassieHus. Mpodopma CTpyk-
Typbl

MHbopmaumoHHble TexHonornn. Metogpel obecneyeHns 6e3onacHocTu. Cuctembl
MeHeMKMeHTa MHOpMaLMoHHON 6e3onacHocTn. TpeboBaHus

(Information technology — Secunty techniques — information security management
systems — Requirements)

VHthbopmaumoHHble TexHonornn. Metogsl obecneveHusa 6esonacHocTi. Ceog npa-
BW/1 N0 CPeACTBaM ynpaBieHns 3awmToin nicpopmaumm

(Information technology — Security techniques — Code of practice for Information
security controls)

VHdhopmauuoHHasa TexHonorms. MeTtogbl u cpenctea obecneyeHus 6e30MacHOCTU.
Kputepun oueHkn 6esonacHocTn UT. YacTb 2. ®yHKLMOHa/IbHbIE TpeboBaHus 6e30-
nacHocTU

(Information technology — Security techniques — Evaluation criteria for IT

security — Part 2: Security functional components)

CucTeMbl  3neKTpuyeckme/aNneKTpoHHbIe/NPorpaMMUpyeMble  3/1EKTPOHHbIE,  CBSA3aH-
Hble C (YHKUMOHaNbHOW 6e3onacHocTbio. YacTb 2. TpeboBaHus K 3nekTpuyec-
KMM/3M1EKTPOHHBLIM/NPOTrPBMMUPYEMbIM ~ 3/IEKTPOHHLIM ~ CUCTEMaM,  CBSI3aHHbIM  C
6e30nacHOCTbI0

(Functional safety of electrical/eiectromc/programmabie electronic safety-related
system — Part 2: Requirements for electncal/electromc/programmable electronic
safety-related system)

OneKTpoMarHMTHasi COBMECTMMOCTb. YacTb 4-6: MeToauKM MUCMbITaHWin U u3Mepe-
HWA. McnblTaHne Ha NOMEXOYCTOMYMBOCTb B YC/IOBUAX MarHUTHOTO MOASi MPOMbILL-
JIEHHO YacToThI

11 8 Poccuiickoin depepaunmn geiicteyetr TOCT P MCO/M3K 15408-1—2012 «W/HdopmaumoHHas TexHonorus. Me-
TOAbl U cpefcTBa oGecneyeHusi 6e3onacHoOcTU. KpuTepuy OLEHKM Ge30MacHOCTUM MHAIOPMALMOHHBIX TEXHOMOorMiA. YacTts 1.

BBEAEHME 1 06LLasA MOAENb».

2 8 Poccuitckoin depepaunm pgeincteyet FOCT P MOK 61508-4—2012 «PyHKUMOHa/IbHAA 6e30NacHOCTb 3M1eKTpu-
YECKUX. 3/IEKTPOHHbIX, MPOrpaMMMpyeMbIX 3MEKTPOHHLIX CUCTEM, CBSI3aHHbIX C 6e3onacHocThbilo. YacTb 4. TepMuHbl U

onpegeneHuns».

3> 8 Poccuiickoit depepaunn geiicteyetr FOCT P MCO/M3K 27001—2006 «W/HdopmMaumoHHas TexHonorus. MeTo-
bl 1 cpefcTBa obecneyeHns 6e3onacHocT. CUCTEMbI MEHEMKMEHTA MHPOPMAaLMOHHON 6e30nacHOCTU. TpeboBaHNs».

41 8 Poccuiickoin ®epepaunn geiicteyet TOCT P MCO/M3K 27002—2012 «WHbopmMaumoHHas TexHonorusi. Meto-
bl 1 cpefcTBa obecneyeHns 6es3onacHocT. CBOA HOPbI M MPaBW MEHeMXMeEHTa MHOPMaLOHHOM 6e30MacHOCT»

8 Poccuiickoii degepauun ageiicteyetr TOCT P MCO/MOK 15408-2—2013 «MHopmaLoHHaa TexHosnorusa. Me-

ToAbl U cpefcTBa ob6ecrneuveHusi 6e3onacHoOCcTW. Kputepum oueHkM 6e30MacHOCTU MHGOPMALMOHHBIX TEXHOMOMMA. YacTb 2.
®YHKLMOHAbHbIE KOMMOHEHTbI 6E30MacHOCT.

61 8 Poccuiickoin depepaunn peiicteyer TOCT P M3K 61508-2—2012 «®dyHKUMOHaNbHAs 6e30MacHOCTb CUCTEM
9M1EKTPUYECXMX. SMEKTPOHHBIX, MPOrpamMMupyeMbIX 3/IEKTPOHHbIX, CBSA3aHHbIX C 6e3omacHocTbio. YacTb 2. Tpe6oBaHus K

cuctemam» (pasgen 7).

71 8 Poccuiickoin depepaumn geicteyet TOCT P 50648—94 (M3K 1000-4-8—93) «COBMECTUMOCTb TEXHUYECKMX
CPeACTB 3/1eKTPOMArHUTHasi. YCTOWYMBOCTb K MarHMTHOMY MOS0 MPOMBILZIEHHON YacToThbl. TeXHUYeckue TpeGoBaHus |

MeTOoAbl NCMbITaHW».
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(IEC 61000-4-8.2009) (Electromagnetic compatibility (EMC))—Part 4-8: Testing end measurement
techniqgues — Power frequency magnetic field immunity test)
[13] MexayHapoaHblii cTaHAAPT SNeKTpoMarHiTHas COBMeCcTMOCTb. YacTb 4-16. MeToauKn UcnbITaHWii 1 H3mepe-

M3K 61000-4-16 (1998)1 Huii. Paszgen 16. VcnbiTaHnsa Ha yCTOMYMBOCTb KHaBeAEHKbIM MOMexam 06LLero suga
B AnanasoHe yactot oT O go 150 kI'y,
(1EC 61000-4-16:1998) (Electromagnetic compatibility (EMC))—Part 4-16: Testing and measurement

technigues — Test for Immunity to conducted common mode disturbances In the
frequency range 0 Hz to 150 kHz)

11B Poccuiickoii ®egepaunn gelicteyet NTOCT P 51317.4.16—2000 (M3K 61000-4-16—98) «CoBMeCTUMOCTb TeX-
HUYECKUX CPELCTB 3/1eKTPOMarHMTHas. YCTOMUMBOCTb K KOHAYKTMBHBIM MoMexaM B nosoce yactoTt ot 0 go 150 kMu. Tpe6o-
BaHWS U MeTOAbl UCMbITaHW» (pasgen 5 v npunoxexune A).

YK 621.39:006.354 MKC 45.020

KntoueBble coBa: 6e30MacHOCTb, Tp86OBaHVI$I 6e30mMacHocTK, XEeNe3HOA0POXXHaA A/1EKTPOCBA3b

Pepaktop P.I'. FoBapaoBckas
TexHuuyeckunii pegaktop B.H. Mpycakose
Koppekrtop E.[. QynbHeBa
KomnbtoTepHas BepcTka J1.A. Kpyrosoii

CpaHo B Habop 09 12.2015. MognucaHo B nevatb 09.02.2016. ®opmart 60-64"6 MapHuTypa Apuarn.
Yen. neu. n. 3.26. Yu.-n34. n. 2.60. Tupam 33 3k3. 3a» 156.
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