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Mpegucnosue

1 TOArOTOB/IEH O6WeCcTBOM C OrpaHUYEHHOW  OTBETCTBEHHOCTHHO — «KOpnopaTuBHbIE — 3MEKTPOHHbIE
CUCTEMbl» Ha OCHOBE COBCTBEHHOTO MepeBOAa Ha PYCCKUA A3blK  @HIIOA3bIMHOM BepcMM  CTaHgapTa,  ykasaH*
HOIO B MyHKTE 4

2 BHECEH TexH14yeckMm KoMUTeTOM Mo ctaHaapTvsauymn TKO58 «®yHKuUmoHasbHast 6e30MacHOCTb»

3 YTBEPXIEH W 8BEAEH B [EVCTBVIE T[pukasom ®eaepasbHOrO areHTcTBa MO TEXHWYECKOMY pe*
rynipoeaHunio 1 metposiorym ot 18 nona 2017 r. N9 716-ct

4 HactoswwmiA CTaHAapT WAEHTUYEH MeXOyHapoaHoMy CTaHgapTy M3K 62280:2014 «)KenesHble [o*
porv. CuCTeMbl CBA3W, CUTHa/M3aUM UM 00paboTKM  AaHHbIX. KOMMyHuKaumy, CBA3aHHble C  6e30MacHOCTbiO, B
cuctemax nepegaun» (IEC  62280:2014. «Railway applications — Communication, signaling and processing
systems — Safety related communication in transmission systems». IDT).

HanmeHoBaHVe HacToOslLEro CraHjapta W3MEHEHO OTHOCUTE/IbHO — HaVIMEHOBAHWS  YKa3aHHOTO  MeXay-
HapoJHOro CTaHaapTa Ans npveeseHys B cootsetcteune ¢ FOCT P 1.5 (nogpasaen 6).

Mpy  nNpMMEHeHUM HacTOsILLEro CTaHAapTa pPekoMeHAYeTCA  MCMO/b30BaTb BMECTO  CCbUIOYHbIX — MeXayHa-
poOHbIX CTaHAapTOB WM [OKYMEHTOB COOTBETCTBYIOLLME WM HAUMOHa/IbHble CTaHAapTbl, CBEAEHUA O KOTOPbIX
npvBeAeHbI B AOMOMHATETBHOM MpUIOXKeHn JA

5 BBE/JIEH 8IMEPBbIE

MpaBuna nNpMMEHeHWs HaCcTOALWEro craHjapTa YyCTaHOB/EeHbl € cTaTbe 26 defepanbHOro 3akoHa
0T 29 umoHa 2015 r. Ne 162-®3 «O cTaHgapTusaumm B Poccuiickoin ®epepaunm». VHdopmaumus o6 uz-
MEHEHMAX K HacCTOALWEMY CTaHfapTy Nyo6/vKyeTCHA B eXerofHom (Mo COCTOSAHUIO Ha 1 AHBapsA TeKyLiero
roga) VHMOpPMaUMOHHOM YyKasaTesne «HauuwoHasbHble CTaH4apThip. a OoUUNaIbHBLIA TEeKCT WU3MEHEHWUN
MU MNOnpaBoOK — B €XeMeCAYHOM WH(opMauVOHHOM YKasaTene «HauuoHanbHble cTaHfapThip. B cnyyae
nepecMoTpa (3amMeHbl) WM OTMEHbl HaCcTOAWEro cTaHjapTa COOTBEeTCTBYyWLEe yBelOM/eH/e 6yaeT
ony6/IMKoBaHO B GawkKalilleM BbIMYyCKE €XEMeCAYHOro MHOPMaUMOHHOIO YyKazaTens «HauuoHasnbHble
cTaHfapTbip. COOTBETCTBYHLWAA MHOpMaUns, yBeIOMIEHME M TEeKCThbl pasMellalnTcsa Takke B WH-
oopMaLWIOHHO cucTemMe 06Lero nosib3oBaHUs — Ha opuuManbHoM caiTe dPegepanbHOro areHTcTBa Mo
TEXHNYECKOMY PeErynmpoBaHnio 1 MeTposiormn B ceTu IHTepHeT (www.gost.ru)

© CrangaptvHdopm. 2017

HacTosilmiA  cTaHOapT He MOXET OblTb MO/IHOCTBIO WM YacTUUHO BOCMPOM3BEAEH, TUPaXMPOBaH M pac-
MPOCTPaHeH B KauecTBe OMLMA/IBHOTO M3faHusl 6e3  paspelleHus defepasibHOro areHTcTBa Mo TEeXHUYECKo-
My PEerysIMpoBaHuto 1 METPOSIOMAN
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BBepeHune

Ecrm  cBAsaHHas C  6e30MacHOCTLIO  37IEKTPOHHAsA CcucTemMa  BK/KYaeT nepegady  MHopmaummi — Mexay
Pa3fIMyHLIMA  KOMMOHEHTaMV  000OpyAOBaHMA  CUCTEMbI, TO CUCTEeMa nNepefaun  SBMSETCS  HEeOoTbeM/IeMON
YacTbl0 CUCTEMbI, CBSI3aHHOM C 6E30MacHOCTbIO, M 3TO O3HA4YaeT, UTO CKBO3Has Mepedadva 6GesonacHa B COOT-
BeTCTBMN ¢ M3OK 62425.

Cuctema nepefaun, paccMaTpMBaemMasi B HacTOsILLEM CTaHgapTe, koTopas obecreuvBaeT nepejady WH-
dopMauym  Mexgy pas/iMuHbIMK - KOMMOHEHTaMW 060pyAOBaHMsi CUCTEMbI, B OOLLIEM Cnydae He [o/kHa YAoB-
NETBOPATb  KaKUM-/IMG0  OCOGEHHLIM  MpeABapuUTe/IbHbIM -+ yerioBrsM. C - TOUKM  3peHMss  Ge30MacHOCT OHa  MOXET
ObITb HE3ALLWLLIEHHOI U HE MOSTHOCTBLH 3aLLLLIEHHOIA.

HacToswpmin - ctaHgapT paccmatpuBaeT TpeboBaHWsl, KOTOpble [O/MKHbI ObITb YYTeHbl MpW Mepedade CBs-
3aHHOI C 6830MacHOCTLH MHGDOPMALIMM B TaKMX CUCTEMAX Nepeaauqn.

HecmoTpsi Ha TO. 4TO BOMPOCbl 6GE30TKA3HOCTW, FOTOBHOCTY W pemoHTonpurogHoct (RAM) B HacTosiLeM
CTaHOapTe He paccMaTpuBaroTCsl, PEKOMeHAyeTCcs VMMETb B BWY, 4YTO OHW — OCHOBHOM acnekt rnobaibHol
6e30nacHOCTW.

TpeboBaH/ss 6E30MacHOCTM  3aBUCAT OT  XapakTepUCTUK  CUCTeMbl nepefadqn. UYTtobbl YMEHbLUMTb  COXK-
HOCTb MOAxXoda MpW pPacCMOTPEHMM CUCTEMbl 6e30MacHOCTW, CUCTEMbl Mepedayum Obun  pasgeneHbl Ha  crefy-
IoLLYIe TPW KaTeropuu.

Kateropysi 1 coctoMT W3 CuUCTEM, KOTOpblE HaxoAATCA NoA Yrnpas/eHvem paspabotumka U (OMKCUMpOBaHbI
B TEUEHNIE VX CPOKA CIYXObI.

Kateropusi 2 COCTOMT M3 CUCTEM, KOTOpble 4YaCTUYHO HE W3BECTHbI WM He (IMKCMPOBaHbl, OOHAaKO He-
CaHKLWIOHMPOBaHHb I AOCTYN MOXET ObITb VCK/IHOUEH.

Kateropusi 3 COCTOAT M3 CUCTEM, KOTOpble HE SIBASOTCS OOGBLEKTOM YMnpaBneHusi paspabotuska W rge He-
CaHKLIOHMPOBaHHbII AOCTYMN BO3MOXEH.

MepBas kateropus cuctem paHee ObuUia paccmoTpeHa B MOK 62280-1:2002, a ocTasbHble — B M3K
62280-2:2002.

Ecrm cBsizaHHble C 6€30MacHOCTBH0  KOMMYHMKALWIOHHbIE  CUCTEMbI, KOTOpble Obl  peasim3oBaHbl B CO-
OTBETCTB/M C YKa3aHHbIMM Bbille CTaHZapTamy, OOBC/YXMBAIOTCA WWIM  pacLLMpAOTCs, TO MOXET ObiTb  UC-
nosib3oBaHO MpwsioxeHne E  gna  obecnedyeHust  COrmacoBaHHOCTM  (MOA)PA3denioB  HacTosWEro  CTaHgapTa C
(nop)pazgenamm ykaszaHHbIX BbILLE CTaHAAPTOB.
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HAUMWOHANbHBIA CTAHOAPT POCCUNCKON OELEPALNN

XEJIESHbIE JOPOTU

CvcTeMbl CBA3W, CUTHaAIM3aUWN 1 06paboTK AaHHbIX.
TpeboBaHWs K 06ecrneveHno 6e3onacHoin nepesayun nHpopmMaLmm

Rathvay applications. Communication, signalling and processing systems.
Safety communication requirements

[Jarta BeegeHuns — 2019—07—01

1 O6nactb NpMeHeHns

HacTtoswmin  ctaHgapT MpYMEHMM K CBS3aHHbIM € 6E30MacHOCTLIO  3/IEKTPOHHBIM - CUCTEMAaM,  WCMOsb3yHo*
WwuM Ana  umchpoBoli CBA3M CUCTEMbI Mepefaqn, KoTopble He ObUM CheumanbHO  paspaboTaHbl 419 CBSA3aHHbIX
€ 6e30MacHOCTLHO.

Cuctema nepefaus MOXET ObITb MOAKMOYEHA KaK K CBf3aHHOMY, Tak WM K He cBAsaHHOMy cC 6esonac-
HOCTbI0 060PYA0BaHMIO.

Hactoswmin  ctaHgapT —ycTaHaB/MBaeT OCHOBHble TpeboBaHWs, Heobxogumble A8 obecneyeHuss  CBsi-
3aHHOW C 6e30MacHOCTHIO nepefaqM  JaHHbIX Mexay CBsi3aHHbIM C  6Ge30MacHOCTH0  060pyJOBaHMEM, COeaw-
HEHHbIM CUCTEMOI Nepeaaqn.

Hactosuwmin  ctaHoapT MpUMMEHMM  NpyY COCTaBneHun  crneupdpvkauym  TpebosaHWin  6e30MmacHOCTM  CBS-
3aHHOrO C 6e30MacHOCTbI0  060pYJOBaHWS, KOTOPOE  MOAK/HYAETCA  MOCPeACTBOM  CUCTEMbl  nepejayuv,  4s
[LOCTVKEHUA pacrpeaeneHHbIX TpeboBaHuii K No/THOTe 6e30MacHOCTH.

TpeboBaH/si  6E30MacHOCTW, peasM3yeMble B CBA3aHHOM € 6e30MacHOCTb0  060pYAOBaHWW,  0ObIMHO
paspabatbiBaloTCi B COOTBETCTBAM C M3K 62425. B onpegeneHHbiXx cnydasx 9TM TpeboBaHWA MOMYT  ObiTb
peasm3oBaHbl B APYroM 06OpyAOBaHWM CUCTEMbI Mepefjaqy, MOCKOMbKY A1 peanvsaumy  pacrnpeensembix
TpeboBaHUii K No/THOTE 6e30MacHOCTY BbINOHAETCS yNpas/ieHe Mepamu o obecneyeHno 6e30MacHoOCTy.

Crneuncoukaupysi  TpeboBaHMiA  6e30MacHOCTM  SIBMISIETCA  UCXOAHbIM - JOKYMEHTOM [ [JokasaTesbCTBa
6e30MacHOCT  CBSA3aHHOW C 6e30MacHOCTBIO  3/IEKTPOHHOM  CUCTEMbI, A1 KOTOpO  Tpebyemoe noaTBepxaie-
HMe 6e3onacHocT onpegeneHo B MOIK 62425. TlloareBepxaeHve MeHemMKMeHTa 6e30macHOCT U MeHemMKMeH-
Ta KayecTBa [O/MKHO ObITb BbIMO/IHEHO B COOTBETCTBMM € MOIK 62425. Hactosiuwin CTaHOapT paccMarpuBaeTt
TpeboBaHUsA, CBsi3aHHble C nepejadeil AaHHbIX AN NOATBEPKAEHWS  (OYHKUMOHAIbHOW W TEXHUYECKO 6es-
OMacHOCTU.

HacTosLumin ctaHaapT He onpeaensier:

* cyCTEMyY Nepeaaqn.

* 060pyaoBaHUe, NOACOeAVMHEHHOE K CUCTEME Nepeaaqn.

- peLueHus (Hanpumep, 471 YHKLMOHaUTbHO COBMECTMOCTM),

* aTaloKe Kakoil BUA, AaHHbIX CBA3aH C 6e30MacHOCTBIO, @ KaKoli He CBsi3aH.

O6opyaoBaHue, CBf3aHHOE C 6e30MacHOCTbIO, COeAVHEHHOE C MOMOLLBD  OTKPBITOM CuUCTEMbI  Nepeaaun,
MOXET noABepratbCA MHOMM  pa3/IMyHbIM - yrpo3aM, CcBA3aHHbIM € WT-6e30nacHocTblo, A8 MpeaoTBpalleHns
KOTOpbIX [[O/DKHa OblTb  oOnpegeneHa o6Was nporpamMa, OxBaTbiBalOW@as BOMPOChI MEHEMKMEHTa, a Takke
TEXHUYECKV/E W IKCT/TyaTaLMOHHbIE BOMPOCHL.

V3paHve odomupanisHoe
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HacTtosumin -~ cTaHgapT, OfHako, paccMaTpuBaeT — HeKoTopble  BOMPOChbl  6esornacHocTM  UT-cucTeM.  HO
TOMbKO MpefHaMEpeHHble aTakW, pea/M3yemble COOOLUEHVSIMU K MPWIOKEHUSM, CBSI3aHHbIM  C  6e30nacHo*
CTblO.

Hactoswmin ctaHgapT He oxBaTbiBaeT o60LWye npobnembl 6Ge3onacHocT WT-cucteM W. B 4aCTHOCTW, OH
He paccMaTpvBaeT NPob/ieMbl 6e30MacHOCTU UT-CUCTEM. CBA3aHHBIE C:

* 0becneveHmem KoHpAEHUMaILHOCTN MHAOPMaLK, CBA3aHHOM C 6e30MacHOCTLIO,

* MpefoTBpaLLeHneM neperpy3ki CUCTEMbI nepeaaqn.

2 HopmaTuBHbIE CCbI/IKA

B HacTosillem cTaHOapTe KCMo/b3yTCH HOPMATVBHbIE CCbUKA Ha  Criefylolume Lefble  AOKYMEHTbl  Win
Ha WX YaCTW, He3aMeHUMble A1 NPUMEHEeHUs [OaHHOTO [AOKyMeHTa. 8 c/yyae [AaTvpOBaHHbIX CCbUIOK  Aeit-
CTByeT TOMBKO LWTUPYEMOe W3faHve. s HefaTypoBaHHbIX CCbUIOK AE/CTBYeT caMoe Mo3gHee Wu3faHne [o-
KyMeHTa. Ha KOTOpbIil NPOV3BOAUTCS CCbKa (BKMKOUAs /H06ble BHECEHHBIE B HETO MOMPaBKY).

IEC 62278 (all parts). Railway applications — Specification and demonstration of reliability, availability,
maintainability and safety (RAMS) (KenesHble [Aoporn. TexHMYeckue YCrioBUsi M AEMOHCTpaUMs  HaOeXHOCTW,
3KCTUTyaTaLyIOHHOK FOTOBHOCTM, PEMOHTOMPUrOAHOCTM 1 6e3onacHocTy (RAMS))

IEC 62425 Railway applicatons — Communication, signaling and processing systems — Safety related
electronic systems for signaling (KenesHble pgoporn. CuCTeMbl CBS3W, CUrHa/M3aUMM W 06paboTKA  AaHHbIX.
CasizaHHble C 6e30MaCHOCTLHO 3/IEKTPOHHbIE CUCTEMbI CUTHAI3ALWN)

3 TepMUHbI, ONpeaeneHnst U COKpPaLLeHMs

3.1 TepMuHbI 1 ONpeserneHys

B HacTosiLLeM cTaHaapTe UCMOMb3YHTCA CriefytoLLme TEPMHBI 1 ONpesesieHus.

311 abcomotHas BpemMeHHadA MeTka (absolute time stamp): BpemeHHas MeTka, CBsizaHHasi C  [J10-
6asTbHbIM BPEMEHEM, KOTOPOE SIB/SIETCS 0OLLMM A/151 TPYNMbl 06EKTOB, MCMO/L3YHOLLIVX CUCTEMY NEepesaqn.

312 szawmra pgocryna (access protection): [Mpouecchl, paspaboTaHHble 4719 NPefOTBPaLLEHNS  HeCaHK-
LIMOHMPOBAHHOTO  IOCTyNa NP YTEHMM WM M3MEHEHUM WHdpopmauy nMbo B cucTemax, CBSI3aHHbIX € 6e3-
OnacHOCTLH. /IGO0 B cCTEME Nepejayn.

3.1.3 pononHuTenbHble AaHHble (additional data): [aHHble, KOTOpble He WCMOMb3YTCA B MpoLeccax
KOHEYHOTO MO/Ib30BATENS, HO UCMOMNL3YIOTCA AN Lieneil ynpasieHys, ToTOBHOCTM 11 6e30MacHOCTH.

314 nopgmHHOe coobueHne (authentic message): CooblieHue, O KOTOPOM W3BECTHO, YTO COAepXa-
LL@sACcA B HeM MHAhopMaLVs cchopMUpOBaHa B M3BECTHOM UCTOYHYIKE.

315 nog/imHHocTb  (authenticity):  CBOIACTBO,  XapakTtepusytoliee  AelCTBUTENBHOCTL — MHAOpMaLmMmM 1
YKa3bIBAOLLIEE Ha TO, YTO MCTOUHUK €€ (DOPMUPOBAaHMS N3BECTEH.

3.16 3aKpbiTast cucteMa nepepaum  (closed transmission  system): CasisbiBarolias  pukcumpoBaHHoe
KONMMYECTBO WM (OMKCYPOBAHHOE MakCMMaslbHOe  KOMMYECTBO  YYaCTHWMKOB  CUMCTEMa Mepefayun C  U3BECTHbIMU
M (OUKCMPOBAHHBIMU  CBOWCTBaMK, B KOTOPOM PWUCK HECAHKLMOHMPOBAHHOTO JOCTyMa CUMTAEeTCs  He3HauuTeSlb-
HbIM.

3.1.7 cBs3b (communication): Mepenaya HdopmaLm Mexay NpUIoKEHUSMU.

3.18  koHdwmpeHumanbHOCcTL  (confidentiality): CBolicTBO, MpyM  KOTOPOM  MHG)OpMaums  HEAOCTymHa  Wn
3aKpbITa /151 HEABTOPU30BaHHbIX JUL, CYOHEKTOB WM NPOLECCOB.

3.19 nospexaeHHoe cooblleHne (corrupted message): CooblieHue, cofepxallee owmbkW, MK3-3a KO-
TOPOro NPOVCXOAMT MOBPEXAEHNE AAHHBIX.

3110 «kpunTorpadmyecke Metogbl  (cryptographic  techniques): MeTtog  BbluMCNieHME  BbIXOAHbIX — [aH-
HbIX M0 HEKOTOPOMY &/TTOPUTMY, UCTIOSb3YS BXOAHbIE AaHHbIE 1 K04 B KAUECTBe NapameTpa.

MpumeyaHne — 3Has BbIXOOHble [JaHOE. HEBO3MOXHO B TeYeHMe pas3yMHOTO BPEMEHVM BbIMUC/IATL  BXOAHblE
AaHHble 6e3 3HaHMA KoYa. Tawke HEBOMOXHO B TeueHue Pa3ymMHOro BpPeMEHN TNoyynTb KoY U3 BbIXOAHBIX  AAHHbLIX,
AaKe eC/in BXOAHbIE AaHHble N3BECTHbI.

3111 umkmueckass wu3bbITouHas npoeepka (cyclic redundancy check): Liykmnueckmii  mpouecc  npo-

BEPKU. CMO/b3yeMbIii A5 3aLLWThI COOBLLEHNS OT B/MSIHWS NMOBPEXAEHNS AaHHbIX.
3.1.12 paHHble (data): YacTb co0OLLEHUS, KOTOpas NpeACTaB/ISIeT HEKOTOPYH MHGopMaLWto.
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Mpum eya HuB — Cwm. Tawke onpegeneHus 3.1.64 — nonb3oBaresibckve faHHble. 3.1.3 —  [0MNOSHUTESbHbIE
JaHHble 1 3.1.42 — 136bITO4HbIE AAHHbIE.

3.1.13 nospexpaeHue faHHbIX (data corruption): 3meHeHVe AaHHbIX.

3114 3awuta (defence): Mepa, BKIOUEHHAss B MPOEKT CBA3AHHOM C 6E30MaCHOCTLIO CUCTEMbI  CBSA3M,
[N NPOTUBOAENCTBYS ONpefiesieHHbIM YTPOo3am.

3.115 3agepkaHHoe coobuieHne (delayed message): Tun OWMOKM COOGLLEHWUS, MpPWM  KOTOPO cooblia
H1e NOoJsTyHYEHO Ha OAVH Neprog, Mo3Xe, YeM BbL1o NpeaHasHaueHo.

3.1.16 ypaneHHoe coobueHne (deleted message): Tvn OWMOKM COOOLLEHMS, NPY  KOTOPO COOOLLEHME
YJa/IEHO U3 MOTOKA COOOLLIEHNSA.

3117 ppoiiHaA BpemeHHas wMmeTka (double time stamp): Cnywali, korga fnBa o0Obekta OOMEHVBaOTCH
W CPaBHMBAOT CBOW BpEMEHHble MEeTKA. B 3TOM cfiyyae BpeMeHHble MeTKM B OObekTax HesaBuCMbl [pyr OT
fpyra.

3118 owwubka (error): OTKIOHEHWE OT HaMEYeHHOro MpPOEeKTa, KOTOpOoe MOXET MPUBECTM K HerpeaHa-
MepeHHOMY MOBEEHMIO CUCTEMBI U OTKa3Y.

3.1.19 ortkas3 (failure): OTKIOHEHME OT YCTAHOBMEHHOMO (PYHKLMOHMPOBaHNSA CUCTEMBI.

MpumeyaHune —OTKa3 ABNSETCA CNeacTBMEM €605t N OLLIMBKM B CUCTEME.

3.1.20 c6oi (fault): ABapuitHOE COCTOSIHME, KOTOPOE MOXET MPUBECTY K OLLMOKE B CUCTEME.

MpumM eva HUB — COOVi MXKET BbITb CTyualiHbIM WM CUCTEMATUYECKVM.

3121 coobweHne obpatHoii cBasn (feedback message): OTBeT OT nosyyatens K OTMpaBUTENIO. 4e*
pe3 obpaTHbIil kKaHau.

3.1.22 xakep (hacker): /o, NbiTaroLLieecs NpegHaMepeHHO 0GOMTY 3alLuUTy AocTyna.

3.1.23 onacHocTb (hazard): YcrioBue, KOTOpoe MOXET NMPUBECTU K HECHACTHOMY C/Ty4alo.

3124 aHa;m3 onacHocTM (hazard analysis): lMpouecc wuaeHTUIMKaUMM OnacHoCTell W aHa/m3a X npu-
UMH, a Tawke dopMupoBaHue TPeGoBaHWA, OrpaHMUMBAIOLLMX BEPOSTHOCTb W MOCNEACTBUSA  OMacHoCTen Ao
Np1emIEMOro YPOBHSI.

3125 HesBHble pJdaHHble (implicit data): [ononHuTeNbHblE AaHHble, KOTOpble He MepefaroTcs, HO  U3-
BECTHbI OTMPABUTESIIO U NOTyYaTeNIo.

3126 wuHpopmauus (information): [MNpeactaBneHe COCTOSHUA WM COBbITUA  Mnpouecca B doopme  «ro*
MSITHO» NpoLieccy.

3.1.27 BcTaBneHHoe coobuleHve (inserted message): Tvn  OWMGKA COOBLLUEHMS, MpWU  KOTOPOA B  MOTOK
COOOGLLIEHNSI BCTAB/AETCA A0MOHUTE/IbHOE COOBLLIEHNE.

3.1.28 wuenoctHoCT (integrity): CocTosiHne, B KOTOPOM MHCDOPMALINA MOSHA U HE 3MEHSIETCA.

3129 «kop O6GHapyxeHuss MaHunynsumiA - (manipulation  detection code): ®yHkuMA OT  NOMHOTO  COO6LLE-
HWS1 6e3 CEKPETHOIO K/ToYa.

Mpum eya Hue — B omwmume oOT Koga ayteHMdmkaum cooblueHuii (MAC) B Kof OGHapYyXeHVst  MaHUMynsuwmi
(MDC) He BKMOYAETCA HWKAKOW CEKPETHbIA KoY. [onHoe CoO6LUEHVMEe BKMOYaeT Tawke Jiobble HesiBHble AaHHble CO-
0GLLIEHNSI. KOTOpPbIE He OTNpaB/soTCs B cucteMy nepesadn. MDC yacTo OCHOBaHO Ha XELL-CPYHKLIVIN.

3.1.30 (nroopmeHeHHOe)  cooblueHne,  Bbldawowlee cebss  3a  gpyroe  coobuleHne  (masqueraded
message): Tun BCTaB/IEHHOrO COOOLLEHUS, B KOTOPOM CO34aHO HEeOOCTOBEPHOE COOOLLEHVE, KOTOpoe —KakeT*
CS JOCTOBEPHbBIM.

3.131 coobweHne (message): WHdopmauys, koTopas nepefaHa OT oTnpaBuTens  (MCTOYHMKA  AaHHbIX)
K ogHOMY win 6onee nonyyvarensM (MPUEMHMKY AaHHbIX).

3132 «kog ayteHTUdbmkaumm  cooblueHuii  (message authentication code):  KpunTorpadomdeckas  doyHK-
LSt MOTHOTO COOBLLIEHVIS 11 CEKPETHOTO /M OTKPbITOrO K/Houa.

MpumeyaHue — TlofHOE COOGLUEHME BKIOYAET TaKe Jobble HESIBHbIE [JaHHble COOGLLEHNs, KOTOpble He OT-
MPaBnSoTCA B CCTEMY NEpPeaaqn.

3.1.33 LmdgopoBaHne  cooblieHuss  (message  enciphering):  MNpeobpasosaHne 6GWUTOB B COOOLLEHUM C
MOMOLLLIO — KpUnTorpacduyeckoro MeToda, B COOTBETCTBMM C  a/ITOPUTMOM, KOTOPbIM  YMPaBNsOT — KAKUKW,  YTOObI
CyLLIECTBEHHO 3aTPYyAHWTH C/lyuaiiHoe YTEeHVe AaHHbIX. He obecneunBaeT 3allyTy OT NOBPEXAEHUS aHHbIX.

3134 owwnbkn, cBsA3aHHble C CooOLleHWeM (message errors): Habop BCex BO3MOXHbIX BWOOB OTKa-
30B COOOLLEHMSA, KOTOpble MOryT MPMBECTU K MOTEHUMasIbHO OMacHbIM CUTyauMsM, WM K COKPALLEHWO [oTOB-
HOCTV C/CTEMbI. KaxkabIiA TN OLUMOKA MOXET MMETb MHOMO MPUYKH.
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3.1.35 uenoctHocTb coobueHns (message integrity): Coo6LueHne, B KOTOPOM MHGpopMaumst nonHa u
He N3MEHSIETCS.

3.1.36 MOTOK COO6LLEHN (message stream): YnopsiaoHeHHoe MHOXECTBO COOBLLIEHMIA.

3137 He kpunTorpadmueckmii  Kog, 3awmTbl  (non-cryptographic  safety code):  M36bITouHble  AaHHble
Ha OCHOBE He KpunTorpacomyeckx PyHKUMIA, BK/OYEHHbIE B CBA3aHHOE C 6Ee30MacHOCTHI COOOLUeHVEe U 06e*
ornouMBaloLLie OBHapyXeHWe MOBPEXAEHHbIX [aHHbIX C MOMOLLUB0 CBA3AHHOM C  6e30MacHOCTbO  oYHKLMN
nepesayu.

3.1.3d oTkpbiTad cucteMa nepegaum  (open transmission system): Cwuctema nepefadusM € HEM3BECT-
HbIM 4YMC/IOM YYaCTHWMKOB, C HEW3BECTHbIMM, MEPEMEHHbIMA W HE [OBEPEeHHbIMM CBOMCTBaMM, WUCMOMb3yemMast
ONA HEeW3BECTHbIX  TEIEKOMMYHUKALMOHHBbIX — YC/yr 1 06/agaloliast  BO3MOXHOCTBH — HECAHKLMOHVPOBAHHOMO
[Joctyna.

3139 cetb obwero nonb3osaHus (public network): CeTb € Heu3BECTHbIMW MOMb30BATENSAMU, B YacT-
HOCTW. HE HaXOAUTCS NOA, YNPaB/IEHNEM XeNE3HbIX A0POT.

3.140 cnyyaiiHbii otka3 (random failure): OTkas, KOTOpbIA MPOUCXOAMT B MPOW3BOJIbHBLI  MOMEHT Bpe-
MeHMU.

3141 npoBepka Ha u3GLITOUHOCTL (redundancy check): Twn npoBepkn, KOTOpas BbISBMSET Hanume
NpenonpeienieHHo  CBA3M  Mexay W30bITOYHbIMA - JaHHBIMA U [aHHbIMW - MOMb30BaTENs B COOOLLEHWW, 4TOObI
[Jokazarb LieI0CTHOCTb COOBLLIEHMS.

3142  un36bITOuHble pfaHHble (redundant data): [onosHuTENbHblE  daHHble, CCOOPMUPOBAHHLIE — CBA3aH-
HOli ¢ 6e30MacHOCTLI0 CRYHKLMEN Nepeaaqmn 419 AaHHbIX Nob30BaTesis.

3.1.43 otHOocuTeNbHast MeTKa BpemeHu (relative time stamp): MeTka BpeMeHW, Ha KOTOpYK CCbllatoT-
CS1 NOKasbHbIe Yachl 06bekTa. B 06LLEM Crydae He CyLLECTBYET HKAKOW CBSI3V C Yacamu ApYTMX OO LEKTOB.

3144 nosTOpHOe coobLleHMe (repeated message): Twn OWMOKA COOOLLEHUS, MNPU  KOTOPO/ OfHO CO-
06LLEHVIe NOMYYEHO HECKOSTLKO pas.

3.1.45 nepeynopsgodeHHoe cooblleHve (re-sequenced message): Tvn  owmMOKM  COOOLLEHWsA, npu KO-
TOPOIi U3MEHEH NOPSAOK COOBLLIEHWIA B NMOTOKE COOBLLEHUIA.

3.146 6e3onacHoe COCTOSIHME C MOHWKEHHOW CKOPOCTbIO Mepefaun  fdaHHbix (safe faU back state):
BesonacHoe COCTOsiHME CBSA3aHHOrO C 6e30MacHOCTLI0  000pYJOBaHUA WM CUCTEMbI, 6/M3koe K 6e30TKasHOMY
COCTOSHVIO, HO VM He SB/ISIOLLEECS, KOTOpOe [AOCTUraeTcs B pesy/ibTaTte peakuM CUCTEMbl  6e30macHoCTH,
NPUBOAALLE K CHWDKEHMIO (DYHKUMOHA/IbHOCTM  CBSI3aHHbIX C  6E30MacHOCTbI0  (OYHKLMIA, a Tawke BO3MOXHO He
CBS3aHHbIX C 6E30MaCHOCTLHO CPYHKLINIA.

3.1.47 6e3onacHocTb (safety): OTCyTCTBME HEMPUEM/IEMbIX YPOBHEN prCKa.

3.1.48 JokazatenibCtBO  6GesonacHocT  (safety  case):  [JOKYMEHTVPOBaHHOE  MOATBEPXAEHME  TOrO,
yto u3genue  (Hampumep,  CMCTOMATIOACUCTCMa/OB0opyaOBaHME)  COOTBETCTBYET  3afa@HHbIM  TpeboBaHusM  6e3-
OMaCcHOCTY Ha 3Tanax XXW3HEHHOTO LKA,

3149 «kop s3awutbl (safety code): WN30bITOUHble [AaHHble, BKIOYEHHblE B CBf3aHHOE C  6e30MacHOCTLHO
coobLLeHre, obecrneuyvBalolLyie  BbISBMIEHWE MOBPEXAEHHbIX [JAHHbIX CBA3aHHOW C  6e30MacHOCTLIO  ChyHKLMEN
nepesaqn.

3.150 ypoeeHb noMHOTbI 6GesonacHocTn (safety integrity level): Uwucno, kotopoe ykasbiBaeT Tpeby-
eMyl0 CTefeHb [A0CTOBEPHOCTW, 4YTO cuctema 6ydeT BbIMOMHATL CBOWM  3adaHHble  DyHKUMM  6e30nmacHoCTV Mo
OTHOLLIEHMIO K CUCTEMATUYECKM OTKA3aM.

3151 peakuma 6GesonacHocTM (safety reaction): CssizaHHas C 6e30MacHOCTHIO  3alMTa, peasmsyemas
npoLeccoM 6e30MacHOCTM B OTBET Ha COObITMe (Takoe, Kak OTka3 CUCTEMbl Mepeaaun), KOTopoe MOXET npu-
BECTU K HapyLLEHMIO 6e30MacHOro COCTOSIHUA 060PYA0BaHNS.

3.1.52 cBA3aHHbI ¢ 6e30nacHOCTLIO (safety related): OTBevaroLLmii 3a 6e30MacHOCTb.

3.153 CBsA3aHHass C 6e3onacHoCTbi0  (OyHKUMst  nepepaun  (safety  related  transmission  function):
®YyHKUMA  CBA3AHHOrO € 6e30MacHOCTH0  000pYOBaHMS, rapaHTVpyIOLas  AOCTOBEPHOCTb,  LIESIOCTHOCTb,  aKTy-
a/IbHOCTb 1 MOC/1IeA0BATENBHOCTb AaHHbIX.

3154 nopsigkoBbii  HOomep (sequence number):  [OMONHUTENIBHOE MOSE  A@HHBIX, COAEPXallee  umcro,
KOTOPOE M3MEHSIETCA NpeaonpeseeHHbIM CriocoboM OT COOBLLEHUS K COOOLLEHUIO.

3155 wugeHMdmKaToOp WCTOUHMKA W upeHTUdpukatop agpecata (source and destination  identifier):
MoeHTndoukatop, KOTOpbIi  MpUCBavBaETCA  KakaoMy O00BLEKTY. ITOT  MAEHTUGIMKATOP MOXET ObITb  MIMEHEM,
UMC/IOM  WAM  NPOU3BO/BHOM  KOMOMHALWE [BOWMYHLIX CMMBOJSIOB. JTOT uAaeHTUdwmkatop 6yaeT  1cnonb3oBaTh-
CA [nA cBsA3aHHOM C Ges3onacHocThio nepefaun. OBGbIMHO MAeHTUCDUKATOP [00aBNsSETCS K AaHHbIM  MOMb30Ba-
Tens.

4
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3156 cuctemartmyeckuii  otkas  {systematic failure): OTkas, KOTOpPbI HEOAHOKPATHO MOBTOPSIETCA  MpU
HEKOTOPOli  ONpefieNIeHHO  KOMOMHAaLWMM  BXOJOB WM /11 HEKOTOPbIX OMnpefesieHHbIX COCTOSIHWN - OKpyXatoLLeli
cpeapl.

3.1.57 yrposa (threat): MoTeHuMaibHoe HapyLLeHne 6e30MacHOCTH.

3158 BpemeHHada MeTka (time stamp): VHopmauysi O BpemeHn nepegadn, NPUCOEAUHEHHas K Co-
OO6LLEHNIO OTTPaBUTESIEM.

3159 axtyanbHoCcTb (timeliness): CocTosHWe, B KOTOPOM MHpopMaumMsi [OCTyNHa B HYXHOe Bpems B
COOTBETCTBUW C TPEGOBaHUSAMM.

3.1.60 ko4 nepegaun (transmission code): JonosnHutenbHas  MHpopmauus, KoTopas  pobasnsercs K
CBAI3GHHOMY W He CBSi3aHHOMY C 6e30MacHOCTLIO COOGLLEHWIO HE3aLLMLLEHHON CUCTEMbl Mepefayun W rapaHTu-
pyeT Le/I0CTHOCTb CO0BLLIEHUS BO BPEMSI Nepesaqnl.

3161 cucrtema nepegaum (transmission system):. Cnyxba, ucrnonb3lyemas npuwiokeHnem Ana  nepe-
Jaun  MOTOKOB COOOLLEHUI MeXay HECKOSIbKMMU —Y4YaCTHVMKaMK, KOTopble MOMyT OblTb  WCTOYHVKaMW WM npu-
EeMHVIKaMm1 MHchopMaLmn.

3.1.62 poBepeHHbii  (trusted): O6GnagatoLmMii  CBOMCTBaMK, KOTOPbIE WUCMOMb3YHOTCA B KAa4YecTBe Aokasa-
TenbCTBa Npy 0becneyeHn AeMOHCTPaLMM 6e30MacHoCTU.

3.1.63  HecaHKUMOHMpOBaHHbI  docTyn (unauthorised access): CuTyauysi, € KOTOPO/A K  MHcphopmaumm

No/b3oBaTeNil WM K MHAQOPMaLMM B CUCTEME Mepeaqdn WUMEeT [OCTyn WuiM ee W3MEHSIIOT /vua, He Haae-
NEHHbIE MOSTHOMOUMAMU, UM XaKepb!.

3164 paHHble nonb3oBatenst (user data): [JaHHble, KOTOpble MNPEACTaB/SHOT COCTOSHASI WM COObITUA
mpouecca nosb3oBatens 6e3  fl06bIX  JOMOMHUTENbHBIX [aHHbIX. B cnydyae nepefaunm  Mexay CBA3aHHbIM  C
6e30MacHOCTLI 060PYA0BaHMEM [j@HHbIE MOML30BATENS COAEPKAT CBA3aHHbIE C 6E30MacHOCTBIO AaHHbIE.

3.1.65 noareepxaeHHoe coobleHe (valid message): CoobLieHusi, oopMa KOTOpbIX BO BCEX OTHOLUE-
HUSIX YOBNETBOPSIET 334aHHbLIM TPEGOBaHMAM Nosb30BaTesIs.

3.1.66 pocrtoBepHocTb (validity): CocTosiHue, KOTOpoe BO BCEX OTHOLUEHVSIX YAOBMETBOPSET  3a4aHHbIM
TpeboBaHUAM Nosb30BaTe/Isl.

3.2 CokparieHms

BEH — kopg Bose. Ray-Chaudhuri. Hocquenghem:
BME — OCHOBHbI€E OLLIMOKM COOBLLIEHNIA;
BSC — cMMMETpUYHBIN kaHan A41a nepeaaqn ABOUYHbIX AaHHbIX;
CAN — nokasibHast CeETb KOHTPO/11EPOB;
CRC — uyknnyeckasi npoBepka YETHOCTY € U3ObITOYHOCTLIO,
EC — EBponelickoe Co06LEeCTBO;
ECB — meTog, NpsiMoro LW1cppoBaHmns:
EMI — anekTpomMarHuTHbIe NoMexu;
PTA — aHann3 fiepeBa OTKa30B:
GPRS — cvicTemMa NakeTHOM paayiocBsiav OBLLETO NO/Mb30BaHUS,
GSM-R — rnobanbHas cucteMa MobWbHON CBSI3N Ha YXesie3HOo opore;
HE — onacHble cobbITus;
HW — annaparHsle cpeacrsa:
IT — mHdOPMAaLMIOHHbIE TEXHO/TOTN;
LAN — noKauibHas BblYMCIMTE TbHASA CETh;
MAC — kof ayTeHTUthMKaLWIM COOBLLIEHWIA;
MDC — Kkog, 06Hapy)XeHNS1 MaHUMYIALWIA:
MD4. MD5 — a/ropuTMbl NpeacTaB/IeHNs COOBLLEHMS B KPaTKO hopMe;
MH — ocHoBHasi OnacHOCTb;
MTBF — cpefHss HapaboTka Ha OTkas (Mexay oTkasamu);
MVB — yHuBepcasibHasA LUMHA NOABWKHOMO TPAHCMOPTHOIO CpeacTaa:
PROFIBUS — BbICOKOCKOPOCTHas! LUMHA LiddpOBOro TEXHO/TOMMYECKOro 060pYA0BaHIS;
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QSC — g-apHblii CUMMETPUYHBIN KaHaT,
RAMS — 6€30TKa3HOCTb, FOTOBHOCTb, PEMOHTOMNPUIOAHOCTL 1 6e30MacHOCTb;
SIL — ypoBeHb No/IHOTbLI 6e30MacHOCTY;
SR — cBsi3aHHbIi ¢ 6e30MaCHOCTLHO;
SRS — cneuyidmkaumm TpeboBaHuii 6e30MacHOCTY;
SW — nporpammHoe obecrneyeHue;
TX — nepegaya (LaHHbIX);
UTC — BceMMpHOE KOOPAVHMPOBAHHOE BPEMS.
WAN — rnobasibHast ceTb nepeaaqm aaHHbIX:
Wi-Fi — Toprosas Mapka A1 ceTeil Ha 6ase |[EEE 802.11.

4 JTas/IoOHHadA apxXuUTekTypa

Hactoswmin  ctaHpapT onpefensiet TpeboBaHusi 6Ge3onacHOCTM 411 6e30MacHO  KOMMYHMKaLMM — Mexay
CBSI3aHHbIM C 6E30MacHOCTE  060pYAOBaHMEM 4Yepe3 CcucTeMy Mepefayus, Kotopas MOXeT ObiTb /60  3a»
KpbITO, /B0 OTKPLITOA. B 060MX cnyyasix K CuUCTEME MepefauM MOXET ObiTb MOACOEAVHEHO Kak CBSI3aHHOe
¢ 6e3onacHOCTLIO, Tak W He CBA3aHHOEe C 6Ge3omacHOCTbi0  0bopydoBaHMe. Hactoswmii  pasgen  onvcbiBaeT
BO3MOXHbIE  KOH(DUIypaLuM  CBSI3aHHbIX C  6E30MacHOCTB  KOMMYHVKaUMA € cucTemMax —nepefaqy,  BKIHuast
onpefeneHve nepegaBaeMblX  PYHKUMOHasbHBIX — 6/10koB.  [anee 6yayT — onpegernieHbl  KOHKpeTHble  Tpebosa-
HUS. KOTOPbIM A0/DKHbI YAOBIETBOPSATL 3TN G/10KN.

O6lee npeactaeneHve (On9 OTKPbITOM W 3aKpbITO CUCTEMbI MEpedays) OCHOBHOW apXWUTEKTypbl MOKa-
3aHO Ha pucyHke 1. rge BCE KOMMYHUKAUMOHHbIE 3/IEMEHTbI COEAMHEHbl COMIacHO MHGOPMALMOHHOMY MOTOKY
obmMeHa CBA3aHHOM C 6e30MacHOCTLI0  MHIopMauveli Mexay CBs3aHHbIM € 6e30MacHOCTbI0  060pyA0BaHVEM.
Ha pucyHke 1 Taioke nokasaH He CBfi3aHHblA C 6Ee30MacHOCTLIO MHTEPCEeNC, KOTOpbIi He Bcerja MpuCYTCTBYET.
O6bIMHO OH MOXET ObiTb WCMOMb30BaH A/19 ANArHOCTUYECKMX COOOLLEHUI, HanpaB/sieMbIX B LEHTP Texobcsy-
YXUBaHWS.

MoMUMO WCTOYHMKA W MyHKTA Ha3HAYeHWs1 CBs3aHHOW C 6e30MacHOCTbI0 KOMMYHVKALWW  STasloHHast  ap-
XUTEKTypa MPEeACTaBMseT CBA3aHHYH0 C  0E30MacHOCTbI0  CUCTEMY KOMMYHVKaLMK, KOTOpasi MOXET ObiTb  pas-
JeneHa Ha;

- CBfizaHHble C 06e30MacHOCTLI0  (PyHKUMM nepefayun, BbIMOSHSEMbIE Ha CBSI3aHHOM € 6e30MacHOCTHH
obopyfoBaHAW.  3TM  COYHKUMW  TapaHTUpYOT — [OCTOBEPHOCTb, LIEMOCTHOCTb, aKTyanbHOCTb W MocnefoBaresib-
HOCTb [iaHHbIX,

- CBfi3aHHble C (GEe30MacHOCTBIO  KpunTorpadpyyeckue MeToAbl, KOTOpble 3allMILAOT  CBA3aHHOE € 6e3-
OMacHOCTbI  coobLeHre. OHM MOTyT OblTb pean3oBaHbl WM B CBA3aHHOM C 6e30MacHOCTB0  060pYyAoBaHNN,
WM BHE 3TOr0 06OpyAOBaHMS, HO A0/DKHbI OblTb MPOBEPEHbl METoAaMu 6e30nacHOCTU. 3T MeTodbl 3awylia-
0T CBfi3aHHOEe C 6e30MacHOCTHLI0 COO0OLUEHVMe B cucTemMe nepefaqn Kareropum 3 M He MCMOMB3YKHOTCA B Crlyyae
cucteMbl nepegaqn Kareropuii 1 nnm 2.

* He CBfi3aHHble C 6e30MacHOCTbI0, OTKPbIThbIE WM 3aKpbITble CUCTEMbI Mepejadqn, KOTopble MOryT camu
BK/IHOUATb B CE651 ChyHKLMN 3aLLMTbI Nepefasn Winim doyHKLMM 3aLyThl AOCTYNA.

XapaKTepncTuk/ 3aKkpbITbIX cucTeM nepegadn (Kateropuws 1) cnegytolme:

* UMCNO 3MIEMEHTOB, MOACOEAVHEHHOTO 060pyAOBaHMS (WM CBSA3aHHLIX C 6E30MacHOCTbIO, WM He CBS-
3aHHbIX) K CICTEME Nepesayn, 3BECTHO M (PVKCUPOBAHO;

* PUCK HECAHKLIOHUPOBAHHOIO AOCTYMNa CYUTAETCS HE3HAUMNTESTbHBIM:

e (hu3nyecKMe XxapakTEpPUCTMKA CUCTEMbI Mepefaun (Hanmpumvep, cpefbl nepefjadqn, OoKpyxawl@aa cpeaa,
NPeAyCMOTPEHHbIE B MPOEKTE, U T. A1) COUKCUPOBaHbI Y HEM3MEHHbI B TEHEHWE XU3HEHHOTO LIK/Ta CUCTEMBI.

OtKkpbITast cuctema nepegaun  (Kateropuss 2w 3) MOXET WMETb HEKOTOpble WM BCe  Criedytolime
XapaKTepUCTUKM:

- 3/IeMEeHTbl, KOTOpble UMTAKOT, XpaHAT, 06pabaTbiBAlOT WM PETPaHC/MPYIOT  [aHHble, CO3A4aHHble U
npeacTaBneHHble  MO/b30BaTeNIsMA  CUCTEMbI  MEPefayM B COOTBETCTBMM C MPOrpavMOld, He W3BECTHbl M0/b30-
BaTe/to. Ymcno nosb3oBatenieli OObIMHO Tawke HEeW3BEeCTHO, M C OTKPbITOA CcucTeMoli nepefaqnm MOXET ObiTb
COEOVHEHO CBSI3aHHOE U He CBs3aHHOe C 6e3omacHOCTLI0 Ob6opyfoBaHME U 060OpyAOBaHWE, KOTOpPOEe He CBS-
3aHO C XENe3HOAOPOXHbIMY MPUMEHEHNSMMY;
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cpedbl nepefjadn  I06OT0  TUNA C  XapakTepucTvkamy  nepegayum W YyBCTBUTESTBHOCTBIO K - BHELLHVM

B/IMSIHWSIM, KOTOPbIE HEN3BECTHbI MOJ1b30BATESHO:

* CUCTEMbl YMpaB/EHUs CETbI0 U CUCTEMbl MEHEMKMEHTA BbINOMHAT  MapLpyTisaumio (M AuHaMunde-
CKOe UM3MeHeHWe MapLupyTa), OOMEHMBAIOTCS COOOLLEHVMSIMM MO /1l06oMy MyTW, CHOPMUPOBAHHOMY B  cpefe
nepefauM OOHOrO TunNa WM B cpefax Nepefayus HECKOSbKMX TUMOB MEXAy KOHLAMM OTKPbITO CUCTEMbI nepe-
[Jauv B COOTBETCTBWM C MPOrPamMMOii, He M3BECTHO NO/b30BATENIO;

e [pyrve nosb30BaTenM CUCTEMbI MNepefaun, He W3BECTHble paspaboTuMKy CBS3aHHbIX C  6e30MacHOCTbH
NPUIOXEHUIA, OTNPaBNSIOT HEM3BECTHbI 06EM MHADOPMALIMM B HEM3BECTHLIX (hopmarax.

OTkpbiTass cuctemMa nepegaum  Karteropyum 3 MOXET ObiTb  NOABEPXKEHA HECAHKLWIOHMPOBAHHOMY — [OCTYNY
CO 3/10HaMepeHHbIMY LIENSAMN.

JTa/loHHasi  apxuTeKTypa He OrpaHVMuMBaET —peasv3auyy; BO3MOXHbl  pa3/iMuHble  CTPYKTYpbl, CM. Npu-
Mepbl B NpunoxeHn1 Cue yactHocTv C.5 /151 He CBA3aHHbIX C 6e30MacHOCTBH0 COOBLLEHNIA.

5 Yrpo3sbl AN CUCTEMbI Nepeaayn gaHHbIX

OCHOBHOIN OMACHOCTbIO [Nl CBA3AHHOV C  Ge30MacHOCTbI0  KOMMyHVKaUMKM  SIBNISIETCA  OTKAa3 B MOJyYeHWN
MOATBEPXKAEHHOTO  COOOLLEHUs, TO €CTb WMETb [AOCTOBEPHOE, LE/IoCTHOe, Moc/edoBaTeslbHoe U akTyasibHoe
COOOLLEHME HA CTOPOHe nonydyarens. Hactoswmii  cTaHfapT paccMaTpyBaeT Yrpo3bl, BO3HMKAKOLWWE B  CUCTe-
Me nepejadn, [ 3TUX CBOWCTB COOOLLEHMS.. YTposbl CBA3AHHOIO C 6GE30MacHOCTLH  060pYAOBaHMS  HEOGXO-
[JVIMO paccMaTpmBaTh B COOTBETCTBUM C MOK 62425.

OpHako COOTBETCTBME TPeOOBaHWSIM  HACTOSILETO CTaHapTa He 3alyaeT oT  NpeAHaMEpPeHHOro W
HenpeHamMepeHHOro  HenpaBWILHOMO  UCTIO/b30BaHMS,  BO3HMKAIOLLErO  U3-3a  HEaBTOPW30BaHHbIX  MCTOYHMKOB.
IMpw gokKazaTenbCTBe 6e30MacHOCTN HEOBXOAYIMO paccMaTpyBaTb 3TV BOMPOCHI.

B npunoxeHne A BKIOUYEHA [OMOMHUTENbHAS WHGOPMaUMs C  PYKOBOASLMMM  YKa3aHUsMKA MO  aHa/m3y
YIpO3 1 JokaszaTenbCTBy 6GesonacHoCT. OpfHako HeobXoAMMO MOAYEPKHYTb, UTO A1 KakAaoro Mpoekta Aon-
XEH OblTb BbINOHEH aHa/M3, TaK KaK. HECMOTPS Ha TO. YTO MOXET ObiTb WCMOMb30BaHa METOAOIOMNA aHa/m3a
OLLMBOK COOBLLIEHNS 13 NPUIOXKEHMS A. OHa cama Mo cebe He 0653aTe/bHO ABNSETCS NOJHOM.
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OnacHble NAEHTUMLMPOBAHHbIE COBLITUS MOTYT BK/IHOUATb:

* cUCTEMATNUECKMIA OTKA3;

* 006pbIB NPOBOAHKOB:

* OLLMOKN KaBebHbIX COeANHEHIA;

* OLLMOKA OPUEHTVPOBAHNS AHTEHHbI;

* MOTEPSI NPOV3BOAUTESBHOCTY;

* C/lyyaliHblli OTKa3 1 CTapeHMe annapaTHbIX CPEACTE;

* OLLUMOKA YesloBeka;

* OLLUMGKa 06C/TY)KMBAIOLLIErO NEpPCoHana:

- EMI;

* MEPEKPECTHbIE NOMEXY;

* TEMN/IOBOWA LLYM;

* MOCTENEHHOE YXy/LLEHNE CBOIACTB;

* Meperpyska CUCTEMbI Nepeaauqn:

* MarHuTHas 6yps;

* roxap;

* 3eM/ETPsICEHVE:

* MOJHUS.

a TaKKe Co3HaTe/IbHO BbI3BaHHbIE COOLITHS TaK/E Kak:

* MepexBatbiBaHye MHopMaLyK B MPOBOAHBIX JIMHMSIX:

* MOBPEXAEHVIE WM HECAHKLIMOHMPOBAHHOE U3MEHEHVIE annapaTHbIX CPEACTB;

* HECaHKLIOHMPOBAHHOE M3MEHEHNE MPOrPaMMHOr0 0GecneyeHNs;

* KOHTPO/Ib KAHaJTOB;

* nepegaya HeCaHKLVIOHMPOBaHHbIX COOBLLIEHWIA.

OpHako, HECMOTPSI Ha TO. YTO CyLUECTBYET LUMPOKMIA CMEKTP BO3MOXHbIX OMACHbIX COObITUA, OCHOBHbLIMM
oLumMbKamMm CO0BLLEHNS, KOTOpbIE HOPMUPYHOT YIPO3bl 4151 CUCTEMbI NEPeAaYM, SABISOTCS CreaytoLLpe:

* MOBTOPEHUE;

* CTVpaHue;

* BCTaBKa:

* MepeynopsiaoUVBaHiE;

* MOBPEXAEHVE;

. 3adepxKa:

* rogMeHa.

Tabnvua A.1 npegaraet, kakue yrposbl 415 CUCTEMbI Nepeaaym MOryT ObITb Bbi3BaHbl KaXKObIM U3 3TUX
TWUMNOB OMacHbLIX COBLITUIA. VAEHTIMLMPOBAB OMacHbIe COObITYS, HE 3alVLLEHHbIE APYTMMI CPEACTBaMM U
KOTOpblE MOTYT MPOU30IATY 4/151 pacCMaTpyBaeMOli CUCTEMBI, Takast Tab/nLa MOXET UCTO/b30BaTLCS B Ka-
YECTBE PYKOBOACTBA /151 MAEHTUCOUKALIN YTPO3, KOTOPbIE A0/MKHbI ObITb PACCMOTPEHBI 47151 3TOI CUCTEMBI.

Tabnmua A.1 He COAEPKNT BEPOSITHOCTU BO3HUKHOBEHMST; 3TO JO/HKHO ObIThb YaCTbH aHaIM3a yrpos.

6 Knaccudpumkauus cuctem nepeaaym AaHHbIX

6.1 O6LLMe NonoXeHus

JaHHblli  pasgen  onpefenser Mpouecc, KOTOpblA  OyAeT MCMonb3oBaTbCA A1 Klaccugomkaumm  Bcex  cu*
CTeM nepefauv, WAEHTUDMLMPYS BakHble /19 TakMX CUCTEM Yrposbl, KOTOpble BAUSKOT Ha BbIGOp 3aWMT A/1s
VX UCTOMb30BaHMA B NPUIOXKEHNM, 0GECTIEUMBAIOLLEM GE30MACHOCTb.

6.2 O6LuMe acnekTbl knaccndmkaumn

CylLecTBYeT MHOMO (PakTOpoB, KOTOpble MOIYT B/MSATb HA Yrpo3bl CBA3AHHONW C  6GE30MacHOCTHLI0  KOMMY™*
HUKaLIMOHHOM cucTeme.

Hanpvivep, BO3MOXHO, 4TO YC/yrM nepefaqs MoryT 6blTb OKasaHbl MO/b30BATEN0  CUCTEMbI  CUTHa/IN3A-
UMM OT YacTHbIX WM O06LWEAOCTYNMHbIX TENEKOMMYHVKALMOHHBIX MOCTABLUMKOB YC/yr. B COOTBETCTBMM C  Taku-
MM KOHTpakTaMy MO MPeLOCTaB/IEHUD YC/yr OTBETCTBEHHOCTb MOCTaBLMKA YCiyr 3a  0GecreyeHue rapaHTu-
pOBaHHOI MPOV3BOAMTENBLHOCTV CUCTEMBI NEpeaaqn MOXET ObiTb OrpaHUYeHa.
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Moatomy 3HaueHue yrpo3 (U. crefoBatesibHo, TPeGOBaHWA K 3aluTe OT HUX) 3aBUCMT OT  OCYLLECTB/IsB*
MOI4 Nosb30BaTeNeM CTENEHN YNpaB/eHNs CCTEMOI Nepesayuu, BKouas cneaytoLLme Bonpoch!:

*  TEXHWYECK/e CBOWCTBA CUCTEMbI, BK/HOYAs rapaHTUM HafeXHOCTV WM AOCTYNHOCTM K CcucTeme, Ypo-
BEHb XPAHEHWS [aHHbIX, CYLLECTBYIOWWMA B cucTemMe (KOTOpbIA MOXET B/VSITb HA 3a4epwky WM  nepeyrnops-
[04MBaHVE COOBLLIEHMIA);

*  CTabWIbHOCTb MPOM3BOAMTENILHOCTM CUCTEMbI Ha BCEM BPEMEHW €ee 3KCrulyatauum (Hanpuvep, Bored-
CTBME BbIMOSIHEHWSI M3MEHEHWA B CUCTEME W M3MeEHeHW A B 6ase [aHHbIX MOMb30BaTesis), a Takke BVsHVE 3a-
rpy3ku1 Tpadomka ApyrmMm Nosis30BaTensiMu;

- [OOCTyn K cucTemMe B 3aBUCKMOCTM OT TOro, 4acTHasd /M CceTb WM O6LefocTynHas, NpeaocTaBseMas
orneparopy CTefleHb  YNpaB/fieHus AOCTYNOM A/ ApYruX  Mofb3oBartesiell, BO3MOXHOCTA /11 HENpaBWIbLHOMO
UCMO/b30BaHMSE  CUCTEMbI  APYIMK  MOJb30BaTENSMM, a Takke BO3MOXHbIA [OCTYNn  CrieusasmMctoB Mo o6eiy-
YXVIBAHWIO [1/151 PEKOHDMIYPUPOBaHMSI CUCTEMBI M NOJTyYeHME AOCTyNa K cCaMoii cpeae nepeaaudn.

B COOTBETCTBUM C 3TVMM NPOG/IEMaMMN MOTYT GbITb ONPEAEEHbI TPU KATETOPUM CUCTEM MepeiaYm.

6.3 Kputepum KnaccudpvkaLpm cuctem nepeaadn

6.3.1 Kputepum cuctembl nepegayum Kareropum 1

Cuuraetcs, 4TO cucteMa nepedayn vmeeT Karteropuio 1. ec/m  BbIMOSHEHbI Credytolve  npeasapuTesib-
Hble ycnosus (ITY).

My1l. Yvncno eayHUL, NOACOEAMHAEMOrOo O06OpyAOBaHMS (WM CBA3AHHOTO, WM He CBSA3aHHOTO € 6esonac-
HOCTbIO) K cuCTeMe nepefaus W3BECTHO W (oMKCMpOBaHO. [locKosbky CBSi3aHHas C  6e30MnacHOCTbI0  KOMMYHM-
Kauys 3aBUCUT OT 3TOM0 MapaveTpa, To TpebosBaH/e O MakCUMaslbHOM KOMYeCTBe eauHuL,  06opyaoBaHus,
KOTOpOEe paspelleHo CoeauHATb BMecTe, OyaeT BKIOYEHO B cneuudwkaumio  TpebosaHwii  Ge3onacHoCTM B
KauyecTBe npenaBapuTesibHOro  ycnosus.  KoHdurypaumss cuctemMbl  [o/bkHa  OblTb — OnpefenieHa/BKloveHa B [0-
KasaTenbCTBO 6e3omacHoCTU.  JIoGOMYy  MOCNEAYIOWEMY  M3MEHEHUIO  3TON  KoHdoUrypauv  OO/DKEH  npepule-
CTBOBATb aHa/M3 €10 B/MSHWA Ha A0Ka3aTe/IbCTBO 6e30MacHOCTI.

My2. Xapaktepuctvky cuCTEMbl Mepefayn (Hampumep, cpedbl fepefayn, BHELWHeA cpedbl C  Havxyawu-
MV YC/IOBUAMW W T. [A.) W3BECTHbl M (pUKCUMpoBaHbl. OHW  [O/DKHbI COXPaHATLCA BO BPEMSA XU3HEHHOTO LKA
cucteMbl. ECnm go/mkHbl  GblTb  M3MEHEHbl OCHOBHbIE MapameTpbl, KOTOpble WCMO/b30BaVIMCh B [AoKasaTeslb-
cTBe 6e30MacHOCTY, TO BCE CBSA3aHHbIE C 6e30MacHOCTBI0 acrnekTbl A0/MKHbI ObITb PACCMOTPEHbI BHOBb.

MY3. PUck HeCaHKLMOHMPOBAHHOIO AOCTYMa K cUCTEME Nnepesayun A0/MKeH ObITb HE3HAUUTESIbHBIM.

Ecrm  cuctema  nepepauv  yYOOBMETBOPSET  BCEM  BbiLLEYNOMSAHYTbIM  MpeasapuTesibHbIM - YC/I0BUAM,  TO
MOXHO CuMTaTb, YTO OHa MMeeT Kateropmio 1 u ABMSETCA 3aKpbITOW CUCTEMONM, W MOSTOMY OHa [O/DKHA COOT-
BETCTBOBATH 0ObIYHO COKpaLLEHHOMY Habopy NMPOLLECCOB 1 TpeboBaHWiA, MpeAcTaBeHHbIX B pasaene 7.

6.3.2 Kputepum cuctembl nepegayum Kareropum 2

Ecrm cuctema nepepaun He yposnetsopser Y1 wwm Y2 m3 6.3.1, HO yposretBopseT [Y3. TO MOXHO
cuiTatb, 4TO OHa MMeeT Kareropuio 2 U SBNSETCA OTKPLITOA CUCTEMON, MO3TOMy ee HeobGXOAMMO OLEHVBaTb
60/1€€ 06LUMPHbLIM HABOPOM MPOLECCOB 1 TPEOOBaHWIA, MPEACTaB/EHHbIX B pasaene 7.

6.3.3 Kputepum cuctembl nepegaum Kareropmum 3

Ecrm cuctema nepemaus He yposnetsopser Y3 w3 6.3.1. TO MOXHO cuutarb, YTO OHa umeeT Kartero-
puio 3 N ABNSETCA OTKPLITOA CUCTEMON, MO3TOMY €€ HEeobXOAVMO OLEeHVBaTb MOMHbIM Habopom MNPOLECCOB WU
TpeboBaHuiA, NPeACTaB/MEHHbIX B pasgene 7.

6.4 Cuctembl nepeaayn v yrpossbl

3HayeHVe yrpo3 A/19 CBA3aHHONW C 6e30MacHOCTbI0  KOMMYHUKALWIOHHOW CUCTEMbl OO/DKHO OblTb  OLEHEHO
B COOTBETCTBUM C BO3MOXHOCTAMU YNpaB/ieHsl CCTEMON NepeaaUn, KOTOPOe OCYLLECTB/ISIET NO/b30BaTE b.

Yrposbl, onpefeneHHbie B pasgene 5. MpUMEHMMbl KO BCEM KaTeropusim CUCTEM nepefaqun, 3a WCKYe-
HMEM MOAMEHbI, KOTOpasi MPMMEHVIMA TOSTBKO K OTKPLITON cUCTEME nepesaqn.

B T1abruue B.1. npwiokeHve B. npefctaBneH npumep Kkiaccudpvkalmm  cucteM Mepefaus JaHHblX, a B
Tabnmue B.2 faH Npymep OTHOLLIEHNST Yrpoda/kaTeropusi.

MprMeHUMOCTb pa3aesia 7 3aBUCUT OT KaTeropyn CUCTEMbI NepeaaUdn.
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7 TpeboBaHUA K 3aymTe

7.1 O6Lwme nonoxeHus

PaHee pOns cuicTeM nepefjauM  [aHHbIX (CBA3aHHbIX W HE CBSI3aHHbIX C 6e30macHoCThio) 6Gbum  mped*
NOXEHbl  OnpefenieHHble  MeToAbl  3aluTbl OT Yrpo3. 3T MeTofbl MPeACTaBnsioT  «OUOMMOTEKY»  BOMOXHbBIX
METOAOB, KOTOpble AOCTYMHbI Af17 paspaboTuMka CuCTeM YNpaBfeHWs WM 3aWwuTbl M UCMONL3YHTCA Ana  obe-
CMEeYEHVIS1 3aLLMTbI OT KaXKA0I 13 NEPEUMC/IEHHBIX BbILLE YTPO3.

Ona CHWkeHVs puCKa, CBA3AHHOTO C MEepeuYncrieHHbIMU B MpedblaylleM pasfefnie  yrpo3amu, B OTKPbITbIX
N 3aKpbITbIX CUCTEMAaxX nepejaqn, HeobXoAMMO pacCMOTPEeTb W A0BECTM [0 YPOBHSA, Tpebytowerocs Ana npu-
MEHeHVs1. cneayroLLye oyHAaMEHTa bHbIE Cy)X6bl 6e30MacHOCTH, 06eCNeUMBaLOLLME:

* [I0CTOBEPHOCTL COOOLLEHNS;

* LIe/TOCTHOCTb COOBLLEHNST;

* CBOEBPEMEHHOCTb COOBLLIEHUS;

* 10CNeA0BaTe/IbHOCTb COOBLLEHWIA.

Bbin BblaeieH cneaytoLLmin Habop U3BECTHLIX METOAO0B 3aLLNTI:

a) MopsiaKoBbI HOMEp:

b) BpemeHHast MeTKa;

C) Taim-ayT;

d) naeHTMGIMKATOPbI NCTOYHMKA U MYHKTa Ha3HAYEHUS,

€) CoobLLEeHVe 06PaTHOM CBA3M;

0 npoueaypa naeHT1dmKaLmm;

[) KOg, 3aThbl;

h) kpunTorpadomyeckvie meTopl.

Pap npobnem apxutekTypbl [O/DKeH OblTb PacCMOTPEH [151 KOHKPETHOTO MPUMEHEHVS W MOATBEPXAEH B
[JokazaTernbCTBe 6e30MacHOCT, HanpuUMep:

- YCroBMSI 4711 YTBEPXKOEHWS O COOTBETCTBMM W MOAJEPKaHWS COOTBETCTBUS CUCTEMbl nepefaum Kare-
ropvn 1 win 2 npeasapuTesibHbIM YCIOBUSIM;

* KpUTEPWW pa3geneHnst CUCcTeM Nepeaaqn pasinyHbIX KaTeropuin Mexay co6ol;

- YCTOAY/BOCTb CUCTEM MepefauM K OTkasy B OOCMYXMBaHUM, BO3HMKAIOLLErO B pesynbTarte UHGopMa-
LIMOHHbIX aTaK. Hanpymep, HE0BXOANMOCTb UCTONBL30BaHUs GpaHaMay3poB.

B ortHoweHWM nepeuncnenus h) cnesyetr oTMETWTb, YTO 06/71aCTb  MPUMMEHEHMS] HACTOSILLEro  CraHgapTta
He BK/tovaeT 0bLLme npobiembl 6e3onacHocTy AT-cuctem:

* paccmaTprBaloTCs ataki TO/bKO BO BpeMS CTaum 3KCrlyaTaLmm;

* B HacTOsLLEM CTaHOapTe pacCMaTpMBAlOTCA TO/bKO aTakW, BbIMOJHAEMblE COOBLLEHUAMY, Ha CBSi3aH-
Hble ¢ 6e30MaCHOCTHLHO MPUMOKEHNS.

OpfHako nomTUKa obecneyeHys 3aLLyTbl NOHOrO A0CTYNa A0/HKHA YHECTb:

* npoLeaypb! ¥ BONPOCH! 06CTy)XBaHNS 3aLLMTbI JOCTYNa:

* YTO YA3BMMOCTb MPOrPaMMHOrO OGECreveHUst He paccMaTpuBaeTcs [ns CBA3AHHOrO € 6e30MacHOCTbIO
MPUIOKEHUS,

* KOHOMAEHUWATBLHOCTL MHGbOPMaLWIN.

7.2 O6Lume TpeboBaHMs

721 [OomkHbl OblTb O6ecrieveHbl COOTBETCTBYHLLUME CPEACTBA 3allMTbl OT BCEX OMpefesieHHbIX Bbille
yrpo3 6e3onacHocTV A1 CUCTEM, UCTOMb3YIOWMX OTKPLITYIO WM 3aKpbITylo  cucteMy nepegaqn. Jliobble npes-
MOSIOKEHVA  Yrpo3, KOTOpble WrHOPUPYIOTCH, [O/MkHbI ObiTb  OOOCHOBaHbl W 3aperycTpupoBaHbl B JoKasaTteslb-
cTBe 6esonacHoCTW. B npunoxeHun A npeactaBfieH BO3MOXHbIA CMWCOK Yrpo3, KOTOPbIA MOXHO MCMO/b30BaTb
B Ka4eCTBe pPyKOBOACTBA.

722 [EcnvM peamsyeTcsd KOMMYHUKAUMS Mexay MNpWIOKEHUAMK, CBA3aHHbIMM C 6e30MacHOCTBIO, U Mpu-
JIOKEHUSIMA. He CBA3aHHbIMM C 6e30MacHOCTbIO, Yepe3 ofaHy W Ty Xe CUCTeMy nepejaqv AaHHbX, TO MpumMe-
HAIOT crefytoLye TpeboBaHus:

- ana  3awmt  6e30nacHOCTW, peayiv3yemblX CBA3aHHbIMW € 6e30MacHOCTLI0  YHKUMAMM  Mepefayun,
JO/MKHO ObITb  MPOAEMOHCTPMPOBAHO, 4YTO OHM  ABASKOTCA  (PYHKUMOHA/IbHO  HE3aBUCMbIMU - OT  3aluuT, peasiu-
3yeMbIX He CBSA3aHHbIMU C 6e30MacHOCTBHO OYHKLMAMY;

* CBfi3aHHble W He CBA3aHHble C 0e30MacHOCTLI0 COOOLLEHUA [OO/MKHbI MMETb pasHble CTPYKTYpbl, Tak
KaK B CBSi3aHHbIX C 6GE30MacHOCTH0 COOBLLUEHMSX MPUMEHSIETCA KOA 3alluThbl. JTOT KOA 3alumTbl AO/DKEH OblTb
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CMoCOGEH 3aWWTUTL CUCTEMYy A0 TpebyemMoi MosfHOTbI Ge3onacHocT (cM. 7.3.8). Tak YTO He CBsi3aHHble C 06es*
ONacHOCTLHO COOBLLEHVISt HE MOTYT ObITb NOBPEX/EHbI B CBA3AHHBIX C 6830MaCHOCTHHO COOOLLIEHMSX.

7.2.3 TMogpobHble TpeboBaHUA 47151 3aLLMT, HEOOXOAUMbIX A/15 NPUIOXKEHWS, IOMKHBI YUUTLIBATD:

. YPOBEHb pUCKa (YacToTa/Moc/ieACTBIE), ONPeAeieHHbIN /151 KaX/I0M onpeAeeHHO Yrposbl, 1

. YPOBEHb NOMHOTbLI 6E30MaCHOCTM COOTBETCTBYHOLLIMX @HHbIX 1 MpoLiecca.

B npunoxeHun C npeactaBfieHbl ykasaHUs MO BblIOOPY W3BECTHbIX B HACTOsilLee BpeMs MeTOAOoB 3allu-
Tbl OT yrpo3. [lpy BbiGoOpe 3aWWTbl HEOOXOOMMO TLATESIbHO MpoaHauM3MpoBaTb  BOMPOCh!  3GIEKTUBHOCTH,
PaCcCMOTPEHHbIE B 3TOM MPUSIOKEHUN.

724 TpeboBaHVsi K HEOOXOAUMbIM 3allyTaM [O/MKHbl ObiTb BKIKUEHbI B creuydikaumio Tpe6GoBaHWiA K
cucteme M B cneundpvkaumio  TpeboBaHMiAi  6€30MacHOCTM  CUCTEMbl 151 OMPESENIEHHOT0 MPWIOKEHNS W [OO/K-
Hbl CcHOPMMPOBATL UCXOAHYIO WHChopMauwio a1a  pasfdena  «ObecnedyeHve npaBuibHONM paboTbl»  Aokasareslb-
cTBa 6e30MacHOCTY A/19 3TOr0 NPUMOXEHWS.

725 Bce 3awmibl O0/MKHbI ObiTb peasi30BaHbl COMacHO TpeboBaHWAM, onpedeneHHbiM B M3K 62425,
310 noapasymMeBaET, YTO 3aLLNTbI:

e OyayT peas30BaHbl MOSMHOCTBIO B CBSA3AHHOM C 6e30MacHOCTLIO  060pyaoBaHMM nepefayus (C - BO3MOX-
HbIM UCK/OYEHNEM HEKOTOPOV KpUMTorpadimyeckoi apxutekTypbl, cm. 7.3.9 1 C.2);

- OygyT (OyHKU/OHaUIBHO He3aBMCKMbl  OT  YPOBHENM, WCMO/Mb3yeMblX B HE3alMLLEHHON cucTeMe nepe-
a4 JaHHbIX.

726 B nocnegylowmx nogpasaenax AaHbl obs3atenbHble  TpebGoBaHWS  A/19  KOHKPETHbIX — 3awmT. OHU
MPUMEHSIOTCS, EC/I 3Ta KOHKPETHAsA 3aLumTa UCTOosb3yeTCs.

7.2.7 Kpome onucaHHbIX B HaCTOALLEM CTaHAapTe, MOMyT WCMo/b30BaTbCA Apyrve 3aluThbl, Mpu  yCro-
BUW. YTO aHau M3 1X 3dCHEKTUBHOCTY NPOTUBOCTOSATb YrPo3aM BK/IFOUEH B J0Ka3aTeIbCTBO 6e30MacHOCTY.

728 [okazarensctBO (DYHKUMOHANBHOW UM TEXHWYECKON 6e30MacHOCTY A0/DKHO  BbIMOMHATLCA B COOT-
BETCTBUM C NPOLLEAYPOiA, onpeaeneHHon B MK 62425. Bkntovast:

* CO3/jaHVie NOJHOV MOJENMN OLLIMOKU:

* hopMmpoBaHue (OYHKLIMOHA/TEHOM creLmcmkaLmn Ha OCHOBE aHauM3a NMoJHOM MOZENMN OLLIMOKUA:

- aHa/I3 KaXKAOol 3aLLMTbI, UCTOMb3YeMOli B CBA3aHHON C 630MacHOCTbIO KOMMYHUKALINA:

* (hopMUpOBaHMEe peakLyn cUcTeMbI 6e30MacHOCTU B C/TyHae 06HapYEHHOM OLLIMOKA KOMMYHUKaLWNA:
cneundvkaums  TpeboBaHMiA K MOMHOTE 6e30MacHOCTV M pacnpefenieHne  3HaueHuin  YpOBHSA  MOJHOTHI
6e30nacHoCTH.

729 Togpaspgen 7.3 onpefenseT uvcueprnbiBaowmiA Habop 3awmr. OpfHako, 4711 cucTeM nepefaum  Kare-
ropmm 1 [ocTaTtoueH Creaylolwmin  COKpalleHHbI  Habop, Mo-MpexHeMy MOAAEPKVBAIOWLMA  (DyHAAMEHTa TbHbIE
CNy>6bl 6e30MacHOCTU:

- UOoeHTUMKaTOpbl WCTOYHUKA WWnM afpecata (B cnydae 6Gorblue, Yem OAHOTO OTnpaBuTens, Wum
60/bLLe, YeM OAHOro nosyyarens);

- MOPSiAKOBLIV HOMEP UMY BpeMEHHbIE METKM B 00beMe, HEOOXOAMMOM NMPUSIOKEHUIO; 1

- KO, 3aLUuTbL.

7.3 KOHKpeTHbIe 3aLpyThbI

7.3.1 O6Lyie NonoxeHus

Cnepyrolime nNyHKTbl COAEPXAT KpaTkoe BBEAEHME W TpeboBaHWS /11 KOHKPETHbIX 3allyT, KOTopble sB-
nstoTes acpPeKTVBHBIMA NPU MX  OTAEMBHOM  MPUMEHEHUM WM B KOMOGMHALUMKW, OT OAMHOYHbIX WM OGbeauHEH-
HbIX Yrpo3. [o/mKHbI ObITb MPUMEHEHBI BCE 0OLLIME YMOMSIHYTbIE BbilLE TPEGOBAHMS.

Bornee nogpoGHble OMMCaHMSA 3aWWT W OTHOLUEHMSI CO BCEMM BO3MOXHbLIMM Yrpo3aMu faHbl B CMpaBou-
HOM npunoxeHn C.

7.3.2 TopsiakoBbIii HOMEP

7.3.2.1 O6Lye NOMOKeHNs

Hymepaups  cooblieHuii  3akmovaeTcss B [0OaBMEHMM  O4YepefHOro  Homepa  (Ha3BaHHOrO  MOPSIAKOBbIM
HOMEPOM) K KaXAOMy COOOLLEHMO, KOTOpPbIMM OOMEHVBAKOTCA  OTNpaBWTENlb M Noyyatesib. 3TO  MO3BOMSET
noJTyyaTesnto NPOBEPsIThb NOCNeA0BaTe IbHOCTb COOBLLEHU, 06ECTIEYEHHbIX OTNPABUTENNEM.

7.3.22 TpeboBaHus

[okazarenbCTBO  6€30MacHOCT  AO/DKHO — AEMOHCTPMPOBATb — COOTBETCTBME — MpoLEcca  OnpegesieHHOMy
YPOBHIO NMOIHOTLI 6830MacHOCTY M MPUPOAY CBSA3aHHOMO € 6e30MacHOCTLI0 MPOLECCa, YUMTLIBaS:

* [/IMHY NOPSIAKOBOrO HoMepa:
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* YC/IOBYVIE A4/15 HULMaIM3aLn 1 MpeobpasoBaHmist MopsiAKOBOro HOMepa:

* YCrOBYViE BOCCTAHOB/IEHVISI MOC/IE NPepbIBaHNs NOCNeA0BATENLHOCTY COOBLLEHWIA.

7.3.3 BpemeHHas MeTKa

7.3.3.1 O6Lwye NoMoxeHnst

Korga O0OBLekT nonyyaer WHGIOpMauWio, 3HadeHve WHGopMauynm 4acto CBsi3aHO CO  BpemeHeM. CrerneHb
3aBVCMMOCTM  MeXdy WHdopMauven 1 BpeMeHeM MOXET pasimyatbCa  MeXay npuiokeHusMu. B HekoTopbIx
CNyyasx cTapas WHGopMauss MOXeT ObMb 6ecrionesHoli 1M 6esonacHoi, a e gpyrux Ccrydasx MHopMaums
MOXeT OblTb MOTEHUMa/IbHO OMacHOM /1 nosb3oBatesid. 8 3aBUCYMOCTM OT MOBEAEHWst MpOLEecCoB BO  epe-
MEHW. B KOTOPbIX NpOMCXOaUT OOMeH WHopMaumen (UMKIMYeCKUil, COObITUIAHLIA WM T. 4.) MOXEeT OT/m4aTbcs
U peLLeHme.

OfHO pelleHne, KOTOpPOe OXBaTblBAET OTHOLIEHVS WHOPMaLMs-BpeMsl, COCTOMT B TOM. 4TObbl A06aB-
NATb BPEMEHHble METKM K WHopMaumn. Takoi Bua, MHGopMaumy MOXET MCMO/b30BaTbCA BMECTO Wi BMecTe
C MOPSIOKOBbIMM HOMEpaMW B  3aBUCMMOCTV OT TpeboBaHWA MNpwWIOXeHUs.. PasfMuHoe WCMoMb30BaHMe METOK
BPEMEHM 1 X CBOICTB NokasaHo B C. 1. npunoxeHue C.

7.3.3.2 TpeboBaHus

[JokazatenbctBO  6€30MacHOCT  AO/DKHO  AEMOHCTPMpOBaTb — COOTBETCTBME — MpoLecca  onpeaesieHHoMY
YPOBHIO NMO/THOTbI 6e30MaCHOCTY M MPUPOAY CBA3AHHOTO C 6e30MacHOCTLIO MPOLECCa, YUUTLIBaS:

* 3Ha4EHMe NpupaLLEeHns BpeMeHU:

* TOYHOCTb NPUPALLIEHUS BPEMEHY;

* pa3wvep TalivMepa;

* abconoTHoe 3HaueHve Talimepa (Hanpymep. UTC nam ntobble apyrve rnobasibHble vachl);

- CYHXPOHM3aLMI0 TalIMEPOB B Pa3/INYHbIX 0OLEKTaX;

. 38[1EPXKKY MEX/Y BO3H/KHOBEHMEM MHCPOPMALWN 1 06aBIEHNEM METKN BPEMEHU K HE;

* 330epPXKKy MeX/y MPOBEPKO/ METKN BPEMEH 1 UCTO/Nb30BaHUEM MHCDOPMAaLIK.

7.34 Taiiv-ayT

7341 O6Lme nonoxeHus

Mpn nepegade (0ObIMHO UMKIMYECKON) MofydYaTesls MOXET MPOBEpUTb, MPEBbILAET /I 3adepika  Mexay
OByMS1  COOOLLEHUAMM  MpefonpeaesieHHoe  paspelleHHoe MakcuManibHoe Bpemsi (CcM.  pucyHok  2). Ecrm 3To
NPOVCXOANT, TO NPeAnoaraeTcs oLUnbKa.

Otrdhumto rpNMKHHK

Contimme ¢

- <m0

4

< Trmx

PucyHok 2 — Linknnyeckas nepegada coobLLeHui
Ecnm ob6patHblii  KaHan [OOCTYMEH, TO OTNPaBUTENIEM MOXET ObiTb BbIMO/IHEH KOHTPOMb. OTnpaBuTeNb
3anyckaeT TaiiMep, nocblnas cooblleHne /. TpMeMHMK CooOLLeHMs / OTBeYaeT COOOLLEHMEM MOATBEPKAEHNS

). CBSi3aHHbIM C MOMyYeHHbIM CO0GOLIeHMeM i. Ecnv otnpaBuTeb He nosydaeT COoOLLeHVe MOATBEPXKAEHNS | B
TeyeHvie NpefonpesesieHHOro BpemMeHn, TO npegronaraeTcs oLwmoka (CM. pycyHoK 3).
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OMNdbINTWb TCLLIMHK

Conlumrne

-

2o T

PucyHok 3 — [IByHanpaBieHHast nepeayda Coo6LLeHNi

7.34.2 TpeboBaHus

[JokazatenbCTBO ~ 6€30MacHOCT  AO/DKHO — AEeMOHCTPMpOBaTb — COOTBETCTBME — Mpouecca  onpenesieHHoMy
YPOBHHO MOJHOTbI 6€30MACHOCTY M NPUPOAY CBA3AHHOMO C 6€30MacHOCTLIO0 MPOLIECCa, YUUTLIBAS:

* MPUEMIEMYIO 38EPXKKY:

- TOYHOCTb Talim-ayTa.

7.3.5 WpgeHTndimkaTopbl MICTOYHMKA M agpecaTa

7.35.1 OO6LE NOMOXEHMS

[ns  MHOrOAGOHEHTHbIX  KOMMYHMKALWMOHHbLIX MPOLECCOB  HyXHbl  COOTBETCTBYIOLLUME cpeactBa  Ana  Mpo-
BEPKM WCTOYHMKA BCE MOMyYeHHOW MWHpopMaLmM, npexae 4YeM oHa OydeT wucronb3oBarbcs. YToGbl 3TO0  0be-
CMEYUTb. COOBLLEHNS AOMKHbI BKOYATb AONO/THATENbHbIE JaHHbIE.

Coo0LLUEeHNsT  MOMYT  cofepXaTb YHUKa/bHbIA  UOASHTUOUKATOP  WCTOYHMKA, WM YHUKaSIbHBIA - UaeHTUdu-
Katop agpecara, wwm 06a BwmecTe. Bblbop fenaetca  CcoracHO CBA3aHHOMY C  6e30MacHOCTBHO  MPUIOKEHWIHO.
3TN naeHTUhMKaTopbl 06aBISHOTCA B CBA3aHHbIE C 6e30MaCcHOCTLI0 (YHKLMN Nepeaaqn NpUoKeHus.

e BwouyeHve B COOOLEHVS MAEHTUCIMKATOpPa WCTOYHMKA MOXET MO3BOMMTL  MO/b30BaTENsM  COOOLLe-
HWIA NPOBEPUTb, UTO COOOLUEHMS W3 HAMEYEHHOro WCTOYHMKA, 6€3 Kakoro /mMbo Auasniora Mexay nosydvaresiem
N oTnpaButesieM. 3T0 MOXeT OblTb MOME3HO, HampuMep, B  OAHOHAMPaBMEHHbLIX WM  LUMPOKOBELLATETbHbIX
nepegaqax.

- BxmoveHve B COOOWEHVS MAEHTUMKATOpa agpecata  MOXET MO3BO/MTbL  MOJb30BaTeNsAM  COO0OLLe-
HWA NpOBEpUTb, YTO COOOLLEHMA MpefHasHadyeHbl A1a HUX 6e3 kakoro /mbo Auianora Mexay nosyvaresiem
W oTnpasutesieM. 3T0 MOXeT OblTb MOME3HO, HampuMep, B  OAHOHAMPaBMEHHbIX WM  LUMPOKOBeLLATebHbIX
nepegadax. WpeHtmdmkatopbl agpecara  MOryT ObiTb  BblbpaHbl, 4YTOObl WMAEHTUGMUMPOBATL OTAE/bHbIE  Me-
CTa Ha3HaueHVs W rpynnbl No/sib30BaTene.

7.35.2 TpeboBaH/si

[JokazatenibCTBO ~ 6e30MacHOCTM  AO/MDKHO — AEMOHCTPUpOBATb  COOTBETCTBME  Mpouecca  onpeaesieHHoMy
YPOBHIO NMOHOTLI 6830MacHOCTY M MPUPOAY CBSA3AHHOMO C 6e30MacHOCTLI0 MPOLECCa, YUMTLIBas:

- YHUKa/IbHOCTb UAEHTUIMKATOPOB /11 0OBLEKTOB BO BCEW CUCTEME Nepeaaum:

- pasmMep No/ss AaHHbIX nAeHTUdIMKaTopa.

7.3.6 Coo6LLeH1e 0bpaTHOI CBA3M

7.3.6.1 OO6LE NOOKEHMS

Ecnm poctyneH Hagnexawmii obpaTHbli KaHan nepejayn, TO COOGLUeHME OGpaTHOl/ CBSI3U MOXET ObITb
OTMpaB/IeHO OT MonyyaTens KPUTUYECKOA A1 6e30MacHOCTU  MHhopMaumm K - otrnpasutento.  CopepaHve  3To-
ro CoOGLLIEHNS 0BPATHO CBA3M MOXET BK/HOUATb:

- [aHHble, MOMyYEHHblE W3 COAEPKAHMSA WCXOOHOrO COOOLIEHMS B WAEHTWMHOA WA BUAOU3MEHEHHOM
dhopme;

- [aHHble, A06aB/EHHbIE NONyYaTesnieM, NoMyYeHHbIM U3 ero COGCTBEHHO NOKaUTbHOI MHCbopMaLN.

* [0NOSHUTE/IbHbIE AaHHbIE A5 Leneli 6e30nacHOCTU UK 3aLluTbI.

Vcnonb3oBaHMe Takoro COOOLLUEHVMS 06paTHOW CBA3M MOXET  CnocobcTBoBatb — 6e30MacHOCTM  mpolecca
MHOXECTBOM Pas/inyHbIX CrIOCOOO0B:
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* obecneunBast ycneLuHoe NoATBEKAEHYIE NPUEMA AOCTOBEPHBIX U NMOJTyHYEHHbIX BOBPEMS COOBOLLIEHWIA;

e obecrieuBas YycCrelwHoe MOATBEPXKAEHWE MprvemMa MOBPEXAEHHbIX  COOOLLEeHW, 4ToObl  MO3BOMUTH
MPVHATL COOTBETCTBYHOLLIME MEpbI;

* noATBEPXKAAA MAEHTUIVKALIMOHHBIE AaHHbIE 060PYA0BaHNS NOMYYEHNS;

* YMPOLLAsA CYHXPOHM3ALIMIO0 HACOB B 060PYAOBaHWN OTNPaBKM 11 MONyYeHNs;

* YNpOLL@s AVHaMUYECK/E NPpoLeyPbl NPOBEPKY MEX/Y CTOPOHaMM.

7.3.6.2 TpebosaHus

CylecTBOBaHME 00paTHOTO kakana camo Mo cebe He obecrneunBaeT 3alpTy OT  Kakoi-mbo  onpeae-
NEeHHOA yrpo3bl. OH  SBMSETCH MEXaHU3MOM MNOAAEPXKKA A8 APYTUX 3aluMT Ha MNPUKIagHOM  ypoBHe. [loatomy
KET HUKaKMX onpeeneHHbIX TpeGoBaHWiA 6e30MacHOCTY /1 TaKoro kaHasa 0bpaTHoli CBA3M.

7.3.7 Tlpoueaypa naeHTndmkaumm

7.3.7.1 O6Lme NooKeHNs

MpeaplayLmii MyHKT kacasicsl TpeboBaHUi 151 06BEKTOB, KOTOpPbIE ByAyT MAEHTUULMPOBAHBI.

OTKpbITbIE CUCTEMbI Mepefayn MOryT AOMOMHUTENBHO  YBENMUMBATL PUCK  COOGLLEHMAMW OT  Apyrux  (He-
M3BECTHbIX) MOMb30BaTesnieil, nepenyTaHHbIX C  MHGOpPMaLWed, BbIXOAAWEA U3  NpeaHasHaYeHHOro  MCTOYHMKA
(dbopma nogmeHsi).

CneuvanibHO  paspaboTaHHas npoueaypa  WAeHTU(bukaumMm B CBA3aHHOM € 6e30MacHOCTBIO  npouecce
MOXET 06ecneumTb 3aLlmTy OT 3TOM Yrposbl.

Paznmyarot ABa Tvina npoueyp naeHTMdmKaLmm.

[ByHanpasneHHasn ngeHTugmkaums

Ecnm poctyneH o6paTtHbii  kaHann nepefaqn, To 006MeH uaeHTUdbmkatopamy O6bekta Mexay OTnpaBu-
TensgMM U MosyyaTensMm  MHopMaLmM  MOXET 00ecneunTb  AOMOMHUTENBHYI0  FapaHTui, 4YTo  nepefjava  Aeid-
CTBUTEBHO BbINO/HAETCA MEXAY NpefHasHaueHHbIMM CTOPOHaMM.

Mpoueaypbl AMHAMUYECKON naeHTudmkaumm

OvHamyuecknii  06MeH  MHGIopMauuveli  Mexay OTnpaBuTensMy UM nonyvarensmMy, BKIYas —npeobpaso-
BaHWEe W 00paTHYI0 CBA3b MOMYYEHHOV WHAhopMauUy K OTNpaBuTesito, MOXET O6ecrneunTb rapaHTui, 4YTo CBS-
3blBAIOLLIECH CTOPOHbI HE TOMbKO «3asBASIOT», 4UTO 06Mafa/ii  KOPPEKTHbIMA - UAEHTU(OMKALMOHHBIMA  AAHHbI-
MW. HO Takke U «BedyT Ccebs» OXvgaeMbiM 00pasoM. 3TOT TuM npoueaypbl AVHAMWYECKOW WAeHTUdMKaLWN
MOXeT UCMO/b30BaTbCs, 4TOObI 0becneunTb NpeaycroBvemM nepejady MHAOpPMaUMM  Mexay CBSi3aHHbIMU  C
6e30MacHOCTLI0  MpoueccaMy  KOMMYHUKaUMM WM - 3TO MOXET  UCTO/Mb30BaTbC BO  Bpems camoli  nepegauqm
nHchopmMaLmn.

7.3.7.2 TpeboBaHus

Mpouedypa WOEHTUDMKALMN — SBNSIETCA  4YacTbi0  CBSA3AHHOTO C  6Ge30MacHOCTLI0  MpUKIadHOro — Mpouecca.
MoapobHble TPeGOBaHUSA A0/MKHbI BbITb ONpPeAeseHbI B crneLmdmkaLmm TpeboBaHmiA 6e30nacHOCTU.

7.3.8 Kog awursl

7.3.8.1 O6LWWE NOMOXEHMS

B cucTeEMax Mepefaus, Kak npaBwio, koAbl Mepefaus  WCrob3yloTes  [/1  OBHapYKEHWst  CryyaliHbIX
OLWMBOK, WWM OWMBOK B SIMHUM MNEPefayuM MakeTHbIX AaHHbIX, WWM [ YydleHus kadecTsBa nepejaqn Me-
TOogaMM  KOppekuuM owwmbok. [ake npu TOM. YTO 3TU koAbl nepedadnm MOryT OblTb O4YeHb 3EeKTMBHbIMKY, OHU
MOryT nepectatb paboTaTtb WK3-3a OTKA30B annaparHbiX CPEeACTB, BHELUHUX BAVSIHAA WM CUCTEMATUYECKUX
OLLIMOOK.

CBsA3aHHbIi C 6e30MacHOCTLI0 MPOLECC He [O0/MKEH [0BepsTb TakMM Kogam nepefjadn € TOYKM  3peHust
6e3onacHocT. [losToMy [/ OOHapyXeHUs MOBPEXAEHUS COOOLUEHUS [OMOMHUTESIbHO TpebyloTca  Koabl  3a-
LTI KOTOPbIE HAXOASATCA NOZ YMpaB/iEHMEM CBA3aHHOTO C 6e30MacHOCTLIO MpoLiecca.

[JokazatensCTBO  6e30macHOCTY  [O/DKHO — [IEMOHCTPMPOBATL — COOTBETCTBME  Mpouecca  onpegesieHHoMy
YPOBHIO MO/THOTbI 6GE30MACHOCTU M MPUPOAY CBSA3AHHOTO C 6E30MACHOCTBIO MPOLECCa, YUUTLIBaS;

e  CMOCOBHOCTb OGHaPY)KEHWSI  MOBPEXAEHUA COOGLUEHWA, CBSi3aHHbIX C  MpeanonaraeMbiMi  cUcTeMaTm-
YECKVIMM OTKa3amu;

- BEPOSITHOCTb OGHAPYXXEHNSI CTyHaliHbIX OTKA30B B MOBPEXAEHHbIX COOOLLIEHNSIX.

Mpum euya HUB — Kog 3awmTbl MOXET OblTb KOMOMHAUME! pa3/MyHbIX KOAOB, HanpuMep, JSIMHEMHOro Kopa, 06b-
€[IVHEHHOTO C MOCTOSIHHBLIM 3HAYEHNEM.

YKazaHus Mo BbI6OPY KOAOB 3aLLmThl AaHbl B C.3. npuioxeHue C.

7.3.8.2 TpeboBaHus

73821 Kopg, 3alumThl JO/MKEH OT/iMyarbes OT Koda nepefadn, ecnm Le/oCTHOCTb COOBLeHust He OyaeT
obecrneyeHa NCKNMUUTENBHO KOAOM 3aLLUTbI. 3TO pasfinime MOXET ObITb NOYYEHO:
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* WM C NMOMOLLIO Pas/INYHbIX &TOPUTMOB, U

* C TOMOLBID PasMuHbIX MapameTpoB KOoHurypaumn (Harmpumep, Mo/MHOMOB) /19 TeX >Ke  aropur-
Moe. Ecm oba kopga OyayT ocHoBbiBaTbCd Ha CRC. TO MOAMHOMbI AO/MKHbI pasnuyatecs. Ecnm y oboux no»
JMHOMOB OyayT O6LUMe MHOXMUTENM, TO WX BKIAOOM B 3(PPeKTMBHOCTb Koda 3aluTbl HYXHO MpeHebpedb npu
aHanvse 6e30nacHoOCTL.

B cnyyae 3akpbITOl CUCTEMbl nepejadn pas3paboTuvk MOXET MNpPOCTO BblOpaTb KO, 3alliuThbl, KOTOPbIA
OT/IMYaeTCA OT KoAa repefjayn, MOTOMY YTO Y HEro ecTb [MOJIHOe MpefcTaB/ieHVe O cucTeme nepegaqn. B
cnyyae OTKPbITOM CUCTEMbl Mepejadn 370 TpeboBaHME MOXET ObiTb BbINO/IHEHO MPUMEHEHMEM KOAa 3alyThl,
KOTOPbI HEe NCMO/b3YETCH KOMMEPUECKVMU CYCTEMAaMI NEPesaYn.

7.3.8.2.2 Kop 3awmTbl JO/MKEH O6HapyXmBaTb.

* OLUMOGKY Nepeaaum, Hanprymep, Bbi3BaHHble EMI;

e cucTeEMaTVYeckue OLMOKY, Bbi3BaHHbIE OTKa3aMM anmnapaTHbIX CPEACTB B HE3alUMLLEHHON cucteme
nepegaum.

OTkasbl, KoTopble 6yayT WMUTMPOBATL KOA4, 3alMTbl, He MOryT ObiTb HagfexaluMm ob6pasoM ObHapy-
XeHbl. [loaToMy KO4, 3almTbl [O/DKHbl ObITb  60MEe  C/OKHBIMKY, YeM Oxuagemble OTkasbl. CrenoBaresibHo,
MOXHO MPEeAnosioKNTb, YTO OTKa3 anmapaTtHbIX CPeACTB B HE3alUMLIEHHON cucTeMe nepejaydn He MOXET reHe-
p1poBaTh AOCTOBEPHBIN KOA, 3aLLMTbI.

73823  Ytobbl YOOBMETBOPUTL TPeOyemMOMY 3HAYeHUO MOJHOTbI  6e30MacHoCTM, HeobXxoauMo, YTOObI
KoL, 3aWwpTbl Obll  AOCTATOMHO CMOXHbLIM, Hanmpumep, Ha ocHoBe CRC. 4yT0oObl 0GHapyxmBaTb W 0bpabaTbiBaTh
TUMUYHbIE OTKA3bl U OLLMGKN. AHa/3, MO KpaviHe Mepe, 0/MKEH BK/IHUaTb:

* paspbIBbl B SIMHWN Nepeaayu;

* BCe 6UTbI SIornyeckoro O,

* Bce OUTbI NIorMyecKon 1;

- MHBEPCUIO COOBLLEHNS;

* OLUMOKA CYHXPOHM3aLWK (B Cydae nocneaoBaTe/ibHoON nepesaqn):

* C/lyyaiiHble OLUMOKY;

- MakeTHbIE OLLMOKM.

* cuCTeMaTMYecKMe OLLIMGKY, HanpUMep, NOBTOPSIOLLMECS LLIAGIOHbI OLLMGOK;

- KOMOVHAaLWN YNOMSAHYTHIX BbiLLIE OTKA30B U OLLMGOK.

73824  BeposTHOCTHbIN aHamM3 3hGEKTMBHOCTM KOda 3alyTbl AO/DKEH OTBeYaTb TpeboBaHUAM  Lesu
6esonacHocTW. [lo/dkHa ObiTb ObecreyeHa Mofeflb BWAOB OTKas3a, a Tawkke BCe MPeanofnoXeHus, caenaHHbIe
NS BbIMYCEHWIA, AO/MKHbI ObITb MPOBEPEHDI 1 COMTACOBaHbI.

BeposiTHOCTb ~ HEOOHAPYXKEHHBIX  OLUMOOK  JIMHEWHBbIX KOAOB 4YacTO  BbIMWCASETCA MNpWM  MOMOWWM  MOAem
[OBOMYHOMO cuMMeTpuyHoro kaHana (BSC) (cm. C.4. npunoxeHve C). B criyyae ecnv ucnonb3yetcs Heasowud-
Hbll Ko TO MOXeT 6osee NOAOATM g-HECUMMETPMUHBIA KaHan (QSC). Hactosiumii  cTaHOapT —pekomeHayeT
OrpaHNYnTL 3TY BEPOATHOCTL 3HAYEHVEM HaVIXyLLIETO CyYas, BbIMMC/IEHHBIM M0 3TUM MOJE/IAM.

BSC xopowo noaxogut [Ans CyyailHbIX OLMGOK, Bbi3BaHHbIX EMI. Ho npocTble criyyaiiHble  OLmoKu
00bIHHO  YCTPaHSKOTCA  He3alMLLEHHON cucTemMoli nepegaun. [MoatoMy, ec/m  owmbka OBHapyeHa KoaoMm 3a-
WUTBL. TO OObMHO B CBA3GHHOM C 6e30MacHOCTLI0  COOGLLUEHUW HapyLlaeTcs MHOrO  6uTOB. [1OCKOMbKY — O/1st
TakVX C/y4aeB HUKaKMe MpPOCTble MOZENM He [AOCTYMHbl, TO HACTOSWMIA CTaHO4apT He pekoMeHayeT paboTarb C
60/1€€ HU3KAMM 3HAYEHVSIMM  BEPOSITHOCTE HEOOHaPYXEHHbIX OLIMOOK, 4YeM MOAEeNeHHoe MoMosiamM  3HaYeHue
Havxyauwlero cnyvasl, noslydeHHoe npuMeHeHeM BSC  ans WHTEHCVMBHOCTM  GUTOBLIX OwMbok (cm. C.4, npu-
noxenve C).

MpyMep YNPOLLEHHOM MoZEeNM A1 3aKPbITOI CUCTEMbI Nepeaaqn npeactasneH B C.4. npunoxenme C.

7.3.9 Kpuntorpadpuyeckvie MeTogpl

7391 O6wye NonoxeHns

Kpunrorpachyyeckve MeToabl MOTYT UCMO/b30BaTbCH, €CAM  BpeAOHOCHble arakn B OTKPbITOM CeTu CBS3U
HEe MOrYT ObITb UCK/THOYEHD.

OO6bI4YHO 3TO NPOVCXOANT, EC/IN CBA3aHHAsA C 6€30MaCHOCTLI0 KOMMYHUKALYIA UCTIO/b3YET:

* 006LLEeAOCTYMNHYH CETb.

* CYCTEMY paguoriepesayn.

- cucTeMy nepegadu, NoACoeAMHEHHYHO K 0OLLEAOCTYMHLIM CETAM.

MpoTMB NpefHaMEPEHHbIX atak, BbINO/HSEMbIX COODOLUEHWMSIMKM, Ha CBsi3aHHble C  6e30MacHOCTLIO  Mpu-
NIOKEHNA  COOOLLEHMS, CBfA3aHHble C 6e30MacHOCTbI,  [O/MKHbI  ObiTb  3aLUMLLEHbl  KpUNTOrpaduyeckuMn  MeTo-
Jamn.
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310 TpeboBaHMe, HalefieHHoe Ha MpPeaoTBpalleHVe MNOAMEHbl  COOOLUEHWA OT  HEeaBTOPM30BAHHLIX  3/10-
YMBILLIEHHWKOB. MOXET ObITb YI0BMETBOPEHO OAHWM U3 CrIEAYIOLLVX PEeLUEHWIA:

a) UCMosb30BaHUe KoAa 3aLlmThl B COCTOSHUM 06eCneUnTb KpMnTorpagoMyeckyto 3aLUmTy,

b) LWMbpoBaHMe COOBLLEHNI NOC/ e DOPMMPOBAHNA KOAa 3aLLmThI;

C) foGaBrieHre KpUnTorpacpnieckoro Koga K KoAy 3alpTbl.

3™ MeTodbl MOryT Obib OObLEAVHEHbI C MEXaHVW3MOM KOAMPOBaHWA 6e30MacHOCT  WAW  BbINOHATHCA
oTaenbHo. B npuioxeHun C npeacTaB/ieHbl HEKOTOPbIE BO3MOXHbIE PELLEHVS.

Kpunmorpachyeckne  mMeTogbl  MOAPasyMeBalOT — MCMOMb30BaHMe  Kioueli 1 anroputvoB.  CreneHb  agp-
(PEKTVBHOCTU  3TMX METOAOB 3aBWCUT OT 3DCDEKTVIBHOCTU  a/ITOPUTMOB M OBECreveHUst  CEeKPeTHOCTU  KITHYeEA.
CeKpeTHOCTb K/KoUa 3aBVICUT OT €10 A/IMHbI U YNPaBIeHUs UM.

739.2 TpeboBaHus

[JokasatenbCcTBO  6e30macHOCTY  [0/DKHO  [IEMOHCTPMPOBATL — COOTBETCTBME  Mpouecca  onpegesieHHoMy
YPOBHIO MO/THOTbI 6GE30MaCHOCTU M MPUPOAY CBSA3AHHOTO C 6E30MACHOCTBH0 MPOLECCa, YUUTLIBaAS:

* TEXHUYECKWIA BbIOOP KpUMTorpachnyeckx METOA0B, BKITHOHALOLLINIA:

* VICNOSHEHVE KpunTorpachmieckoro anropytMa (HanpymMep, CUMMETPUYHBIA UM aCUMMETPUYHBINA).
- XapaKTepuCTVK1 Kkoua (HanpumMep, OMKCPOBAHHbIA W CEaHCOBbIN).

- 060CHOBaHVE BbIOPaHHOI [/IHbI Ktoya.

- Y4acToTy OGHOB/IEHUS KITHOYa.

* hu3MyECKOe XPaHeHUE KIToYeld:

* TEXHUYECKWIA BbIOOP apXUTEKTYPbI LLIMGIPOBAHIS, BKTHOUAHOLLINIA:

- MPOBEPKY NPaBWILHOMO hYHKLIMOHNPOBaHMS (40 U BO BpeMs 3KCrlyaTaLim) LWMpoBasibHbIX MPo-
LIECCOB. KOTja OHY peasn3oBaHbl He B CBA3aHHOM C 6e30MacHOCTLH0 060pyA0BaHUY;
* YMPaB/IEHYECKYIO [EATENbHOCTb, BKIHOUAIOLLLYHO:
* (hopmmMpoBaH1e, XpaHeHue, pacrnpeaerieHne 1 aHHyIMpoBaHye KOHUAEHUMAIbHBIX KIOYen.
* yrpaBrieH1e 060pyA0BaHNEM.
* MpoLEeCC PacCMOTPEHUS COOTBETCTBYISA METOZOB LUNGPPOBAHNSA C PUCKaMU 3MI0HAMEPEHHBIX aTak.

Kpunrorpachmieckuii anroput™m SODKEH ObiTb MPUMEHEH KO BCEM AaHHbIM MO/Mb30BATESS, & Taloke K
[JOMNOMHUTENbHBIM  J@HHBIM,  KOTOpble HE NepejatoTcsi, HO W3BECTHbl OTMPABUTENO U MoMyvatento  (HesiBHble
JaHHbIE).

JomkHbl  ObITb  OMMCaHbl OBOCHOBaHHbIE MPEAMOMNOKEHNS O MpUPOoAe, MOTMBaLMKM, (OUMHAHCOBbIX W Tex-
HUYECKMX CPEACTBaxX MOTEHUMA/IBHOTO CyObekTa araky, YuuTbiBas Tailoke O0OCToATeNbCTBA (KA TEXHUYECKME:
YBE/MMYEHME  MOLLHOCTM  KOMMbIOTEPOB,  YMEHbLUEHWE  CTOMMOCTM  ObICTPbIX  MPOLIECCOPOB,  pacnpocTpaHeHvie
3HaHWn 06 anropuTMax, TaK W «COUMasIbHbIE»: 3KOHOMMYECKUE KOH(MMKTLI,  PacrpocTpaHeHve BaHAamM3Ma,
UT. A.), KOTOpblE MOXHO OXUAATH B MPOLECCE XU3HEHHOTO LKA CUCTEMBI.

Ona  ynpaBneHvs KKYaMM  HaCTOSITENIbHO — PEKOMEHAYETCH  UCMOMb30BaTb — CTaHAAPTU3NPOBaHHbIE  METO-
Obl (Hanpumep, cornacHo cepumn MCO/M3K 11770).

74  [MPUMEHNMOCTb 3aLLmT

7.4.1 O6Lyie NonoxeHns

3almThl, Kpatko paccMOTpeHHble B 7.3. MOryT OblTb CBfi3aHbl C HaboOpOM BO3MOXHbLIX Yrpo3, onpeaeneH-
HbiX B pasgene 5. Kakgas 3almra MOXET o06ecneunTb 3alMTy OT OAHOW W 6oriee yrpo3 npy nepejade co-
obweHniA. B pokasatensctBe 6e30MacHOCTM  [O/MKHO ObiTb  NMPOAEMOHCTPUMPOBAHO, YTO CYLIECTBYeT, MO  kpait-
Heli Mepe, OfgHa COOTBETCTBYIOLIAS 3aluyTa WM KOMOMHaUMS 3alluT A0S KOO onpeaeneHHol  BO3MOXHOM
Yrpo3bl.

7.4.2 Martpuua yrpos/samr

8 Tabmmue 1 X ykasblBalOT, YTO AaHHOE CPEACTBO MOXET O06ecrneunTb 3aluuTy MpOTVMB COOTBETCTBYHOLLEN
yrposbl. B cooTBETCTBUM € 7.2.7 CpecTBa 3aLmThbl B Tabmue 1 MoryT ObITb paclUMpeHsbl.
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Tabnuua 1— Matpuvua yrpo3 1 CpeacTs 3aLmTbl

OnekTpoTexHuyeckas bubnuoteka Elec.ru

Cpe[cTaa 3almm»
Yrposbl I'Iopﬂ,ul- BpEMeH- . qI)/|I/| ﬂg?;:; Cozﬁ;ue- Mpoueny- Koa KpHrTotpa-
:S)Tnbe“; Holi METKa Tanm-ayt VCTOYHVIKA ob6parTHoii p;gﬂ':f::m 3aLlThI q)l\'::?g;:?
nagpecara CBs3n
MosTOpeHve X
CrupaHve
Bcraska x> Xb» X*
i X X
MospexaeHvie Xe) X
3apepxka X X
MogmeHa Xl X») Xe*

&> [PUMEHMMO TOJTBKO /151 UICXOAHOTO UAEHTUchVKaTopa. OBHapYXMBAET BCTaBKY TOMLKO M3 HEAOMYCTAMOTO
UCTOUHMKA. ECT YHVKaTbHbIE UAEHTUCHVKATOPI HE MOTYT GbiTh ONPEAEsEHb U3-3a HEM3BECTHBIX NOJb30BaTENEl, TO

[J0mKeH 1Cnonb30BaThbCs KpynTorpadomyecknin Metog, em. 7.3.9.
5> 3aBMCUT OT NMPWIOXEHNA.

) Cm. 7.4.3 n C.2. npuioxeHme C.

74.3

* MOXET /I HECAHKLMOHNPOBAaHHbIIA AOCTYT ObITb UCK/THOYEH;
* Mpeg/iaraeMblii TUM KPUMTOrpadouUecKoro Koaa;

* OTAE/EH /N CBA3aHHbIN C 6e30MacHOCTLI0 npoLiecc 3allpTbl 40CTyNa OT CBA3aHHOIO C 6e30MacHOCTLHO

npoLecca.

YkazaHus 1o aTvm npobrieMam faHbl B C.2. npunoxeHve C.
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Mpunoxenve A
(cnpaBo4HOe)

er03b| B OTKPbITbIX CUCTEMaX nepeaayn

Al MNpeacTasneHvie CUCTEMBI

Yrpo3bl  COOGLLEHVAM, OTNpaBieHHbIM MO KaHasly CUCTEMOW yrpaB/fieHUss W CUCTEMOW  3allWTbl, MPOUCXOAAT B pe-
3ynbTarte BO3MOXHbIX W3MEHEHWA B paboTe KaHasa, KOTOpble MOryT BO3HWKHYTb /IGO0 MpWM  HOPMasibHbIX YCMOBUSX (Hanpu-
Mep B OTCYTCTBIMN OTKa30B), /NGO B YC/I0BUSAX aBapun (Hanpymep Nocsie 0TKa30B CUCTEMbI nepeaayn).

Ons  Bbloenenns paga  yrpo3 OblU1 MPUHAT MOAXOA, OCHOBaHHbI Ha pasfeneHny aHamsa pucka, MpeaCcTaB/eHHOro
e thopme pepesa (CM. prcyHOK A.1). Ha TPy OTAESbHBIX YPOBHS:

* YPOBEHb M0/L30BATENS;

* CETeBOIN YPOBEH;

* YPOBEHb BHELLIHEN cpesbl.

3T ypOBHW CrieAyloT CBepXy BHM3, HauMHas C OCHOBHOM onacHocTM (MH). koTopas sBfsSeTcs OTKasoM B MOJTydeHUm
NOATBEPEAEHHOTO  COOOLLEHM B TepMMHax — ayTeHTUtbuKaumy, — LEoCTHOCTW,  MOCMedoBaTeNlsHOCTM U CBOEBPEMEHHOCTU
Ha CTOPOHE MOJTyHEHMA.

C romOLLbl0 aHa/M3a BO3MOXHbIX MOBEAEHUA COOOLLEHUsl, HabMofaeMblX Ha CTOPOHE MO/yveHusi, ObUM  Bbide-
NeHbl  MOTEHUMasIbHO  OfacHble  CuTyauy  (OCHOBHble OMacHOCTM) WM ObUl  PacCMOTPEH psf, OCHOBHbIX  OLUMGOK — COOBLLEHMA
(BME). npeaHazHaueHHbIX A/15 KaccugmKaLym BCEX BO3MOXHbIX BUOB OTKa3a COOOLLEHMS.

YcTaHoB/EH/e  COOTBETCTBYIOLLMX YIPO3, paccMaTtpuBaeMbIX Kak BuAbl OTkasa CeTM (T. €. OCHOBHbIX OLWMGOK Co-

OOLUEHNS C TOYKM 3peHMss CeTW), BbIMOMHAETCA MNPOCTO. Yrpo3a — 3Ta CyLWHOCTb, KOTOpas CO34@eT OfacHylo  CuTyaLpio
ana 6esonacHOCTM (T. €. MOXET MPMBECTM K HECHACTHOMY C/lydard), WM MO3TOMy SBASETCH MPUYMHOA (HA CETEBOM YPOBHE)
BO3MOXHO/ OCHOBHO OLMOKA COO0GLLIEHUs. CrnBaoBarerbHo. OTHOLLEHME OCHOBHas yrposa — OlMOka COOGLUEHVS MMEeeT
Bug 1:1.

B cBOWO ouepedb, Yrpo3a MOXET ObiTb CreHepupoBaHa PSAOM  MPUYMH, HasBaHHbIX  OnacHbIMK - cobbimuamn  (HE),
KOTOpble MOTYT MPWUCYTCTBOBaTb M B CETW, W Ha YpPOBHE BHELIHeN cpedbl. Ou4eBWAHO, YTO OJHO M TO Xe ofacHoe CcobbiTne
MOXET BbITb CBA3aHO C pas/IMyHbIMU YTpo3amm.

Oessonmn arasHotTs (MH} Jaupmad
Yooess
CrttwatHom
OCHOar06 Oumline
NpK IS NPANCRIN{ WG
LB (ME)
Yrpooe:
Cormani Jiorscnn
LATRON YD apyeTyRe
CooBEn
Ok
ool {HE3

L 2 2 4 aee “E

Pvcynork A.1 — [lepeBo onacHoCTy
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PasfeneHve BbINMOMHEHNS aHa/mM3a Ha pasHbIX  YPOBHAX Taloke 06ecreuvBaeT  BOMOXHOCTb — MCMOMb30BaHUSA (M0
KpaliHell Mepe) Tpex YpOoBHEl 3aLLT.

a) ofHa 3alMTa Ha YpPOBHE MPUKIAOHON CUCTEMbIMOMLIOB3TENA. KOTOpast BbIMOSHSETCA NPy peasm3auyi  CUCTEMbI
He3aBMCYMO OT cpedbl Mepefadn, Hanpvvep YAasleHue, KOTOpoe MOXeT OblTb HeomacHo, ec/M cucTema Oblia  paspabota-
Ha TaK. YTo6bl yAaieHHbIe COOBLLEHWS HE MPEACTaB/ISA/M ONacHOCTb:

b) ofgHa 3aluTa, CBA3aHHasA C JIOTVYECKOM CTPYKTYpOi COOOLLEHWs, Hampumep BCE BO3MOXHbIE XOAbl, KOTOpble MO-
IyT GbITb MPUMEHEHbI K COOBLLIEHIIO W KOHKPETHbIE KOHTPMEPbI, TakVe Kak MopsiaKoBble HOMePa, METKA BPEMEHV U T. 4,;

C) oOpHa 3aumTa Ha (IM3MYECKOM YPOBHE, HampUMep 9KPaHMpOBaHWe, YTOObl M3beXaTb MOBPEXOEHUS U3-3a  aJlek-
TPOMarHUTHBIX MOMEX.

HacTosilee npwioxeHve He 6yaeT paccMaTpvBatb faniee 3Ty TeMy, KkoTopas 6Oblla  YMOMsHyTa TO/bKO C  LESbio
npenocTaBneHns 06LLE KapTHbI MPUHSATOI METOAONOMN.

A.2 YCTaHOB/EeHMEe OCHOBHbIX OLUMGOK My nepeaaye Coo6LLIEHNI

CoofLleHne — OCHOBHOM MNpeAMET BCEro aHa/M3a, MO3TOMy MpOLECC nepefayus AaHHbIX Obll M3ydeH C TOYKA  3pe-
Hus  nonydatens. Coo6LueHne MOXET ObiTb  OMpefenieHo  Kak — «rofe3Hast  MHpopMaumsl, MOPOXAEHHast WCTOYHMKOM, — KOTO-
pasi JocTaB/seTcs 3a BpeMs [( 0T Hauasia nepesaqm.

LlenoctHocTb  noToka  COOOLLUEHWA —  OCHOBHOM  (DaKkTop, KOTOpbIi  HEOBXOAMMO  yuuTbiBaTb NPU  MAEHTUCOMKALWN
OrnacHoCTell, KOoTopble MOIYT MPOM30ATM MNpU  MNepefaye CBA3AHHOTO C  GEe30MacHOCTBI  COODLLEHWS B OTKPLITON — cucTeme
nepesayu.

«[MOTOK  COOGLLEHWIA» OnpefeneH Kak YropsiiOYeHHOe MHOXECTBO COOGLUEHWA, SBMSIOWEECS YHUK/IbHBIM - [/1  Kadk-
[I0r0 BPEMEHHOT0 OKHe V1 MOJTyYaTesisi B CETV MY OTCYTCTBUM KaKVIX JIMGO0 OTKA30B, aTak W HEKOPPEKTHBIX OrepaLiyii.

PeanbHO MO/yYeHHbIi MOTOK COOBLLEHUIA MOXET OT/MYaTbCAd OT OXMAAEMOro Mo psgy npuuvH. OnpegeneHbl Tpy  ux
nogknacca (OCHOBHbIX ONacHOCTEN}:

- MoJTy4eHo 60sIbLLE COOBLLIEHNIA, YeM OXUAASIOCH:

- MOJTyYEHO MEHbLLIE COOBLLIEHMIA, YEM OXWAANIOCh:

* KOMMYECTBO MO/TyHEHHbIX Y OXUAAEMBIX COOBLLEHN OAYHAKOBO.

MosnyyeHo 6orbLLe COOBLLEHUN, YEM OXUAANOCH

B atom cnyyaB ogHO w 6GornBe COOOLLEHMIA GbUM MOyYeHbl MOBTOPHO, WM BHELUHee Coo6LueHe 6blU1o  BCTaBre-
HO B kaHas1 nepeaayunt. MosToMy OCHOBHbIE OLUMGKY COOBLLIEHVSI — NOBTOPHbIE 1 BCTAB/IEHHbIE COOBLLEHMS.

Mosy4eHo MeHbLLIe COOBLLIEHMIA, YeM OXVAANIOCH

B atom criyyae ogHO wm GormBe COOOLLEHMIA 6buU10 yaaneHo. [lo3TOMy OCHOBHble OLIMOKM COOGLUEHMS —  y[asieH-
Hble COOOLLEeHNA

[0 ke camoe KOMMYEeCTBO MOJTyYEHHbIX N OXAAEMbIX COOBLLIEHMIA

B 3TOM cryyae CyLLecTByeT HECKO/TbKO BO3MOXHOCTENA:

- BCe COOOWEHUs B MOTOKe MpaBWIbHbl MO COAEPXaHMIO WM MO BPEMEHW Mepejadn, HO HeBepHa nocriefoBaresib-
HOCTb Mepesayn — NPOM30LLYTO NepBYNopsiAOUMBaHIE:

e COOGLUEH/e B MOTOKe AOCTWIIO Mojydatenss 3a Bpemsl 6o/blie, YeM HOMVHA/IbHOE 3HauyeHne £J — npowvisowia
3afeprka:

* COO6LLEHME BbII0 M3MEHEHO — NPOM3OLLLTO NOBPEXAEHNE COOBLLIEHUS:

e Mo/yyateslb MOSaraeT, 4To OTNPaBUTENlb COOBLUEHUS] OT/IMHYAETCA OT WCTMHHOTO OTMpaBuTENs — MpoM3oWia  Nog-

MeHa.

B nocnegHux [OByx Cyyasx [Oo/mDkHA  OblMb  paccMOTpeHa  LEMIOCTHOCTb  3TOT0  OAMHOYHOTO  COOOLLEHMs.  OCHOBHbIMM
owvbkamn Npu  nepejade  COOOLUEHWA  SIBMAOTCA:  NepeyrnopsifoyeHHble,  3afepxaHHble, MOBPEXAEHHbe U MOAMEHEHHbIE
CO00LLEHS.

MosTomy 6611 onpeaeneH crefyroLLmii Habop OCHOBHbLIX OLLIMGOK NpY nepeaye COOBLLEHNIA:

* MOBTOPHOE COOGLLIEHNIE:

- y[aneHHoe CoobLLIEHNE:

* BCTaB/IEHHOE COOOLLEHME:

- nepeynopsifoYeHHOe COOBLLEHME:

* MOBPEXAEHHOE COOGLLIEHVIE:

- 3agepKaHHOoe COOOLLEHVE;

* MOAMEHEHHOE COOBLLIEHME.

OnpefenenHble  Bbllle OCHOBHble OWMOKA MNpU  Mepefade COOOLEHUS He SBAAIOTCA  B3avMMOMCKTOHarowyMy.  Bos-
MOXHO. 4TO GO/IbLIOE KO/MHYECTBO COOOLLEHMIA B MOTOKE W [AadKe OAVHOYHOE COOOLIEeHVE OKasbiBaloTCA Mof  BO3AENCTBMEM
60/1e€e Yem 0HOr0 BYAA OLLIMOKN.

A.3 ¥Yrposbl

A.3.1 ObLLyie NONOXeHNs

Ecnm OCHOBHble OWWMOKM MpU nepefaye COOOLLEHVS OMpedeneHbl, Kak e A2, TO MPOUCXOXAEHWE COOTBETCTBYHOLLYX
Yrp0o3 CTaHOBUTCSA MOHATHBIM.

Mycte A B n C 6ygyT Tpems YMOSHOMOYEHHbIMM CTOPOHaMK, KOTOpble MEPefaloT CBsi3aHHble C  6e30MacHOCTHIO  Co-
06LLEeHMA. B TO BpeMs Kak X MpeanpyHIMAET aTaky.
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Heobxoaymo OTMETUTb, 4YTO C/yyaliHble W CUCTEMaTudeckue OTkasbl annapartHbiX CpeAacTB WM NporpaMMHOro  obe-
CMEeYeHMs Taxke ydTeHbl B crMcke yrpos. [locrnedytolme OObSCHEHVSI SBNAKOTCA TOMbKO MNpUMepaMu W MosToMy He GyayT
MCYEPIbIBAIOLLIMN.

A.3.2 lNoBTOpeHVe

- X konvpyeT cooblleHne «MakcumanbHas ckopocTb: 250 KM/M* M BOCMPOM3BOAUT €0 B HEMoAXopslled  cutyaumm
(B TO Bpems, kona noesz, ABMKETCS C H3KOM CKOPOCTBIO] Wk

* BC/IEACTBYE OTKa3a annapatHbIX CPeACTB Hebe3onacHas crcTema nepeaaqv NoBTOPSIET CTapOe COOBLLEHME.

A.3.3 YpaneHve

- X ypanser coobweHne [X yaanser cooblleHve «ABapuiiHas  OCTaHOBKa» WM «MakcyMasibHas — CKOpoCTb:250
KM/4»] 1

- CoOOLLEHMe YaeHo 13-3a 0TKa3a annaparHbIX CPeaCTs.

A.3.4 BcraBka

- X BCTaB/seT coobLLeHme [MakcmaribHas CKopocTb: 250 Kv/d] v

- YMNOSHOMOYEHHas TpeTbst cTopoHa C HenpegHaMepeHHO BCTaBMSET COO06OLieHVEe B MH(DOPMALMOHHbLIA MOTOK OT A
K B {rm 1O >xe npovcxoauT 13-3a OLLMBKU B CETW).

A.3.5 MNMepeynopspounBaHve

- X npefHaMepeHHO W3MeHsieT Moc/nefoBaTe/lbHOCTb  COOOWeHWiA i B (Hanpuvep, 3afepxvBas  COOOLLEHVe Wi
BbIHY»/as1 CO0BLLIEHNE peann30BaTb APYrovi MyTb Mo CETU) U

- nocnefoBaTe/l-HOCTb COOBLLIEHMI M3MEHSIETCA U3-3a OTKa3a annaparHbIX CPeACTB.

A.3.6 MNoBpexaeHve

» CoobLleH/e cnyyaiiHo wusMmeHsieTcs  (Hanpumep, Benefcteve EMI) u npespallaetcs B Apyroe  hopMasisHO — Kop-
peKTHOe coobLLeHre un

- X u3MmeHsieT cooblieHre [«MakcvmanbHas ckopocTb: 30 KM/u» Ha «MakcymarnbHas ckopocTb: 250 Kw/u»] npasao-
NoAo6HbIM CNOCO60M TaK. YTOObI A Wbl B HE CMOT/IM OGHaPYXUTb U3MEHEHNE.

A.3.7 3apgepika

- Cuctema nepefaus neperpyxeHa HOpMasibHbIM - Tpadukom  (Hanpumep, U3-3a  HEnpaBWIbHOTO MpoeKTa WM - Ciy-
yaliHO 60/1bLLIOrO Tpadivka) W

- X co3gaeT neperpysky B cucTeMe nepefadun, reHepupyss nNoAderibHble COOOLLEHWS Tak. 4ToObl 3TOT CepBUC Bbl-
NOSHAVICS C 38[€PXKOI WK Bbl OCTAHOB/IEH.

A.3.8MogveHa

* A B 06MeH1BaOTCS CBA3AHHBIMY C 6E30MacHOCTBIO AaHHBIMU, &

- X npu nepepade cooblleHuin oT A K B wm ot B k A (W B 060MX HanpaB/fieHWsix) No3BonseT cebe MosyyuuTb [0-
CTyN K CBSI3aHHbIM C 6€30MaCHOCTBLIO JaHHBLIM WM paccmaTpyBaTb cebs NleraribHbIM Nosb30BaTesiemM CUCTEMBI.

A.4 BO3MOXHbI MOAXOZ, K MOCTPOEHKO A0Ka3aTe/bCTBa 6e30MacHOCTU

A4.1 O6LLme NONoXeHNs

Moaxod, KOTOpbIA OydeT KpaTKo MPeACTaB/ieH HWke, SBMSETCA MPUMEPOM, HO He SBMSIETCH  eWHCTBEHHbIM, KOTOpO-
My MOXHO criefosarb. [NA MOMHOMO aHa/M3a  OnacHOCTU  MPWIOXKEHUST HEOOXOAMMO  [/lyOOKOe 3HaHWe 3TOro  MPUIOKEHUS,
YTOGbI BbIMNO/THUTB [/19 HETO HAZ/1IEXALLYHO OLIEHKY pYICKa.

A.4.2 CTpyKTypypOoBaHHble METOZbI MAEHTUCHMKALIN ONACHbIX COOLITUIA

A4.2.1 O6Lme NOMoXeHUs

AHa/IM3 HauYMHaeTCA C pPacCMOTPEeHVst TOTO, YTO MCC/edyemblii ciydaii uveeT geno ¢ cetoto  (Network), B3ammopeii-
CTBYHOLLEA C BHelHeli cpegoin (External environment). 3TM fgBa 06GbekTa CTPYKTypupoBaHbl Ha MOA0OLEKTbl (HA  PUCYHKE
A2 nogyepkHyTbl), KOTOpble MOXHO paccMaTpyBaTb Kak MpUYMHbI  BO3MOXHbLIX OMacHbIX COGbMWA B  aHa/m3vpyeMoli  Ccu-
creme. O6GbekT Network [ekoMno3MpoBaH COMIaCHO HECKOSIbKUM  LlaraM  €ero  XW3HEHHOTO LKA, € TO BPeMA Kak OObekT
External environment [enmtca Ha  ABe TPYMMbl  BO3MOXHBIX —XapakTEPUCTUK, KOTOpble CBfi3aHbl C  (hvi3ndeckmm  npouecca-
MM Y1 C YEJIOBEKOM.

Jinctbs gepeBa Ha pucyHke A2 MPeACTaBAstOT MPUYMHBLI  OMACHOCTEN: [ Ka&KOOW MPUYMHbI  ONpeAernieHbl  COOTBET-
CTBYIOLLME CreHepUpoBaHHble OfacHble CcobbmuA. ECM  BEpOSTHOCTb  OTAENbHOW MpYuMHbI - OMpefernieHa, TO Takol  Crocob
TaKke YNpoLLaeT BblAe/IeHe BEPOSTHOCTU [/15 KEXKAOrO OMacHOro Mpov3oLLeLLero coobImms.

Hwke Kakgas nMpvuMHa pasdensieTcl Ha  HEecKobKO  BO3MOXHbIX — OMacHbIX COObMUA. JTO pasfenieHMe He  ucuep-
MblBatoLLiee: BO BpeMs aHa/iM3a OMacHOCTU HekoTopble Apyrie onacHble COoObITUA MOMyT ObiTb  Y4TEHbl B 3aBMCUMOCTU  OT
KOHKDPETHOTO NPUIOXKEHNS.
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PvicyHoK A.2 — MpyymrHbI YTpo3

A4.2.2Cetb
A4.2.2.1 O6LLe NONOXEHNS

CTagum >KM3HEHHOrO LMKIA Cet MoryT ObiTb  onpegeneHbl cornacHo M3K 62278. [na obnact npYMeHeHus Ha-

CTOSILLEr0 MPWIOKEHUST (T. €. A9  WOEHTU(OVKALWM  OMacHbIX COGLITUA,  SIBSIOLLMXCA  PE3y/bTaToM  «OLUMGOK»
CTafyvi), OHW MOTYT FPYTMPOBATLCS CIEAYIOLLM 06PA30M:

Ha  Kadkaow

e paspaboTka KOHUENMUMKM, OMpEedesieHre CHUCTeMbl W YCMIOBU/A MPUMEHEHWS, aHa/IM3  PUCKOB, CHCTEMHble TpeGo-
BaHVS. pacnpefesneHe CUCTeMHbIX TpeGoBaHWiA, paspaboTka W peanmsauusl, W3roToBNeHve. Bce 3T CTagum  CBsisaHbl C

pabotamv 10 BBOZA B IKCTUTyaTauyio CUCTEMbI:

* YCTaHOBKa, TOATBEPXIEH/E COOTBETCTBMSA CUCTEMbI W MPUHATME CUCTEMBbL. 3TU  CTagum  CBS3aHbl
[JeVicTBYIe CUCTEMBI:

- 3KCTUTyaTauyisi v 06CyxXVBaHE:

* BbIBOZ, 13 3KCTUTyaTauymm v crimcaHue.

A4.2.2.2 PaboTbl [0 BBOAA B AEliCTBYE

Owwwmbk1 BO BpEMS AaHHOV CTaamm MOTyT MPYBECTY K:

- CHCTEMATUYECKM OTKa3aM annaparHbIX CPeACTB:

* CcuUCTEMATUYECKVM OTKa3aM MpPorpamMMHOro 06ecrieqeHus.

A 4.2.2.3 PaboTbl BO BpeMsi BBOAA B AiCTBME

Owwwmbk1 BO BpEMS AaHHOV CTaammn MOTYT MPYBECTY K:

- NepeKPeCTHbIM NMoMexam:

* TOBPEXIEHVISIM NPOBOAOB:

- OLLMOKE OPUEHTUPOBAHNSA aHTEHHDI:

* OLLMOKaM B KabesTbHbIX COEAVHEHMAX.

A4.2.2.4 Sxcnnyataums 1 06CnyxvBaHve

C BBOAOM B

Bo Bpems [aHHOW CTaauyi >XMBHEHHONO LWKMA OfacHble COBbITUS MOMYT BO3HWKHYTb W M3-33 YXYALUEHWs 3KCTlyaTta-

LIMOHHBIX XapaKTEPVCTVIK KOMIMOHEHTOB CUCTEMbI M 13-3a OLLIMGOK BO BPEMS PEMOHTA WM MOAMAMKALIAIA:
* YXy[LIEHVE SKCTUTyaTaLMOHHBIX XapaKTEPUCTVK:
- C/yYaliHblil OTKa3 annapaTHbIX CPEeaCTB:
* CTapeHvie annaparHbIX CPeaCTB.
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A4.2.2.5 O6cnyxvBaHme

* 1ICMO/b30BaHVIE HEK/IMOPOBAHHBIX MHCTPYMEHTOB:

* VICMOrb30BaHME HENMOAXOAALLMX MHCTPYMEHTOB:

* HeKoppeKTHas 3aMeHa annapaTHbIX CPeLCTB;

* HEKOpPEeKTHOe 0BHOB/IEHVIE WM 3aMeHa NPOrPaMMHOT0 0becrneyeHus.

A.4.2.2.6 Mogudomkaums

. 3thdheKTbI 3aMMpaHKs:

* OLLMOKM YenoBeka™*.

A4,2.2.7 BbIBOA, 13 3KCTyaTaumm 1 crnmcaHve

* He npepycmMatpuBaeTcs, 4TO oOfacHble COObITWS, CBSfi3aHHble C  OWMOKAMW  CBA3W, MOIYT BO3HWKHYTb BO BpeMs
[aHHOI CTaauv XXV3HEHHOTO LKA CETU.

A4.2.3 BHeluHss cpepa

A4.2.3.1 DneKTpomMarHuTHbIe nosist

* EML

* NepekpecTHble NoMexvi (C BHELLHAMW KabesTbHbIMN COEAMHEHUSIMA WK NIAHUSIMU PaAMOCBSA3N).

A4.2.3.2 MexaHn4eckue Harpysku

* C/yyaiiHble OTKasbl annapatHbIX CPeAcTB:

* CTapeHvie annaparHbIX CPeACTB.

A4.2.3.3 Knumar

* TEPMUYECKUIA LLYM;

* CTapeHvie annaparHbIX CPeACTB:

* C/lyyaiiHble OTKasbl annapatHbIX CPeACTB:

* apchexTbl 3aMmpaHms.

A4.2.3.4 MpypoaHble ABNeHNA

* MarHuTHas byps;

* noxap;

* 3eM/IeTpsiCeHue:

* MOSHUS.

A4.2.3.5 Oneparops!

* OLMOKY YeroBeka®).

A4.2.3.6 ABTOpU30BaHHbIE MO/b30BaATENN

* OLLUMOGKM YenoBeka®);

* neperpyska cvcTeMbl nepeaayn.

A.4.2.3.7 O6CyVBaOLLMIA TEXHNHECKWIA NEPCOHaST
CrOrb30BaHV e HekarIMbpOBaHHbIX MHCTPYMEHTabHbIX CPEACTB:
WCMO/b30BaHNE HEMOAXOAALLMX MHCTPYMEHTarbHbIX CPEACTB;
3aMeHa HeKOPPEKTHO paboTaroLLVIX annapaTHbIX CPeaCTs:
OLLMGKN YeroBeka®);
MOAMdIVKaLMA WK 3aMeHa HEKOPPEKTHO PaboTatoLLIEro NporpamMMHOro 06ecreyeHms.

A.4.2.3.8 Bpeputens'?)

* TaiiHoe Mpoc/yLLVBaH1e TenetpOHHbIX PasroBOPOB;

* MOBPEX/EHVE WM OCTAHOB, WM M3MEHEHVE annapaTHbIX CPeACTB:

* HECaHKLMOHMPOBAHHbIE V3MEHEHIS NPOrPaMMHOIO 06eCreyeHys.

A.4.2.3.9 3110yMbILLTEHHIK?)

* KOHTPO/1b KAHA/T0B;

* nepefaya HeCaHKLIIOHMPOBAHHbIX COOOLLIEHMIA.

A.4.2.4 OTHOLLIEHVE OMacHble COBbITUS — YTPo3bl

B cootBetcTBMM C pasgeniom Al KKyl Yrposy MOXET paccMatpuBaTb Kak Habop OrnacHbIX CO6bITWMA,  KOTOpble
ee reHepupyloT. HauvHas C  onacHbIX COObITWIA, onpefeneHHbX B MNpedblaylieM pasgene, CrefylowvM  LWarom  SBns-
€TCA MOCTPOEHWE OTHOLEHWA MeXy HUMM U Yrpo3amy, KpaTtko pPacCMOTPeHHbIMM B A3. WCMOMb3ys BOCXOAALWMA  Me-
Togd). Llenb coctouT B TOM. YTOObl MPOBEPUTb, YTO HUKaKas [JOMOMHUTENbHAs Yrpo3a He O6HapyxeHa, uro [okasbiBaeT
NpaBOMEPHOCTb  Mcnonb3yemoro  noaxoga.  OTHOWEHWEe  «yrpo3bl  —  OMacHble  CobbmUs»  MOXET  ObiTb  NpeacTaBneHo
Tabmmueii A.l.

1>OHV 3aBUCAT OT KOHKPETHOTO TUMNa NPYMEHEHIIS M NO3TOMY He MOTYT GbITb ONpeesieHb! Ha 3TOM YPOBHE aHasm3a
(3mecs v panee).

2) BpemuTeslb U 3/0yMbILIEHHVK SIBMSKOTCA  Xakepamu, HO WX [AelicTBus pas/vuHbl. Bpeoutens He Gecrnokowt To.
UTO OH TMOAKTMOYEH K JIMHUM CBSI3W, €0 LEfIbl0 SIBMISIETCA TOMbKO HapylleHne paGoTbl CETU. A 3/I0YMbILIEHHUK HE Hapylla-
€T paboTy CETY, OH UCMOb3YET ee. YTOGbI MOsTYUUTL HEKOTOPOE NPEVMYLLIECTBO (34€ECh U AaNEe).

3* Boo6lLLie roBopS, BO BpEMS aHa/3a [0ka3are/bCTBa 6e30MacHOCTV Takoi BOCXOASLLMIA METOZ, AO/DKEH
UCMO/Ib30BATHLCS [1/151 OLIEHKM YTPO3, BbI3BAHHBIX BCEMM ONAcHbIMM COBbITUSIMI, CBSI3aHHBIMM C KOHKPETHBIM MPYIMEHEHVEM.
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Kak BWAHO, HUKaKkas [OMOSHWATENbHAS Yrpo3a He 6blia  OBHapyxeHa Mocfe aHa/mMsa Kak4oro OracHoro  CoBbITuS.
370 [10KA3LIBAET, UTO CMMCOK B pazaesie A.3 SIBISIETCA MCUEPTbIBAIOLLIM.

(Heo6xoayMo OTMETWTb, UTO JAaHHAst Tab/mua /19 KOO0 OMacHOro COGLITS  PacCMaTpuBaeT TOMbKO €r0  OCHOB-
HOE B/ISIHWE, NMO3TOMY MOTYT GbITb ONpeaesieHb! 1 ApYrme OTHOLLIEHMS.}

A5 Pestove

Bbiv  OnMpefenieHbl ABa pasMuHbIX MOAXOAA 419 MOMyueHWst Habopa BO3MOXHBIX Yrpo3 A/ CBf3aHHLIX € 6e3onac-
HOCTbIO KOMMyHVKALWIA B cucTemMax nepefadn. [lepBbli — HUCXOAAWMIA METOA, HauMHAIOWMIACS C  OCHOBHOM OMAcHOCTU U
3aKaHUMBAIOLLMIACA  KNaccuUchvKaLelh BCeX BO3MOXHBIX OMacHbIX COObITAM, MPMBOAALWX K OMacHocTM. BTopoii —  HaumHa-

€TCcsl C OmpedeneHnst [ByX OCHOBHbIX OBGLEKTE» PaCCMaTpVBAEMOW CUCTEMbI (T. €. CETb W BHELLHsS cpeda), 4Tobbl Kiaccu-
(pMUMpOBaTL BCE BO3MOXHbIE MPUUMHBI  OMACHBLIX COObIMTUIA, CBSI3aHHLIX C  3TOW CUCTEMOM; 3T COObIMUSI 3aTeM  CBS3bIBAIOT
C Yrp030i (yrpo3amu), KOTOPYO OHY FeHEpUPYIOT.

3™ [ABa WCCNefoBaHUSI MPUBOAST K OHOMY M TOMY JKe Habopy YTpo3. mosToMy o6a Mofxoga MOFYT MCMO/b30BaThCs
[191 aHa/3a OMacHOCTEl B OTKPbITLIX CUCTEMAX NEPeaaqn.

Tab6n nya A.l— CsAsb MeXy OrnacHbIMU COObITUSIMM 1 YTPO3ami

Yrposbl
OnacHble cobbITuA
[NoBTOpe* Ype ne- Mepeyriops- | [Mospexae-
HIC HHO BCTABKA | noun garHe HIe Samepika | loavera
CvictemaTnyeckue oTkasbl X X X X X X
annaparHbIX CpeacTs
CvictemaTnyeckue oTkasbl X X X X X X
NporpamMmMHOro obecneveHus
MepekpecTHble nomexm X X X
MoBpexaeH1s NpoBoAoB X X X
OLumbKa OPUEHTUPOBAHMA X X
AHTEHHbI
OLLMGKM B KabesbHbIX X X X X X
COeMHEHNSX
CnyyatiHble OTKasbl X X X X X X
annaparHbIX CPeACTB
CrapeHvie annaparHbIX CpeacTs X X X X X X
Vcrons3oBaHue He Kanimbpo- X X X X X X
BaHHbIX MHCTPYMEHTOB
Vicrnornb3oBaHve HENOAXOAALLMX X X X X X
WNHCTPYMEHTOB
HekoppekTHas 3aveHa X X X X X X
annaparHbIX CPeACTB
ShdoekTbl 3ammpaHms X X X X
EMI X X
Owwwbky Yenoseka X X X X X
Tepmuuecknii LWym X X
MarHuTtHas 6yps X X X
Moxap X X X
3emneTpsiceHve X X X
MosHus X X X
Meperpy3ka cvcTeMbl nepesayn X X
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Yrposbl
OnacHbie CoBLIMA Mostope* | Ygano* | g | Mepeynops- | Mospexae- | g0 oo | Mogvena
H1B ke Jouvmmne Hue P A

TaliHoe npocnyLUmBaHue

oy X X X X X
TeneddoHHbIX PasroBopes
MoBpexagHe UM OCTaHOB X X
annapartHbIX CpesCcTB
HecaHKLUMOHVPOBaHHbIe
M3MEHEHVS NPOrpamMMHOro X X X X X Xal
obecreyeHns
Mepepaya HecaHKLVIOHMPOBaH- .

o X X X"

HbIX COOOLLIEHMIA
KoHTposb kaHaios”

B 3T1OM CyyaB coobLLieH e ABNSETCS 3/I0HAMEPEHHbLIM C CAMOro Havasia: NoaToMy HeobxoauMa cepbesHast
3aLLuTa, HanpyMep UCMobL30BaHKE KKua.

HecaHKUMOHMPOBaHHbIA  KOHTPO/Ib  CBS3aHHbIX C  GE30MacHOCTHIO  COOOLLEHUA He  cuMTaeTcsl  HernocpeACTBEHHO
ornacHbiIM  cobbITeM:  OracHoCTM /11 6es30MacHOCTM  CUCTEMbl  BO3HWKAIOT — M3-3a  «MepefayM  HEeCaHKUMOHUPOBaHHbIX
COOOLLEHN»,  MOSBMAIOLMECS B pesy/bTale  HeCaHKUMOHWMPOBAHHOMO  KOHTPONsA.  KoHdMaeHUManbHOCTb — AaHHbIX
NPWIOXEHVSt — OTAENbLHOE CUCTEMHOE TpeboBaHWe 1 He BXOAMT B 06/1aCTb MPYMEHEHUS HACTOSILLIErO CTaHaapTa.
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Mpunoxexve B
(cnpaso4Hoe)

Kateropum crctem nepeaaun

B.1 Kateropuu cvictem nepegaym

B 6.3 onpeaeneHo Tpu kaTeropum CUCTeM nepeaayn.

Kateropysi 1. 3akpbiTble CMCTEMbI MNEpefayn, € KOTOpbIX BCE OCHOBHble CBOWCTBA CUCTEMbl HaxQAATCA oA Yrpaere-
HMEM paspaboTuMka CBSA3aHHOM C 6Ee30MacHOCTB0  CUCTEMbl M MOXET ObiTb  ONpeAeneH  YMNpOLUEHHbIi Habop Tpe6GoBaHMiA
6e30MacHoCTU.

Kateropysi 2. OTKpbiTble CKUCTEMbI Mepedayn, B KOTOPbIX, HECMOTPS Ha TO. YTO nNepejava He MOJHOCTBH  HaxoauTcs
nog ynpaefeHMeM pas3paboTuMka CBSA3aHHOM C  GEe30MacHOCTHH  CUCTEMbI,  PUCK  3/I0HAMEPEHHO  aTakk, MOXHO —cuuTaTb
HE3HAYNTESTbHBIM.

Kateropysi 3. OTKpbITble CKUCTEMbI Mepedaun, B KOTOPbIX CyLIECTBYET BO3MOXHOCTb BPEAOHOCHON aTakn U O/ KOTO-
pbIX TPeByHOTCA KpynTorpadhyeckvie Mepbl 3aLLmTbI.

B Tabmue B.1 npeactaBneHbl HEKOTOpble  AOMOSHWTESbHbIE YKa3aHWst O TOM. KaK peaslbHble CUCTEMbl Nepegauu,
KOTOpble MOIYT WCMO/b30BaTbCA B CBSA3aHHbIX C  6GE30MacHOCTHIO  MPUMEHEHUSX, MOTYT ObiTb OTHECEHbl K YKa3aHHbIM BbllLe
TPEM KaTeropusiv, Ha OCHOBE XapaKTEPUCTUK WCMOMb3YEMbIX WMW  TEXHOMOMMIA U OCHOBHBIX — XapaKTEPUCTUMK WX  KOHdMry-
pauyii.

HeBO3MOXHO ObITb  TOYHbIM MPU  PAcCMOTPEHMM B KauyecTBE MPMMEPA YMCTO  TWMOTETUHECKAX CUCTEM, HO OCHOBHblE
XapaKTEPUCTVIKY, MEPEYMC/IEHHbIE B Tab/mue, MOTyT TMOMOYb  MO/b30BaTe/Mt0  HACTOSILETO CTaHfapTa  OnpejenuTb.  Ao/hkHa
JI KOHKPETHas CrCTEMA MPY aHa/IM3e paccMaTpUBaTLCS Kak ccTeMa kareropum 1, 2 wm 3.

Tabnnua B.1—Kareropumn cuctem nepefaqn

Kareropusi OCHOBHbIE XapaKTEPVCTUKV MprMep cucTeM nepeaaqn

Kareropus 1 PaspabotaHa [Ana m3BeCTHOrO U dmk- | 3akpbitasd nepefada  (HanpuMep, CBA3b  TOYEYHOTO  MYyTEBOro
CMpOBaHHOro MaKCUMasIbHOro uucna | AaTyMKa C aHTEHHOM JIOKOMOTUBA).

YHaCTHIKOB. Co6CTBEHHass  rocriefoBaresisHas  LMHA,  BHYTPU  CBSI3AHHOIA
Bce cBoiictBa cucTembl nepegaum u3- | ¢ 6e30MacHOCTBIO  cucTeMbl  [Hanpumep. PROFIBUS.  CAN.
BECTHbl W TMOCTOSIHHBbI Ha  MpOTskeHn | MVB  (MHOTOCOYHKUMOHa/lbHast  noesfgHast  LWvHa,  onpefesieH-
BPEMEHM XU3HW CUCTEMBI. Hasi B M3K)].

Hannuve  HesHauuTenbHOM  BO3MOXHO- | CraHgaptHas  LAN.  coeguHsiiowas  pasMyHoe  0bopyadoBa-
CTM  [/19  HECaHKUMOHWPOBAHHOTO  A0- | HMe (CBA3aHHOE W HecBfA3aHHOE C 6e30MacHOCTbIO) B AVHYH

cTyna CUCTEMY C YYETOM BbINO/HEHWA W MOAOEPXKN NpeaBapuTesib-
HbIX YC/I0BUIA
Kareropus 2 CaolicTBa HEM3BECTHbI, YaCTUYHO He- CobCcTBeHHas  nocrefosaresibHasi  LWMHA  BHYTPU  CBSI3AHHOW
W3BECTHbI U U3MEHSIKOTCA Ha MPOTS- Cc 6esonacHoCcTbiO  cucTembl  (Hanpuvep. PROFIBUS.  CAN.
YEHUN BPEMEHV XU3HN CUCTEMB. MVB), HO cucTemy nepefaum MOXHO MepeKkoHdMrypupoBarb
BOSMOXHOCTU fy/151 PACLLMPEHMS] TpyTi- WM 3aMEeHUTb [JpYyroi cuCTeMOli Mepefjayv  Ha  MPOTSHKEHUN
Mbl MO/1b30BaTESIEN OrPaHNUEHI. BPEMEHI KUSHIA CUCTEMb .

CraHgapTtHas LAN. coenHAIoLWaA pasnnyHble CUCTEMBI
(cBA3aHHblE M He CBs3aHHble C 6e30MacHOCTbI0) B YMpaBns-
€MOW 1 OrpaHNYeHHOl 30He.

Mpynma wwm  rpynnbl  nosb3oBateselt
U3BECTHI.

CylLecTBylOT ~ HE3HauuUTeslbHble  BO3MO- .
KHOCTU s HecaHKUmoHmposaHHoro | WAN.  MpuHaQjiexalian  XenesHoin  [opore,  COBAMHAIOLLAA
ZocTyna (CeT HafeXHb). pasfniHbie CUCTEMbI (CBA3aHHbIE M HE CBf3aHHble C 6Gesonac-

. HOCTbH0) Ha Pa3/INYHbIX YYaCTKAX.
CnyyaliHoe  WCMO/b30BaHME — HEHadeX-

HbIX CETel Kommytvpyemass  nvHMa B OGLLEAOCTYMHON  TenethOHHOM
ceTn, wucrosib3yemast CryyaliHo W B Herpefckasyemble  Mo-
MEHTbl  BpeMeHu  (Hanpumep,  KOMMyTUpyemas  yhasieHHas
[VarHocTvika CUCTEMbI LiIEHTpasm3aLmm).

MOCTOSIHHO ~ apeHfOBaHHbI  kaHan npsvoli CBsi3M B 06LLeso-
CTyNHOI TeNledpOHHOI CEeTU.
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Kareropus

OCHOBHbIE XapaKTEPUCTUKN

Mpumep cuctem nepesaun

Cucrema  pagviornepegaum
npvMep.  WCMOSb30BaHWe  BOSHOBOAOB WM

Kabeneli C  SHEPrETMYECKMM  OHOMKETOM  KaHasa,
BalOLLWIM BO3MOXHOCTb MNpueMa TOfbko  Grvkailein  paguo-
CTaHUMeli W WCMoMb30BaHME  COBCTBEHHOM — CXeMbl  MoAy-
NFUMM.  He  MO3BOMISIOLLEN  BOCMpOM3BEAEHVEe  COOOLLeHWA  C
MOMOLLBIO  CEPUIAHO  BbIMYCKAEMOTO WM AOCTYNHOTO MO LieHe
1labopaTopHOro 060pyA0BaHNS}

OrpaHVyeHHbIM  JoCTynoM  (Ha-
V3/TyHatoLLMX

orpaHuun-

Kateropusa 3

CBoiicTBa HEV3BECTHbI, YACTUYHO He-
M3BECTHbI W11 USMEHAIOTCA Ha NPoTS-
YXXEHN BPEMEHW XXU3HW CUCTEMBI.

HeunsBecTHb! pynbl MHOTOUMCIEHHBIX
nosb3oBaresieil.

Hammuvie  GraronpusitHbix  BO3MOXHO-
cTeii oA HECAHKUWOHMPOBaHHOO  J0-
cTyna

CvcTema nepefayum [fdaHHbIX C MakeTHoOl KommyTauveli B 06-
LLIeAOCTYMNHOM TenedpoHHON CeTu.

WHTEpHeT.

PagyokaHan nepefjaum [aHHbIX C  KOMMyTaumell kaHanmoB (Ha-
npuvep, GSM-R).
PagyokaHan nepefaus AaHHbIX C  KOMMyTauueli MakeToB (Ha-
npuvep, GPRS).

Paayonepeaaun manoit fanbHocTy (Hanpuvep. Wi-Fi).
CvicTeMbl pagvonepesaqmn 6e3 orpaHUHeHin

B.2 CBs3b KaTeropum cucteMbl nepeaaqn ¢ yrposamu

Tabmmua B.2 nokasbiBaeT MpUOMMKEHHOE —pacripefesieHne  yrpo3 A9 KOO W3 KaTeropuii  cucTeM  nepesaun,
onpeseneHHbIX BblLLe.
Ta6nunua B.2— Csssb «KaTeropus—yrposbr*
Kareropus n Y, B fepaynopst* n 3 n
p oBTOpeHue nenexHve cTaBka [OMMOAHHE oBpexaeHve afiepxka oameHe
Kareropus 1 + ¢ + + +
Kareropus 2 ++ * ++ +
Kateropus 3 ++ ++ ++ ++ ++ ++
O603HaYeHs:
------- YrpO30ii MOXHO NpeHebpeYb:
+— yrpo3a CyLLECTBYET, HO PeaKo: HyHbI JOCTATOYHO Criabble KOHTPMEPI;
++— yrpo3a CyLLEeCTBYET; TPEOYIOTCA Cepbe3HbIE KOHTPMEPSI.
MpuMmeyaHne — [aHHaa MaTpuua Yrpo3 sBAsSeTCs TOMbKO — PYKOBOACTBOM, MO3TOMy BCErga  Heobxoavm

aHa/m3, uyToObl OMpeae/nTb, TPeGYIOTC /I KOHTPMEPbl M B Kakol CTemeHW. Kaxgas yrposa OyAeT 3aBuCeTb OT  Tuna
CETU, NMPUSIOXEHNS 1 KOHCOUTYpaLIAW.

Ha Takom 06LleM YpOBHE HEBO3MOXHO OMpeaennTb 3HadeHve YIMB Ha OCHOBaHUM KaTeropyn CUCTEMbl nNepefaqun, a
Take CpeacTB  3allWThl, HEOOXOAUMbIX AN Kadkao/  yrposbl.  Heobxoaymo  MmpoaHa/m3vpoBaTb — KOHKPETHOE — MpUIOXEHUE,
4TO6bI ONPeaennTsL 3HaveHve YTb.

27

OnekTpoTexHuyeckas bubnuorteka Elec.ru



OnekTpoTexHuyeckas bubnuoteka Elec.ru

FOCT P M3K 62280—2017

Mpunoxenve C
(cnpaso4Hoe)

PykoBOACTBO M0 NPUMEHEHUIO CPeACTB 3alLlnTbI

C.1 MNprMeHeHNA METOK BpEMEHN

MeTka BpemeH1 MOXET ObITb UCMO/b30BaHa B Pa3/IMUHbIX LIESISX.

a} [na ycraHOBMEHVs BpeMeHM cobbiTus 8 06bekTe, KOTOpOoe SB/AETCA BaxHbIM 1A npouecca MosyvyeHns  vHdop-
Maumm. Cobbmus MOryT ObITb CBf3aHbl Apyr C ApYrom Mo BpemeHn. Ec/iM M3BECTHbI MOMEHTbl BPEMEHVM W 3HayeHus 41
NOCNeaoBaTe/lbHOCTY  COObIMUA, O MOXHO VHTEPrO/MPOBaTb  3HAYEHWS W YBE/MUUTL TOYHOCTb  PACYETHbIX 3HAuYeHUn  (Ha-
NpUMEP. L/159 CKOPOCTH, YCKOpeHUs). MoryT 6bITb 06paboTaHb| 3a4epXk/ Nepesaqn.

OrpaHnyeHus:

- ec/m vcnonb3yetca abcosoTHast MeTka BPEMEHW, TO Bpemsd B OObekTax [O/DKHO CUMHXPOHU3MPOBATLCA. Y  KadKao-
ro obbekta [0/MKHO ObiTb 6e30nacHoe BPemMs MPOBEPKM W OGHOB/IEHWA  [/I06&/IbHOTO BpeMeHW. 3afepkkn B CETU  BMSIOT
Ha r/106a/1bHOe pacrpee/eHne TakTOBbIX CUTHaUTOB, KOPPEKTHOCTL MHCDOPMALIVV U XapaKTEPVCTUKM MPOLIECCE;

e OTCyICTBME COOOLLEHWA He OyfeT obHapyxeHo, ecim He OygeT obecrievyeHa AvanioroBast  KOMMyHVKALWIOHHasA
npoueaypa.

b) [na ynopsaouvBaHus nocniefoBaTeibHOCTel COBbITUIA, KOTOPbIe MOTyT GbITb MPOBEPEHbI NOTyYaTesiem.

OrpaHyyeHus:

- €eC/M BeMMuMHa KBaHTA BPEMEHW C/MWKOM Be/vka, TO YMOpsAouvBalolLMe CBOWCTBA COObMUMA  MOMYyT ObMb  He-
onpegemMmMbIMK. B Takux criydasx MHdopMaLms Ao/mkHa ObITb AOMO/HEHa NOPSAAKOBbLIMM HOMEPaMU:

* Ha MopsiOK COOBLLEHUI BMSIOT ceTeBast MapLLIPyTU3aLIst COOBLLIEHMI 1 33[epXKA B CETU:

- OTcyTcTBME COOOLLEHWA He OyfeT obHapyxeHo, ecim He OygeT obecrievyeHa AvanioroBasti  KOMMyHVKALWIOHHas
npoueaypa.

C) [N u3MepeHVss BpPEMEHW Mexay COObITUAMK, MO/ydeHHbIMM  OT  00bekTa, OTMPaB/ISIOWEro  Moc/efoBaTe/IbHOCTb
COOBLLIEHWIA, TEM CaMbIM [/151 MPOBEPKY TOTO, YTO COOLITVA He BbUN 33AepKaHb.

Ecrm  06bektoM A  HeOoOHOKpaTHO —3anpallmBaeTcs MHdopMaums U3 gpyroro obbekta B. To mocnegHuin  momydaert
VHGbopMaLMIO  IOK&UTbHbIX  4acoB MapTHepa OT METOK BPeMeHW C YYeTOM 3afepxek. JTa uHdopMauysi MOXeT OblTb CBf3a-
Ha C ero COGCTBEHHbIM CUMHXPOCUIH&/IOM, YUMTBIBAIOLLMM  330epxkv  nepefjadn. CuHXpocurHasi 1A JIOTVKM - CO30aeTca U3
JIOKaU1IbHOTO CUHXpOCUTHaU1a obbekTa B.

OrpaHuyeHve:

* Ha CUHXPOCUIHaUT1 [/151 JIOTVIKW BIIMSIET M3MEHEHUE 3a[iepek B CETU 1 06paboTka B 06bekTe A.

d) [na npoBepkM KOPPEKTHOCTM WHdopMauy obbekta A TpebyeTcsi BO3BpaT METKM BPEMEHW, MNepefdaHHo 06b-
ekTom B e npegbioylieM cooblieHun 06bekTy A, 3TO rapaHTVpyeT KOHKPETHbIi OTBET  (MAEHTUCMKALMOHHbIE  JaHHbIE),
a TaloKe MpoBepseT ero Mo MpeaBapuTesibHO  OnpedernieHHoMy Bpemenu uukia. Co3gaBaeMblii  MOpsOKoBbIA - HOMep (W
MeTKa) W Bpems, KOHTpo/mMpyemMoe € o06bekte B. cpenalor Ty e pabory. B kakoM-m6o 106a/lbHOM BpEMEHW HET Heob-
XOAMMOCTU (EC/NM 3TO He TpebyeTcs APYTUMU MPUIOKEHNAMU).

MornyyaTerb 0GHaPYXXMBAET NOTEPHO MHAIOPMALIW, UCTIONb3YA TaliM-ayT.

OrpaHyyeHus:

* MpoLedypa fo/hkHa 06pabaTbiBaTb NPepbIBaHYE B CBA3M C HEVICTIPABHOCTAMM WM VHMLVa/3aLpels;

- MpoLedypa He rapaHTVpyeT ayTEHTUCDVKALIMIO COOBLLIEHNIA.

e) [ns cosgaHvs npouefypbl, Ha3BaHHOM ABOVHOE HasHauyeHue BpeMeHHbIX MeTok (15). 3ta npouedypa Hacnegyet
CBOICTBA KOMOWHauwm crydyaeB b). €) u d). Mpoueagypa [ABOMHOTO Ha3HAYeHUs! BPEMEHHbIX METOK JOMyCKAaeT —aCKHXPOHHYHO
CYHXPOHM3aLWtO B OObekTax, TakuM 00pasoM, Wu3beras npoGrieM, CBA3aHHbIX C  MOAAEPXKKO/A  OOLEKTOB, OBHOBISIEMbIX
rnobasibHbIM BpeMeHeM. 3ro METOZ, MOXET UCTMO0/1b30BaTLCA A/15:

e (popmmpoBaHUA CUHXpOCWUTHaU1la /19 JIOTVKA U3 JIOK&UTbHOTO  CUHXPOCUTHaUTa  MapTHEPOB WM OTHOCWTESIbHBIX — METOK
BPEMEHM OT COOCTBEHHONO JIOKUIbHOTO — CHHXpOCUTHa/la (M OpraHM3aumMsi  TakTOBOW — CUHXPOHM3AUM Mexgy STMKA  ABYMS
obbekTamu):

- YCTaHOB/IEHVIS CBA3M COBbITUI C OTHOCATE/TbHBLIMM METKAMU BPEMEHW, YUUTLIBAS 33[EPXKY B CETY;

* MPOBEPKY NPABW/TLHOTO NOPSAKA COOBLLEHWIA:

- TMPOBEPK/  CUHXPOCUTHaU1la MapTHEpPOB, YTOObI MPOBEPWUTL  MPaBWILHOCTL — CUHXPOCWUTHaU1a  (3aBUCALLErO  OT  Mpw-
NOXeHVs) Ha Bawwielt cTopoHe.

Mepegaya pomyctma 4719 Avarsiora  Mexay [OByMS MapTHepamum W [ CBS3W  «BeOylMit-BeAOMbI».  MocnegHss
6onee MpUMEHVMMa /19 LMKIMYEeCKo/ nepejaun AaHHbIX, 4eM npyv  (hOPMMPOBAaHMM BPEMEHHbIX METOK /1 OTAEMbHbIX  CO-
ObITWIA. rA€ [/151 KOHKPETHOM CHYHKLN BEXKHO BPEMS.

OrpaHuyeHus:

- ecM BeNMu/Ha KBaHTa BpPEMEHV C/MLLKOM Bevka, TO YMOpsAouMBAalOLLME CBOMCTBA COOLMUA MOryT OblTb  He-
onpegemMmMbIMA. B Takux criydasx MHdopMaLms Ao/kHa ObITb AOMO/HEHa NOPSAAKOBbLIMM HOMEPaMU:
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e [BO/HOE Ha3HAuYeHVe BPEMEHHbIX METOK MOXET MoTpeGoBaTb 3HaHWE O 3afepXKax [ABOWHOrO (Tyda W 06parHo)
MPOXOXAEHS CUrHaA, EC/IM NPYMEHEHIE PACCMATPUBAET C/Tyqaid, NPefCTaB/IeHHbIV B NEPEUNCTIEHNN ).
BbUM  Mpef/iokeHbl 6GOfiee  CMOKHbIE CXeMbl, YeM [BOWHOE HAa3HAYeHWe BPEMEHHbIX METOK,

KOTOpble  MO3BOJSIAKT
ynopsgovmBaTb Co0bITHS, npoucxogsiipe 6oree 4Yem B ABYyX CUCTEMAX.

C.2 BbI60p ¥ 1CMo/b30BaHUe KOAOB 3aLLThl U KpUMTOrpadinyeckux MeTof0B

HecmoTpsi Ha TO, 4TO cuctema nepefjaum MoTa OblTb HEM3BECTHOW WM W3MEHSATLCA BO BpEMS €e KV3HW, B 60/b-
LUMHCTBE C/ly4aeB MOXHO OMpeaesnTb, MOryT /M ObiTb WUCKIOYEHbl BPEfOHOCHble aTakM Ha CBf3aHHble C  6e30rMacHOCTbIO
COOOLLEHNA WM OHW BO3MOXHbl. 3TO O4YeHb MOMIE3HO 3HATb, MOTOMY YTO B C/lydae BO3MOXHOCTM 3TWX BPELOHOCHBbIX arak
noTpebytoTcs  KpunTorpaduyeckie  MeXaHu3Mbl € CEKPETHbIMM - KMiodaMy.  PekomeHOyeTcsi 3TO  BbIAICHUTb Ha  paHHell  CcTa-
Oy, 4Tobbl  OrPaHMUUTL  CBA3AHHYIO C  6e30MacHOCTHO  (OYHKUMOHa/IbHOCTb.  EC/M CyluecTByeT  BO3MOXHOCTb — HECAHKLMO-
HUPOBaHHOTO AOCTyNa. TO MOXET Oblb MPUMEHEH OTAEbHLIN Croi 3awuTbl goctyna {mna BO ww Bl). cm. pucyHok C.1.
WM 3awpmra  obecrneusBaeTcs CBS3aHHOW C  nepefayeil  daHHbIX  OyHKUME  6e30macHOCTW,  WUCTOMb3ylowweli  Kpumrorpadv-

yeckse MexaHv3Mbl {Tun Al), U 8 3TOM cCMbicie B MOCMEAYIOWEM TEKCTE UCMOSb30BaH TEPMUH  «KpUMTOrpachniecknii  Kog,
3aLLNTBI».
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KavnyMLLIALWIOHHM BYETLLIA, LLIKOTH OOMESLLIHOOTLL

L soaEmomHGCTH

TobIPBETOPKILBBHHBIA JOCTYM HaumoptooLLHBIARO( HLUDwiaLLKZYLm>

KptmarpethmyeciLie METOb|, MCUMbIyTal™ anpeTHs/1koa

Orvpfistn-eg i NS SAUNTS JOCTYIR,
S it & TARRCOECHIGTLG

HupurmpsdoviLiM om KpummivpachmumMmii vm Hi Ll,UJI'I'I'pI‘/’ICbI/HBOTUMIﬂ most K> (chmmvivpodomanvvia v

«MQJT**T™ ««ornacHoe™ OMOri/BHOCH.
4 Lautvoww * XKpTTODADHKAMN kv
bnAii TunAl TunBO TunB1
CTpyKTyPE COOBLLEH CrpykType CrTpykType
O zm’ COO06LLBHA, COOOLLIEHNS,
reporC. CM. pucyHok CJ1 eM. PUCYHOK (X5

PucyHok C. 1 — Knaccudoukaryist cBsizaHHbIX C 6e30MacHOCTBIO CCTEM CBA3W
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MPUHLMIBI CTPYKTYP COOBLLIEHMST 4151 COOBLLIEHNY TUMOB AO 1 AL NpesCTaB/eHb! Ha pucyHke C.2.

MunsaoanTonbaany AaHH0
JononHresibHe b AgHHbIe
OyLLLPK MapaaY* aMaaib ! Noneoasmancoes W&nm Koy r
EPOTKHOETb B U AT.0
Kamaoe! FlononeamensHus
ARt
AN SAUMTY OT YOS ]

JpTenHHTIbHbIe ALLHLL CYICTEMb |

bl rL o Huuprerop, 3aro/nosoK Hanprewp, 1oH nepeaasm
JonanHuTtarnbHble faHHbIe
cvCTEMbI Mapa™
Ha canam Hov

PucyHok C.2 — Mogenb npeacTas/ieHns coo6LLEeHUA B cucTeMe nepegadqn {tun AO. Al)

OTaenbHble  Cnov  3aliMTbl  AOCTYMa MofesHbl B Tex chydasx, rae

rpynMbl - CBSA3@HHLIX C  6GE30MacHOCTLI0  KOMIbHO-
TEPOB. COEAVHEHHbIX flokaslbHOM  ceTbto  {LAN),  AO/KHbI

nepefasarb [aHHble MO OTKPbITbIM  CUCTEMaM nepefayum  (Cm.
pucyHok C.2). HesBHOe npegnonoxeHve An8 MOAeM, M306pakeHHOW Ha pucyHxe C.3. cOCTOMT B TOM. YTO JiOKa/ibHble

cetm MoryT OblTb OTHECeHbl K kaTeropum 2. AnnapaTHble CcpeacTBa M MporpamMmHoe  obecrneyeHve  Kpunrorpacpmm  MoryT
6bITb  CKOHLIEHTPVPOBaHbl B  OAHO3HAYHO OMNPEAENeHHON Touke BXOAA OTKPbITOM cucTeMbl nepegayn.  [Opyrvie  uHTepdieit-
Cbl OTKPLITON CUCTEMbI MNepefauy  AO/MKHbI  Obib  MCKIOYeHbl.  KpunTorpachuueckve  chyHKUMM  MOTYT  BbiTb  0ObeAuHeHbl €
OyHKUMSIMM LLIMb03a. KOTOPbIe 06bIMHO TPEBYHOTCA, KOrAa ToKasbHasi CETb COeAVHEHa, HaMpUMep, C r1106a/TbHO CETbIO.
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QBcpyRoamme, Qlarymosmme, OGopnonatim,
TRANLHOS AN HOS CRRANHHDS
o S4MAHOOTH0 © SIMIKHOUTHO T SRANEcHOsTIVG
Negasrmpyali Nesmnopall MpwrmopHoR
PO L SR DR
Ppresyn Py Oymipm
NDARINN, MDA, NERE,
CRRMLA e SR ONKMHHIR
[ Sevormancney o Seromarsacey o Saacrmuoatiey

“ mwzz"‘“ » K M 4 N L 51
— ' a::rm CHTSaHHBA
/ GedomasHocTai
Hanpysaop, mobanbHas
ATl
TIMANC0 ST TTHOWACS SLMTR
Rookyna XY™

CHcTaMa nepeasyH, He CBR3aHHER © Be30atHONTHIo

PuvicyHok C.3 — Vicnonb3oBaHue OTAe/bHOrO €105 3alUmThI [ocTyna

lMpoLecc 3aLumTbl AOCTYNa MOXET GbITb Peasv30BaH pasnyHbIMY Criocobamm:
a) LumMdpoBaHe COOBLLEHWIA:

b) [OGABMEHWE KPUMTOrPAIMUECKOTO KOZA.
B 06OMX Crydasix MNPUMEHSIOTCA KOAbl 3alyThl NEpPes TeM. Kak CBsi3aHHOE C 6e30MacHOCTbiO  COOGLLEHME MOCbUIaeT-

ca K Ccrolo 3awpTbl goctyna. O6opyfoBaHVe, COAEpXallee C/lo 3alTbl A4OCTYNa, He [A0/KHO Obib Ge3onacHbIM camo Mo
cebe. cMm. oble TpeGoBaHUs B 7.2. HeobXoAMMO OTMETWTb, 4YTO [JO/DKHbI ObiTb PACCMOTPEHbI OTKasbl MPOLEOca  3alluTbl

[Joctyna.
MprHLMMBI CTPYKTYP COOBLLIEHS [/15 TUMOB coobLLiEeHMi BO 1 B1 13obpakeHbl Ha pricyHKax C.4 n C.5.

B amvx npvMepax mnokasaHa KpunTorpacdmueckast 3alimta, MpUMEHsieMasi cpasy nocre koga 3aummbl. B gpyrux  npu-
Mepax OHa MOXET GbITb MPYMEHEHA Ha GOee HU3KX YPOBHSIX (HANpUMEp, TPaHCTIOPTHOM UK CETEBOM).
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Do XOnaTansoRe JUHHS
mmm SNLHPONUIHON Lo
ot TRONEAMIG, CHRIHHOR
€ BEXONRCHOUTIIS
He sprmarpadusecand nog spTy
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PucyHok C.5 — Mogerb npefcTasneHns coobLLeHns B cucTeMe nepegaqn (vn B1)

C.3 Kopg, 3awmrsl

C.3.1 O6LLMe NonoxeHus

Tpebyemble CBOMCTBA KOfa 3alMTbl 3aBWUCAT OT XapakTepuCTUK CUCTEMbl MNepesjaeM W apxXUTEKTypbl CBSA3aHHON C
6e30MacHOCTLIO CHCTEMbI Nepeayum AaHHbIX (CM. pUcyHOK C. 1).

Ecnm  HecaHKUMOHMPOBaHHbBIA  [OCTYN K CUCTEME MNepefauv [AaHHbIX MOXET OblTb WCKIOYEH, TO KOAbl 3allyTbl [O/DK-
Hbl OGHapy»uBaTb BCE BWObl C/ly4YaiHbIX W CUCTEMATMYeCKVX OWUTOBbLIX OLWMGOK. HeobXoauMO OTMETWUTb, 4YTO OObIMHO CW-
cTeMa nepefauv 3alMILIAeT CBOM  COOOLLEHWMS CBOMM  COOCTBEHHbIM — KOZOM Mepefaun, KOTopbld  ywe paspabotaH Tak.
4ToObl COOTBETCTBOBATL ~ OMNpEfesieHHOMY YPOBHIO KauyecTBa W 330aHHON VHTEHCMBHOCTM  GUTOBbLIX  OWWGOK. CregoBaresb-
HO. ecrM cucTemMa nepejaqy  [daHHbIX MepefaeT HedornycTumoe cooblleHve, To /mMbo cboil e kaHane nepefaum 6bin Ha-
CTOMbKO 6OMbLUMM, 4YTO KOf nepefaqn ObUl MOBpeXaeH, /M60 npousowen oTkas. B obom criydyae HeobXoaMMO — CuuTaTb,
YTO OCTaTOYHbIE BUTOBbIE OLLIMOKM HE CTyYaiiHbl, U MOMYT MMETb MPON3BO/IbHBIA BEC XamuHra (17].

Ecnm  HecaHKUVIOHMPOBaHHbIA  [OCTYN He MOXeT OblTb WCKIOYEH, TO BPEeJOHOCHas ataka He MOXeT ObiTb npenot-
BpalleHa. HO MOXeT ObiTb ObOHapyxeHa U obesBpexeHa. O6bluHbIM  CrOCOOOM  MPEAOTBPaLLEeHUs  BPEAOHOCHOM — aTakv
ABMISETCA  MPUMEHEHVE  KpUMTOrpadpyyeckix  a/ropuTtMoB, MO KpaiiHeil Mepe, C OfHWM CeKpeTHbIM  Kkouom. Cam  kof  3a-
WWTbl MOXET OblTb OCHOBaH Ha TakoM &IropyiMe WM MOXET Oblb peanM3oBaH OTAEMbHbIA  CIOM  3aWwuTbl  AoCTyna C
KpunTorpadomyeckumm - doyHKUMAMW. B nocnegHem  criydaB Ko,  3alUpMTbl - TaKe  MOXET  OOHapyxWTb  OTKasbl  060py0BaHWA
3aWuThI OCTyNA.

C.3.2 OcHOBHble 6/104HbIE KOApI

C.3.2.1 O6L¥e NOOXKEHMSE

Cnepyrowpe nNOAMYHKTbl  KPATKO — OMKCLIBAIOT ~ HEKOTOpble  O/ouHble  XOAbl M MX OCHOBHble — Xapaktepuctuku. bonee
noapo6Ho cMm. B [17].

C.3.2.2 /InHeliHble 6/104HbIe KoApI

BMouHbI KoL, IMHEEH, €C/N, U TOTBKO €C/n, CyMMa Jt00bIX KOAOBbIX CII0E TaloKe ABMSETCSA KOA0BbIM C/IOBOM.

BOMbWMHCTBO  KOAOB,  WCMOMB3YIOLUMXCA /19 KOPPeKUMM — OWMBOK,  SABMSKTCA  JIMHEVHbIMA -+ ABOUMBbIMA  KOAAMM.
TaKke UCMOMb3YIOTCA  HeABOWYHbIE  KOAbl, Hanpumep, kedbl Puga-ConomMoHa. 3T KoAbl  MPEBOCXOAHbI A1 60pbObl  CO
CyyaliHbiMM  OWMbKaMn M C OWwWMbKaMM B MUHAM NepefayunM MakeTHbIX [JaHHbIX. 3TW  Kogbl MOryT OblTb paspaboTaHbl C
KOHKPETHBbIM ~ MVHVM&/IbHBIM -~ paccTosiHieM  XemmuHra d. 3TO  O3HavaeT, 4To OowMbkM [0 <M  HeBepHbIX CYMBOJSIOB  MOJHO-
CTbl0  OGHapyMBaloTCA. Bcreacteve WX JIMHEMHOCTM  KoAbl MOryT  ObiTb  MPOTECTMPOBaHbI Ha  BO3MOXHOCTb  OOHApyXeHWs
cycTeMaTnYecKuX OLIMGOK Nepesayum.

MonesHbiMM  MOZENSAMN  SIBASIOTCA  ABOUYHBIA - CUMMETPUYHLIA  KaHan (BSC) ©  g-apHbii  cUMMETPUYHBIG  kKaHann  (QSC).
3TV KoAb! MOTYT BbITb TaloKe NPOTECTUPOBaHDLI HA 0GHAPYXEHUE CCTEMATUYECKMX OLLMOOK Nepesaqn.
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C.3.2.3 Upknnueckmie 65104HbIE KOabI

JIvHelHbili  GNMOYHLIA  KOA4, SBASIETCA  LMKIMYECKUM, €C/M  KadKAbIA  LUMKIMYECKAA COBUM  KOAOBOW  KOMOMHaLMM  Taioke
ABNAETCA KOAOBOW KOMOGMHaLMeR. Liuknuueckii  kof, MOXeT ObiTb  OnucaH MofvHOMamMy.  Matemaruyeckoe —OnucaHue  Ko-
[10B MOXHO HaliT, Hanpumep. 8 [17].

O koAbl MPEBOCXOAHbI A1 6opbObl CO  CAydalHbIMM - OWMOKaMM M C  OWMOKaMX B JIMHUM  Mepefayun  NakeTHbIX
JaHHbIX. 3TV KOoAbl MOMYT OblTb paspaboTaHbl C  KOHKPETHbIM MUHUMaUTbHBIM - paccTosHieM XemmuHra d. 3T Kogbl  MOTyT
TawKke OblTb MPOTECTMPOBAHbI Ha OGHapyXeHue CUCTEMATUYECKUX OLIMGOK nepefayun. Liknumueckuii ko, € € U3ObITOUHBIMM
CVIMBO/TaMV OBHaPYXVBAET BCE NaKeTHbIE OLLIMOKM pasMepoM [0 C CYIMBO/IOB.

B HekoTOpbIX MNPUIOKEHUSIX MOXET OblTb WCMOMb30BaHA LMKIMYECKas npupofa  Koja, uUTobbl M3bexarb  OrnacHoCTU
CVHXPOHM3aUMM  3anpeLLeHHoro  KofoBoro  cfioBa. [ 3T0ro, HeoGXOAMMO  PaclMpuUTb  KOA, HO  KOHeuHbl  pesynbtar  Oyaer
MPEBOCXOANTL CUCTEMBI, NOMAratoLLMECS Ha OTAE TbHbIE CYMBOSIbI CUHXPOHM3ALWN.

C.3.2.4 BnoyHble xeLw-kofpl

Xalw-kofbl MOMYT OblTb JIMHEAHBIMA WM HeSMHEVHbIMK.  Hambonee BaxHbIMWA — SBNSIOTCA  HENMHEViHblE  OHOCTOPOH-
H/e dOYHKUMKM, KOTOpble CKUMAKOT BXOAHble [aHHble [0 «UMPpOBOrO OTrevatka nasbla». M3-3a UX  HENMHeHOCTM  Mu-
H/AM&/IbHOE  paccTosiHe XeMMuHra He MOXeT OblTb  MO/lyY4eHO, 33 UCKIOYEHWEM  HEGOJbLLIOTO  KOMMYECTBa  TPMBMa/TbHBIX
cnyyaeB. OfHaKO BO3MOXHOCTb OGHapyXeHUs OLWMOOK BbICOKA /1 YAAuHbIX X3LW-KOAOB. V3MeHeHue opHOro paspsga  BO
BXOAHbIX [IEHHbIX W3MEHSET B CpefHeM MOMIoBUMHY 6UTOE € 3HaYeHUM X3LU-OyHKUMW. 3Has 3HauyeHne  XILL-OyHKLW, HEeBO3-
MOXHO  BbIYAC/UTb  BXOAHblE [JaHHble, KOTOpble XEeLMPYHOTCA 3TUM  3HAYEHVWEM  X3L-GOYHKLMM  (CBOWCTBO — OfHOHAanNpas/ieH-
HOCTM). W 3Has BXOAHble [JaHHble, HEBO3MOXHO BbIMMCUTL ApYyrie BXOAHble [aHHble, KOTOpble XelmpyloTes TakiM ke
3HAYEHVMEM  XSLL-PYHKUMM  KOUM3US 1S CnabbIX  Xeww-oyHKUMIA), M HEBOSMOXHO C  MOMOLLBIO  BbIYUC/MTENbHBIX  METOA0B
HaliTn Kakme 6o f[Ba Habopa BXOAHbIX [AaHHbIX, KOTOpble XELMPYHTCA OOHUM U TeM Xe 3HaYeHVem XaL-GoyHKkun (kost-
V3181 AN CWIbHBIX XELLI-COYHKLNIA).

B [7] onpepensiotca xaw-kogpbl Ana ueneli 6esonacHocTM 8 obliem crnydae. B (6) onucbiBarOTCS X3LLI-KOAbl, MCMOMb-
3y M-paspsgHbii - anroputm  6104HOMO  WMbpoBaHst 6e3  npumeHeHst  kilova. Kpome Toro, B KayecTBe  X3lL-KOAa  MOXeET
1CMob30BaTLCA Ko ayTeHTUdmKaLwv coobLueHnii (MAC), HO B 3TOM Crlydae TpeGyeTes KoM,

Xopowas  athekTMBHOCTL  NPOrPaMMHOTO  OGecrieyeHss MOXeT  OblTb  MO/lydYeHa € a/ropuTMamy  MpeacTaB/eHns
COOOLLEHNsT B KpaTKoiA chopme, OTHOCAWMXCS K cthepe obliero nosb3osaHis. MD4 n MD5. KoTopble SBASIHOTCS  Klaccamut
KofoB OOHapyweHus MaHunynaumii - (MDC).  Hukakvx —MOBbILLEHHbIX TPeOOBaHWA K  KPUTEPUSM  KO/UM3MIA  He  Tpebyetcs,
T. K BpedOHOCHble arak/ 3allyilieHbl [pyrMMK  CpefcTBaMu. OTO  O3HAYaeT, YTO  WCTOMb3yeTcs WM KpunTorpachnyeckuii
6nouHbiii ko, (MAC) wm  npvMeHeHa  Kpurnmorpacdudeckas 3alpra [/ BCEro  CBSA3AHHOTO € 6e30MacHOCTLI0  COOOLLEHNS,
BK/THO4asA 3HAUYEHME X3LL-CDYHKLMN.

C.3.2.5 Linchposble nognmeu

LindopoBasi mofnmMce — 3TO HEKOTOPOe YMC/O PpaspsifoB, KOTOpOe 3aBMCUMT OT O6LEro uucra 6utoe BXOOHbIX [aH-
HbIX (daHHble MoOMb30BaTeNIi W [AOMOMHUTENbHBIE [aHHbIE), @ Takke OT CekpeTHOro Kaoya. Ee npaBwibHOCT MOXET ObiTbh
npoBepeHa Mpyi MOMOLLM OTKPLITOrO KIkoua.

C.3.2.6 Kpurrorpagomyeckme 67104Hble Xoabl

Kpuntorpacdouueckve  67104HbIE  KOAbI  SIBMSIOTCA  HE/MHEVHbIMM - 6/10YHBIMM -+ XeL-kofaM  Ha  OCHOBe  KpurTorpadov-
UeCKMX &ropuTMOB. VX MPEeMMyLLEecTBO COCTOMT B TOM. YTO OHW MOMYT 3alMTUTL OT BPEAOHOCHOW araku, €ec/M OHWM  OC-
HOBaHbI Ha K1toyax. CaMblil U3BECTHbIN KOA, — 3TO Kog, ayTeHTudmkaLym coobiueHunin (MAC), KoTopblii onvcaH B [4] v [5].

C.3.3 PexomeHAaLWM Mo MPYUMEHEHUIO KOAO0B 3aLLTI

MprMepb! /15 OLEHKN pasHOOBPa3HbIX OCHOBHbLIX METOAOB AaHbl B Tabnmue C.1.

Tabnunua C.1— OueHka MeEXaHN3MOB KOAVPOBaHYS, 06ecneumBatoLLx 6e30MacHOCTb (CM. NpYMeYaHe)

T Cobika, oM. pasaen 2 u Tuin cBSA3aHHOI € 6E30MACHOCTBHO CCTEMbI KOMMYHUKALIK, CM pricyHoK C.1
6uGnmorpadovio A0 Al BOS> Bib)
CRC«> [Peterson] R US> _) R
MACEL NCO/M3IK 9797-11n 2 R HR R R
Xalu-koao MCO/M3K 10118-2 R US> HR HR
Linchposas nognmcest NCO/M3K 9796-21 3 R R R R

MpumMeyaHue — Ec/m pekoMeHayeTcs 6osiee OHOTO MexaH13Ma KoavpoBaHust 6e30MacHOCTM, ro AO/MKHA
GbITb OTOBPAHA NOAXOASILLAS KOMBUHALMS OGHOTO MM HECKOSTbKUX MEXaHN3MOB.

HR — meTog, HacTosATENbHO PEKOMEHLYETCS /151 3TOI apXUTEKTYPbI. EC/M 3TOT METoA, He UCnosb3yeTcs, TO 3TO
[0/MKHO 6bITb NOAPOGHO 060CHOBAHO B TEXHUHECKOM OTUETE M0 6e30MacHoCTY;

R — MeTo/, pekoMeHIyeTCst [1/151 STOM apXUTEKTYPbI. 3TOT YPOBEHbL PACTIO/NONKEH HIDKE YPOBHS pEKOMEH AL
«HR»;
- — METoA W Mepa He MMEET peKoMeHJALIUI MO NCMNOJ1Ib30BaHNIO HX 3a. HU NMPOTUB;
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OkoH4aHve Tabnmubl C. 1

US — meToA, He NOAX0auUT A1 3alLyThl CUCTEMbI STOW KaTEropum.
a> BO3MOXHbI ApYrvie Mepbl Mo 0becneyeHnio 6e30MacHOCTI, HO 34eCh HE PACCMOTPEHBI.

&* TO/IbKO He KpMMTorpachieckme Koab! 3aLLuThI. Kpynrorpadrieckve METOAb! A0/MKHbI BbITb PACCMOTPEHD
OTAE/BHO.

&> Crnoco6HOCTb 06HAPYXKEHIIS OLUMGKI OfMIHAKOBA A1 OAHOTO M TOTO e UYMC/Ia GUTOB M3GLITOUHOCTU.
& 3anpalLnBaeMbIii CEKPETHbIN K/TtoY 3TUM MEXaH3MOM He MOXET GbiTb BbIMOSHEH.

e> [EC/M  MCMoMb3yloTcd  MeTodbl  LuMAopoBaHMA MNOToKa, TO MpumeHeHve CRC B KayecTBe Kofa  3almbl  He
npvemnemo. B MpoTMBHOM  Clydae CyOGbekT aTtaki MOXeT Cco3faBartb CBA3aHHble € 6e30nacHOCTbIO  COOOLLEHMA
c peiicteutenbHbiM - CRC, fo6aBnssi  MpowsBoO/ibHOe — cooblleHMe ¢ geictButesibHbiM CRC K 3alumgpoBaHHOMY
COOOLLEHUNIO MOTOKA, HE SIoMast Krou.

XOT 3HaHME XapakTepyCTUK OLWMOOK KOHKPETHOTO KaHaslia MOXET MO03BO/MTb  HEeKOoTopble  TuMbl  OLWMOOK  UrHOPUPO-
BaTb M 06ecneunTb €ro Jyudllytlo paboTy, HO B «OTKPbITOM» KaHasie (YepHOM KaHasle) HUKaKMX TakvX 3HaHWA Henb3a npes-
nonoxuTb. B 3TOoM cueHapui waeasibHbIM - pelleHrem 6bu1  Obl  CyyaliHbid - kog, [o3ToMy He  [O0/kHbl  YCTaHaB/MBaTLCA
HUKaKe TpeGOBaHWS K BEPOSATHOCTUM  HEOOHapyXeHHbIX OWMOOK Pve Koja  3aluThbl, KOTOpas HWKE, YeM BeposiTHOCTb
C/yyaliHOro Kofa, KoTopas paBHa = 2~¢, rae ¢ 0603Ha4aEeT YIC/I0 BUTOE N3BBLITOHHOCTH.

C.3.4 Kpuntorpadpnueckvie MeTogpl

Mpy  vcnonb3oBaHMM  METOAOB  KPUMTOrpachMyeckoli  3alimTbl  PEKOMEHAYHOTCH  CTaHAapTU3MPOBaHHbIE  PEeXMMbl  pa-
60Tbl. HampyMep, B COOTBETCTBMM C [6]. 3TOT CTaHAapT He pekoMmeHayeT MeTog npsmoro wwdpoBaHua (ECB) ana  g/wHbl
BXO[HOV  rMocnefoBaTeslbHOCT,  MpeBblllaloleit pasmep 6/0ka  aroputMa LMAopoBaHMsl.  PekOMEeHOYHoTCA  XOpowo — U3-
BECTHbIE 1 MNPOBEPEHHbIE &/TTOPUTMbI, Tak1e Kak B (16].

C.4 inivHa Kopja 3aLumTbl

Hacrosilee npuioxeHe MpYMEHMMO ToMbko K Kateropum 1. T.e. K 3aKkpbiTbiM cucTemaM nepefaun, Tak Kak AaHHble
chopMmyribl OCHOBAHbI Ha KOHKPETHBIX MPEATIONOKEHVISIX B CUCTEME Nepeaayi.

Ha camom fene onucaHHas Hke MOAENb YaCTVYHO OMMPaeTCs Ha MexaHV3Mbl OGHapy)XeHUs W yrnpasfieHus OLnG-
kKavm cucteM nepefadn. OOGbIMHO B WUCMPaBHOM  COCTOSHUM  MEXaHU3M  OGHapy)XeHUs OLIMGOK CcucTeMbl nepefaun  obHa-
pyXvBaeT ¥ MPOTUBOAENCTBYET BCEM OlMOkam nepegaud. B atom cryyae Kog 3awmmbl He Ob6Hapy»vBaeT owmbok. Tem
He MeHee, caMa cucteMa nepefauy WM ee MeXaHU3M OOHapyXeHUs OLIMOOK MOXET MpekpamuTb paboTy 13-3a OTKA30B
annapatHbIX CpefCcTB /b0 HeKkoTopble OLWMGKA nepejaun  SBASIOTCA  OLUMOGKAMM Takoro  BbICOKOTO YPOBHS, 4TO OHM  He
06Hapy»mBaroTCs. Bo Bcex NOAOGHbIX CyHasix KOA 3aLlyThl AO/DKEH OBHAPYXUTb 3TV OTKa3bl.

Vicnonb3oBaHne 3TO MoferM BefeT K 6osnee HU3KMM  TpeboBaHWMSIM  MOMHOTbI  6Ge30MacHOCTM A1 koda  3almTbl Mo
CpaBHEHMO C MoAensmu, npeHebperaloWyMm  BO3MOXHOCTAMY  OOHapyeHWust OoLMBGOK cucTembl nepegaun. C  gpyroil  cro-
pOHbl. CUCTEMYy rMepefain B 3TOM Crydae (OUKCUPYIOT UM ee Hesb3s MOMeHATb Ha Apyrylo 6e3 ajanTaumv  Jokasarenbera
6e3omacHoCTM. 3Ta MoAeNb MOXeT O6blTb (M AO/DKHA ObiTb, €C/M  HeOOGXOAVMO) U3MEHeHa [AJ19 CUCTEM, WIHOPUPYIOLLMX WX
MEXaHV3Mbl  OBHapYeHUst OWWOOK WM B/MSHWE  VHTEHCVIBHOCTE  OTKA30B, WCTOYHUKOM  KOTOPbIX —SB/ISKOTCA — annapartHble
cpefcTsa.

Hactosiee npwioxeHve [fAaeT npoctble  opMy/bl A8 BbIMWCIEHUS [/IMHbI  KOAa 3aluuTbl.  BbIMOHEHME  AaHHbIX
TpeboBaHWIA rapaHTUPYET, YTO Lieb 6e30nacHOCTN ByAeT AOCTUMHYTa.

BazoBas Mogesb /151 BblUMCIEHVS [/VHbI KOAA 3aLLThI MokasaHa Ha prcyHke C.6.

CylLLecTByeT TPy BO3MOXHOCTY MOSIB/IEHVS OMaCHOCTYA:

a) cHou annapaTHbIX CPEACTB CUCTEMbI NEPeaaYM, MPUBOASLLME K MOBPEXAEHUH COOBLLIEHNIA:

b) GUTOBbIE OLLIMGKM, BO3HMKAIOLLIVE 13-3a EM) 1 He 06Hapy»eHHbIe KOAMPOBAHVEM Nepesaqn:

C) CcOoM nMpOMCXOOAT B CPeACTBe MpOBEpKM Koda repefaun, Mo3ToMy Kakaoe MOBpeXOEHHoe COOoOLLeHVe MOXeT
6bITb NepeaaHo 13 HeJOBEPUre/IbHOV CMCTEMbI NepeAaY B CBA3aHHOE ¢ 6e30MacHOCTLI0 060pyA0BaHNE.
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PvicyHok C.6 — BasoBasi mogesb owmbkn
Beepem criefytoLLpe onpeseneHus:
Ry, — Lies1eBas MHTEHCVIBHOCTb OMaCcHbIX OTKA30B BCeli CICTEMbI NepeaaYn.
R, — WIOBHCMBHOCTD OMacHbIX OTKa30B OT COOeB anmapartHbIX CpeActs 6e3 cpefcTBa MPOBEPKM Xoda Mepefamut:

Rh2 — MHTEHCUBHOCTL OMacHbIX 0TKa3oB OT EMI;
R»3 — MHTEHCMBHOCTb OMacHbIX 0TKA30B CPeACTBa NPOBEPKY KoAa nepejayum:
R,yy— VHTEHCMBHOCTb OMacHbIX OTKa30B HEA0BEPUresTbHOV CCTEMbI NepeaaYn:
pus — BEPOSITHOCTb HEO6HAPYXKEHHBIX OTKA30B MPY BbINOMHEHW KOAA 3aLLMTLI;
— BEPOSITHOCTb HEOBHaPY)XEHHbIX OTKA30B MPY BbIMOHEHN KOAA Nepefaqm:

Mpum eyva Hune— EcnmHegosepuresibHblE CUCTEMBI MEPefaqm He CoAepXar MEXaH3MOB KOAMPOBaHMA rnepe-
[Jaun. TO fOMKHO BbITb NPUHATO Py - 1.

11— MaKcUMasTbHast HacToTa COOBLLIEHWIA /15 OAHOTO MosyJaTens;
f,— YacTtoTa HenpaBW/IbHbIX (MOBPEMXAEHHbIX) COOOLLIEHWIA:
[ — OTpe3ok BPeMeHW: ec/m 3a 3TOT OTPe30K BpemeHW ObUio  MOJyY4eHO MOBPEXAEHHLIX  COOOLLEHWIA  GonbLue

OMpedeneHHoro  KosivuecTea, To  6ydeT OCylWecTBfeH Bo3Bpar B GesonacHoe cocTosHve:  {6esoracHoe  Co-
CTOSIHIE C MOHKEHHOI CKOPOCTBIO Mepeaaqit AaHHbIX);

K, — K03hpMLMEHT AN c60eB anmnapaTHbIX CPEACTB, BK/YatoLLmMiA 3anac 6e30MmacHOCTY;

K, — KO3CHChVILIMEHT, KOTOPbIIi ONMMCHIBAET NPOLIEHT COOEB anmapaTHbIX CPEACTB, KOTOpbIE MPYBOASAT K HEOBHAPY-
YKEHHOMY OTK/THOUYEHMIO IEKOAMPOBAHMS Nepeaaum:

T — 3anac 6e30MacHOCTY, BKIOYEH B A,

n — KOAMYECTBO MocnefoBartesibHbIX  MOBPEXAEHHbIX coobLLEeHNA,  nocne KOTOPOro BbIMNO/IHAETCA nepexod B 6e3-
OrnacHOe COCTOSHHIIE C MOHVDKEHHOM CKOPOCTbLHO Nepeaayn AaHHbIX.

C atumun onpeaeneHnaMmn HeOﬁXO,CI'VIMO OoLeHuTb crieayrouie CpOpMyl'IbII

RHW' PUS' *1 =RH1 « C.1)

PUT 'PUS " i~ R C2)
1

*2' PUS-A=RH3- (C3)

CNMMa BCEX TPEX 3HAUEHNIA IHTEHCUMBHOCTEN He [0/DKHa NpeBbILLaTh RHZ

RHi*RH2*RH3SRH.-

1> 3T NpeAnonaraeT, UTo Kog, 3aLLMThI 1 KO, Nepeaun He3aBMCMbI. STO MOXET BbiTb O4eHb TPY,AHO A0Ka3aTb.
Bosiee KOHCEPBATVIBHBIN NMOAXO/, AOMKEH OCHOBbIBATLCS TO/LKO Ha KOZE 3alLTI.
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MockosbKy  Henb3A  MPeArnofioxUTb, YTO OTKa3 CrlyyaeH, He O06XOAMMO MPUHATL BO BHMMAHLIO 3arnac 6es3ornacHocTM T
a koathdpyLieHTe K,. KoadhthmLMEHT K, AO/MKeEH BbITb BbIUMC/IEH COIIACHO CrieaytoLLei dhopmyre:

K,rnmT.

KoathdhmLpmeHT LW npeAcTaBseT 3anac 6e30macHoCTM C L T 5.

MakcmasibHas HacToTa HenpaBUbHbIX COOBLLEHNT /\10/mKHA ObITh OLieHeHa:

* NGO C NOMOLLIBIO OLIEHKM HavxyaLero cyyas f, =314

B [bi60 C MOMOWBLID OfpaHUYEHUS HA MaKCUMa/IbHY0 WHTEHCMBHOCTb WM KOMMYECTBO  HEnpaBWIbHbIX — COOBLLEHNINA,
rae peanm3oBaHbl Ge30nacHble CYETWKM  WuM  Ges3onacHble Taiimepbl. EcCiM B onpedenieHHoOM  BPEMEHHOM — UHTepBasie
nosyyeHo OGorblle OAHOMO  HempaBWIbHOTO  CO06LUeHMs, TO 6esonmacHas nepefayda  A0/MkHA ObiMb  MpepsBaHa, W JO/DKEH
ObiTb  BbINOMHEH rMepexod B 6Ge30nacHoe COCTOSHME C  MOHWKEHHOM CKOPOCTHIO Mepefaqy  JaHHbIX. Martematvyeckuidi  Bbl-
BOZ, 10Ka3bIBaET, YTO ONpeaesieHHbIN NPeAe He MOXET ObITb MPEBbILLIEH.

B umkmueckoll nepepave uactotbl f, onpegeneHa TouHO. B cydaB  HELMKMYECKON nepefadn  HeobXogumo  UC-
Mo/1b30BaTb MakCMMasTbHO BO3MOXHOE 3HaYEHME YacTOoTbl.

Mpy NOMOLLIN «TOAXOARALLIEr0» WK «xopoLuero» CRC* MakcMasibHoe 3HaueHure P, MOXer ObiTb OLIEHEHO Kak:

PuT" 2-*,
rae b o3HauaeT unicio GUToe N36bLITOUHOCT.

Ecv  vcnonb3ytoTcst  Apyrve  Kodbl, Hanpuvep, KOMOMHaUMsi AByX KOZOB, TO [JO/MKHO OblTb  MCMOMb30BAHO —3HAuEHVe
BEPOSITHOCTM OLLIMOKM 6/10Ka B HAMXYALLIEM CrlyHae, NPUMEHSISt MOAESb «ABONYHOTO CUMMETPUYHOTO KaHau1a»2).

KoathchvLieHT K, TpyOoHO oOueHuTb. [Ecim  BO3MOXHA nepuoguueckass MpoBepka  KOPPEKTHOM — paboTbl  MexaHu3ma
KOZVPOBaHUS NepeAaqu, To KoathHMLIMEHTOM K, MOXHO GbIr10 MpeHebper.

Be3 kakux SMbo 060CHOBAHMIA MOXHO CUUTATb, YTO K, » 1.

MpumeyaHmne — CrenytoLmii BbIBOA, AaH TO/BKO A1 UHGOPMALWN.

Ecv B anmapaTHbIX CPeACTBax MpoMCXoauT cBoil, TO Tofbko B oaHoM K3 10000 crydaeB B cpeactBe MpOBepkV Koga
nepefauv NPOMCXoaUT HeOBHaPYXKEHHbIV OTKa3.
B 3TOM C/lyuae cpeaHsist NMPOACDKUTESILHOCTL STOro cocTosHMA (6e3 yueTta EMI) cocTaBnser:

1
=mT1B *HW R

CrnegyeT OTMETUTb, 4YTO HeGOMbLUOE YXy[lleH/e KadyecTBa Mepefayus 06blMHO MPUMBOAMT K BbINOMHEHWIO  Nepexoja
B 6E30MacHOe COCTOsIHIE C MOHKEHHOI CKOPOCTHLIO NepeaaUn AaHHbIX, MO3TOMY Takasi OLeHKa OYeHb NECCUMUCTUYHA.

Mpu 3TUX NPEATONOXKEHNAX MOXET ObITb MPUHSTO 3HAaYEHNe AN K, = 10.

dopmyna (C.3) NpvBOAUT K MUHAMA/bHOMY BPEMEHHOMY WHTEPBA/TY, Ha KOTOPOM MO3BOSIEHA TOMBKO OAHA  OLIMOKA,
BbiSB/ISEMass KOAOM 3almTbl. ECM  Takoi MeXaHM3M He UCMOSb3yeTcs, TO Moc/e MepsBoii  OBGHapyKeHHON Olwmbkvu  6yaeT
HEME[/IEHHO BbLIMOSIHEH Mepexos, B 6e30MacHoe COCTOSHME C  TMOHWKEHHOW CKOPOCTBIO Nepefaun  AaHHbIX, UHave  [AOMKHbI
ObITb BbIMNO/HEHbI APYTe Mepb MO MPeLOTBPALLEHMH) YC/IOBUV BO3MOXHbIX OLLIMGOK.

MakcmasbHasi BEpOSITHOCTb A1t HEOOHapyXeHHbIX OWMOGOK Koda 3amTbl C  UAC/IOM paspsgoB € Jo/kHA  ObITb
OLieHeHa Kak:

Pus * 2~e-

Ota dopmyna  MOXET WUCMOMb30BaTLCH €  KayecTBe [Pyboli  OUEHKM BEPOSTHOCTM  HEOOHApyXKEHHbIX — OMOOK. 31O
crpaBefymBo A1 GOMbLIOTO  Klacca koAoB — (HanpuvMep, KOZOB — X3MMUHFA, HekoTopblx BCH-koZoB,  KpunTorpachuueckmx
KOAOB M T. [.) Npu peasbHbIX MNPEAnofioxeHnsix. TeM He MeHee HeobXOAMMO MPOAEMOHCTPMPOBaTb, UTO TpeboBaHUs «Moj-
XOLALLWA» UM «XOPOLLUMA»Y* 151 BbIGPaHHOIO JIMHEVHOTO Kofia GbLM BbINO/HEHBI.

MoBTOpsIi  KaXOOE COOOLUEHME 1 MPOBEPSI  COMACOBAHHOCTL  [BYX B3aUMMHO HE3aBUCUMMbIX — COOGLLEHWIA,  3HAueHVe
C MOXer ObiTb YMEHbLUEHO HarofioBVHY, MO KpaiiHeli Mepe, AnA [OCTWKEHWs Toli e camoli ue/m. Ha cavom Jene  MOXHO
No/yunTb  HEKOTOPOe  Ja/ibHelillee  yrydlleHuMe, HO  4TOGbl  U3Gexarb CMOKHbIX — MaTEMATUYECKMX — BbIMWCIEHUNA,  [aHHYHO
NBCCUMICTVHECKYHO OLIEHKY C/IEAyeT CUMTaThb NPesesiom.

) «TloAxofslmii» O3HAYaEeT, YTO OTHOLUEHWE MEexXOy BEpOSTHOCTHIO GWUTOBOM OWMGKA (MeHblwe, yem 0,5) W BeposiT-
HOCTbIO  HEOOHAPYKEHHOM  OLIMGKA  SIBMISIETCI  MOHOTOHHBIM.  «XOpOLLMiIA»  O3HAYaeT, 4TO Yy BEPOSITHOCTU  HEeoGHAPYXKEHHOI
OLUMBKM ECTb CBOI aBCO/OTHB IV MaKCMyM MU BEPOSTHOCTU GUTOBOI OLLIMGKY, paBHoii 0.5.

2) [1BOIMHOV CMMETPUYHBIN KaHaUT: C BEPOSITHOCTBLIO P MOTYyHeHHbI 61T chanbemdmumpoBaH (0—1 v 1—0). Kavk-
[pllA BUT He3aBMCUM [pYT OT Apyra.
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Mpum eya HuUB — 3TOT MEXaHM3M OCHOBaH Ha TOM. 4YTO OTKasbl MO O6Ll_l,el7l npuyvHe, BAvAKOLME Ha [OBa COO6LL|,€‘-

HUA. HE3HaYUTE/IbHBI.

C.S KoMMyHVKaLma Mexy CBA3aHHbIMM 1 HE CBA3aHHBLIMU C 6e30MacHOCTL0 NPUIOKEHNAMN

Ha pucyHke C.7 npeacTaBneH nNpvMep nepefaun COOBLUEHMIA Mexay CBSi3aHHbIMA W He CBs3aHHbIMM € 6e3onacHo-

CTbH NPUIOXKEHNAMW.

B poBepuTenbHbIX CeTsix (KaTterop 1 M 2) He CBsi3aHHble C GE30MaCHOCTLIO MPUIOXEHWS MOTyT nepefasaTb Co-

obLLieHns Mo Toii e cpede nepejaun,

B7.2.

B 3TOM npumepe  COOGLLEHMS,

MW MU MPOXOXAEHNM Uepes crcTeMbl Nepeaaqn Kareropum 3.

HEe CBfi3aHHble C 6Ee30MacHOCTLI0, TaKke 3allpLLEHbI

Olapbaming, Ofopunneesme,
CRRMHHOD LATMHHON
€ SaIONEIHOGTHID qmo
Fipaenanqail Npvecayoi
POURCE 11 s
NpurnasHof MNpuxnasHof
npOLBOS, / npoeLsOs,
HE DORIPHHLH HY DBREPHHL R
1t GaarTAnHDOTY 11 SaXTRIHOOTIHG
DYHIRUS TR, OYHRLM OO,
CRRMHHES CHGA MM
& SENTACHOC T € SOSONRKHECTHR
{AD=AY) (AR =A1)
_ CooBuyrd,
HE CLEHHOS
[
P M
Towarsssy Lo
N poumce Npxmec Fipaumos
SN T FHupTd LM T
AdETyna APCTYTR ADCTyng
(80 =B1) {BO~B1) (B4 - B1)
CoolluwHe nina BO

CHcTaME NBpaaun, He carRsaHHan € BasonacHoLThi, KaTeropum 3

PuicyHok C.7 — KOMMYHUKaLIWS| MEX/1Y CBA3AHHBIMU 11 HE CBA3AHHBIMM C 6E30MaCHOCTBIO MPUIOXKEHNAMIA

KOTOPYIO UCMNOMBb3YHT, CBA3aHHbIE C 6e30MacHOCTLH NPUNOXXEHNA. Tpe6OBaHVIﬂ CM.

KpunTorpadomueckiMi - MeToaa-
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Mpunoxexve D
(cnpaso4Hoe)

PyKOBOACTBO MO NPUMEHEHIIIO HACTOSILLIErO CTaHAapTa

D.1 MNpoueaypa

D.1.1 O6Lume nonoxeHns

UTo6bl  BbINOMHUTL AECTBMS MO MPOEKTUPOBaHMIO CUCTEMbl B COOTBETCTBMM C MOK 62425, MOXHO Bblge/UTb  He-
CKO/IbKO Pas/IMyHbIX 3TaroB, KOTOPbIE OMnpeesieHbl HUXE:

4

A0/TOPMOK
4
Crrias/vi* prcka
4
OnpeaeneHve aHBYBHA* Y6 Y LLBMHBETIEHHLE LIETen

4
CrieoydovaLiM TpabMMMAGBa0ACHPCT (SRS)

Kaxkaplii 13 aTVIX Laros onucaH 6o1ee nogpo6bHO B CeAyHOLLYIX NOAMYHKTaX.

D.1.2 MpwnoxeHne

Pa3paboTunK CcuUCTeMbl [O/DKEH MOHMMATL MPWIOKEHUE CKUCTEMbl Mepefadqn, a WMEHHO: MOTOKA [AaHHbIX, TWMbl JaH-
HbIX. 4aCcToTy W npvpogdy O6GHOBMEHWIA (HanmpuMep, nepuoguyeckie OBGHOBMEHUS WM ynpaBniseMble  COObITUSMY),  BAMSHVE
BCEX PELLeHWn, KoTopble OyayT cAenaHbl Mpu paspaboTke cucCTeMbl Nepefaqn. Taioke AfF CUCTeMbl AO/bkHA OblTb  onpese-
neHa (nonb3oBaTesieM WM MOMHOMOYHBIM — OpraHoM Mo 6e3omacHocTV)  riobasibHas  Lefb  6e30macHOCTV  (MHTEHCHBHOCTb
WM Ka4eCTBEHHbIE NapamMeTpbl 1 HedoyHKLMOHa bHbIE NapaMeTpbl).

D.1.3 AHanns pu1cka

KayecTBeHHbIn aHa/m3  yrpo3 cuctembl (8 cootBeTctBMM € M3K  62278) pomkeH MOeHTUOMUMPOBATL — OMAcHOCTEN)
BEPXHErO YPOBHS, KOTOpas MOXET BO3HUKHYTb B pe3y/bTare O0TKa3oB 06Opy[OBaHWS OTMPaBKM W MOSyYeHWs WM CaMoii
JMHMM  nepefadn. DTOT  aHa/m3  [O/DKEH  PacCMOTPETb  IKCTUTyaTauMoHHble WM [pyrMe  BHELUHWE  YCIOBWS, KOTOpble  MOryT
noggepratb CUCTEMy OMacHOCTW. [11  KakAOA Yrpo3bl CUCTEMbI MOXET ObiTb  BKIOYEHA BO3MOXHOCTb MPUMEHEHUs  3a-
LLWTBI B MPOEKTE CUCTEMBI.

D.1.4 CHuxeHve pricka

3Has 0Ga/bHY0  KOIMHYECTBEHHYIO Lefb  6e30nacHOCTM A1 CUCTEMbl W pesyrnibTarbl  KaYeCTBEHHOTO  aHa/msa  pu-
CKka. pa3paboTuMK CUCTEMbl MOXET pacrpefenMTb Leim 6e30nacHoCTV A1 KKOOM  MAEHTUAIMLMPOBAHHON  yrposbl.  Onpe-
JeneHve TakMxX LefeH MOXeT ObiTb MTepaTVBHbIM, HauvHasi C  YMPOLLEHHOTO OMpefenieHns, W ynydlascb B COOTBETCTBUM
Cc 6onee [feTaslbHbiM aHa/M30M W HaxOXAEHVEM  KOMMPOMWCCOB. MCMonb3ys  KOMMYECTBEHHblE AaHHble O  BO3HUKHOBEHUM
BHELLHVX YC/IOBWIA, BbI3bIBAIOLLMX OMAcHOCTb B CUCTEMe, MOXET ObiTb OfpefenieHa CTeneHb CHWKEHVS pucka, 3aaaBae-
MOrO [I/151 K&KOro CPeACTBa 3aLLuThl.

D.1.5 Onpepgenexvie 3HaueHWii YTB 1 KONMYECTBEHHbIX Lieneit

B 3aBMCMMOCTM OT CTEMEHM CHWKEHWS pUCKa, HEOOGXOAyMOro [/19 KadKOOro CPeAcTBa  3almTbl, MCMOMb3ys  MpoLe-
Oypbl. onpegeneHHble B MOK 62425. MoxHO onpegenmts YMB. 3Had 3Hauenve YMB pgnsa cpeactBa 3allyThl, MOMyT 6biTb
Bbl6paHb! HaAIeXaLLme METOABI X NPOEKTUPOBAHYIA, U3rOTOB/IEHNA Y SKCTUTyaTaLmn.

M3 KONMUECTBEHHO OMPEAENeHHOM WHTEHCVBHOCTM  OMacHbIX OTKa30B, OMNpedenieHHo AnA  cpeactBa  3allyThbl,  UC-
nonb3ys Tabrmubl e M3K 62425. meTyT O6biTb BbibpaHbl METOAbl MPOEKTUPOBaHWS annaparHbiX CPEeACTB, a Takke MOXET
6bITb BbIYMC/IEHA MHTEHCMBHOCTbL BO3HUKHOBEHUS OMaCHbIX OTKA30B 13-3a CrTyHaliHbIX OTKA30B.

D.1.6 Cneumdpukaumm TpeboBaHuii 6e3onacHocTh (SRS)

OnvcaHve CpeacTB  3aluTbl, ONpefenieHHbIX Kak  Heobxoaymble 71 6e3onacHoi  paboTbl  CUCTEMbI, 3HadveHve YIB
OnA  peaymsalym  3TMX CPeACTB  3aluMTbl W onpefesieHHble  KOMMYECTBEHHble 3HauYeHus LUeneil 6es3onacHoCTM AfA  CUCTeMb
[J0/MKHbI BbITh MpeacTaB/ieHbl B SRS Ha cuctemy.

D.2 Mpumep

D.2.1 O6LLyie NONoXeHWs

Crepyloupii  npumep MoKasblBaeT TOMbKO HEKOTOPble OCHOBHbIE MPUHLMMBI  mpouefypbl. OH  He 6bln  MpefHasHaueH
[N OMVICaHVA NMOJHOTO NMPUMEPA, KOPPEKTHOTO BO BCEX [ETaISX.

D.2.2 MNpunoxexve

KomaHabl paspellleHns Ha npocrefoBaHve OTNpaB/stloTcA  Moe3fam Mo BTOPOCTENEHHOW MUHMM  MOCPELCTBOM  CO-
O6LLIEHWIi MO paavoceTu.

[ns cuctembl onpeeneHa rnobasibHas Lienb 6esonacHocTv 10~ B vac.
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0.2.3 AHa/13 prcka

MOoXHO onpeaenuTs ABe KOHKPETHBIX OMacHOCTM (B YMC/IE NPOUKX, 30ECh HE pacCMaTpUBaeMbIX):

a) npyemM HEKOPPEKTHOrO (OMacHOro) COoBLLIEHNS Ha GOPTY Noe3aa MOXET MPUBECTU K Nepexody Noesaa Ha 3aHATbINA
Y4acTOK MyTV U K CTONIKHOBEHWIIO C APYTVIM MOE3A0M:

b) 3afepxKa nosyyeHyst CooBbLLEHNS 06 SKCTPEHHOI OCTAHOBKE MOXET NPUBECTY K CTOIKHOBEHUIO Noe3/aa c npe-
NATCTBMEM Ha MyTW.

OHV NokasaHbl Ha AepeBe 0TKas0B (pucyHok 0.1) B npuMepe 0AHOr0 13 METOAOB BbINO/THEHVISt aHaM3a pricka.

HBCHBCTHbL/1 criyyait

¢= 1%t
Crnkuonteie LTOMMOEIHNG
< SOy TR C NPBRTCTONGM
fpyos
«V @ t-10‘°h" @
Apyron Zpwos

VRO MMAT gyt BOTHUCHDRHAN  COOBUING SAEIINO
ABAPNEIHOR CHTYALN

rmyEvHHNacoobLLeHne IMthoraaonsbneaounoT

OO0aMHEHMS:

O ..
0

-AapeHn otrmvanu ciyydas 1 (em. pucyto* D.2J;

A2" -nBpBacoTKMen A4St criyuast 5 (cbl. prcyHok 0.3);

r -gonyetmllBlarraHcmHocrbarmeHacnl.

PuvicyHok 0.1 — [lepeBo 0TKa30B /151 0NacHOCTU «aBapus»
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InobanbHas LUenb 6e30nacHoCTM cucTeMbl 10~ B yac pacnpefiesnieHa W LEMeBoe 3HadyeHue, MosydyeHHoe And  Ciy-
yato 1 1 2 (Hanpymep) paBHO 10® B Yac [/151 KaKOro Cryyasi.

Paccmotpym ciydam 1 1 2 6onee nogpobHo.

D.2.4 Cnyyaii 1

D.2.4.1 CHwkeHu1e pucka

Ecnn cooblueHve ans noe3fa MoBpexaaeTcs u3-3a CydaliHbIX OWMOOK, TO OHO MOXET M03BO/UTL Moe3dy nepeitn
Ha 3aHATBIA YHaCTOK MyTW 1 CTASIKMBATLCS C APYTM MOE3A0M.

Kpome TOro, MOM ObiTb MPEfnpUHATbI  NPeAHAaMEPEHHbIE  MOMbITKW, YTOObl BCTaBUTL HEMPaBUIbHOE  COOOLLEHVE B
cvicTemy (Hanpyvep, Xakepom).

Mpeanonoxum, 4To BEPOSITHOCTbL TOrO, YTO YHACTOK MyTW 3aHST, OLieH BaeTcA kak 10,

Hactosawwmii - ctaHgapT npefnaraet, 4ytobbl BO3MOXHBIM — CPEACTBOM  3allyMTbl  OT MOBPEXAEHUS COOOLLEHUS  SBMSeTCS
Cro/b30BaHNe KoAa 3aLLyTbl, NPYICOEANHEHHOTO K MHChOPMALN NOSb30BaTESA B COOOLLIEHNN.

Beeem Takyto 3aLLMTy B HaCTb iepeBa OTKa30B f/151 3TOrO Cryyas U Nosyunm CreaytoLLni pesynbTar Ha pUcyHKe
0.2

I
YMERITOR fTYTH ZAHNT
reg re 9800H"! pe 152 I

MoapensHoe MNievieHHoe coobLLeHVe Ow6eT BegyT OnpLuaoroomNoK casiaLLHOE
0006LLaM* npaKmirhMOtourfNH KHebeC niLeHy 0 peboTo* KOAA ALLDKTHI
COCTOSUT™>»

PvicyHok D.2 —[lepeBo 0Tka30B /15 criyyas 1

PaccvatpriBas  KOMHECTBEHHble  Lie/M  Ge30MacHOCTW,  MPEeArioNokuM, YTO B OTKPbITO/  CUCTEME  kakaoe — coobLue-
HMEe MOXeT OblTb MOBPEXAEHO (T. €. BEPOSITHOCTL MoBpexaeHus = 1). OpHako He Kaxgoe MOBpeXAeHHoe COOo6LLeHMe
CaHKLWOHVPYeT [ABWKEHWE Moe3a Mo  OnpefeneHHoMmy yuactky nymu. [pegnonaras STy BepoSTHOCTL pasHoi 102 u  npeg-
nonaras. 4To CcoobleHne wmHoi 100 6UTOB OTMpaB/MeHO Moe3dy MO KaHa/ly CO CKOpPOCTel nepegaum 100 6ut/c (T e.
3 600 coobweHnss B uac), CTAHOBUTCH MOHSATHO, YTO Ken 3aymbl /19 COOGLUEHMS [O/DKEH rapaHTUpoBaTb BEPOSTHOCTb
HEOOHaPYXEHHON OLWMOKN MeHblle, YeM 3 * 10° ana coobLUeHusl, WM 4YacToTa 3TOr0 BuAa COObITUIA He [Jo/kHa MpeBbl-
watb 10° B vac.

D.2.4.2 OnpepeneHvie 3HaYeHiA YT1B 1 KONMUECTBEHHbIX Lieneit

CornacHo M3K 62425 wmoxeT ObiTb MofydeHo 3HadeHve YMB gns peamsaumm  OYHKUMM - «BblUWC/IEHME Koda  3a-
WyTbk». 3TO 3HaveHMe YIMB MOXET Oblb HWKE, YeM A1 3MeMeHTa BCEl CUCTEMbl «CBSi3aHHasi C 6e30MacHOCTb0  cucTema
CBSI3W».

Pa3pabotumMk cuctembl [O/DKEH BblbpaTb KO4, 3aWMTbl  AOCTATOMHOM  A/MHbI,  YTOGbl AOCTUMHYTb Tpebyemoro  kaue-
cTBa (OYHKUMOHMPOBAHWS.

HacToswwmii  ctaHgapT npegnonaraeT, 4to  HeobXoaMMO PacCMOTPeTb  BO3MOXHOCTb — MpefHaMepeHHbIX  MOMbITOK  CO3-
JaHuA  HenmpaBWIbHbIX COOOLLEHWA B OTKPLITOM cucTeMe nepefayun. Hanmpumep, 41 peakoli nepefayun  KOpOTKMX — coobLLe-
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HUA BEPOSTHOCTb MpefHaMepeHHbIX MOMbITOK CO34aTb aBapuid  MOXET ObiTb  OTHOCUTESIBHO HU3KOM. 3TW  pakTopbl  MOryT
B/MATb Ha pelleHVe O TOM. MPUHATb NI KpunTorpadpyyeckie Koabl 3alMThl, M €C/iM Tak. TO Ha BblGOp MapameTpoB (4/mHa
KNoYa n T. 4.) AN 3T0ro Koja.

D.2.5 Cnyuyaii 2

0.2.5.1 CHWKeHvie p1cka

Ecrm B cnydae BO3HUKHOBEHWS aBapuiiHON cuTyaumy (Hanpuvep, W3-3a NPensTcTBAS Ha  ydacTke MNyTu) Ccoo6Lue-
HMe 06 9KCTPEHHOM OCTaHOBKE Moe3fa 3aepkVBaeTcs, TO MOXET MPOM30TU  CTOSKHOBEHME. [pearonoxuMm, YTo  Takue
aBapuiiHble CATyaL MOryT NPOUCXOAMTL € YacToTol 104 B vac.

MpeanonoxvmM, 4Yto. UCMOMb3ys PaguoceTb COBMECTHO C  HEKOHTPO/MPYEMbIM  YMC/IOM  APYrMxX  Mofib3oBartesiei, 3a-
JepxKa He MakKCVMaibHOTO COOOLLEHWS rapaHTVpyeTCs, WM MO3TOMy 3ajepxka [o/mkHa Obmb (T, €. npegnonaraeTcs, YTo
BEPOSATHOCTb 38Jepxky pasHa 1).

Hactoswmin  ctaHgapT npegfiaraet, 4Tobbl BO3MOXHLIM CPEACTBOM  3allyTbl  OT  3a[€PKKM COOOLLEHVS SBMSETCA  UC-
Nonb30BaHVie TaiiM-ayTa B 060py40BaHUN MOSTyHEHVIS, BMECTE C LIMKIIMYECKOI Nepeaqeli CoOBLLEHMS.

Beegs uHdopmaumio 06 3TOM  CpeacTBe  3aluMThl B AEPEeBO OTKA30B [J1A  paccMarpyBaeMoro Criydas, Moyyuum  pe-
3ynbTarbl. NpeAcTaseHHble Ha prcyHke D.3:

r=10"t
e 107 l
Omens gwHELMK
Tafns-ayTR
re 107"
p=1

Yawsm L00WKw w5
mowiVIHoeweel eeBpBLLHD
BHO*

onTyaLym

PucyHok D.3 — [lepeBo 0TKa30B /15 Crlyyasn 2

PaccvatprBas  KOMMYECTBEHHble  Liei  6e30macHOCTW, MOHATHO, 4TO Yy  COYHKUMM  Taiim-ayTa Ao/bkHa  ObiTb  BEposT-
HOCTb MOSIB/IEHNS OMaCcHOV OLLMGKY MO 3anpocy He 6onbLue, Yem 1(A.

0.2.5.2 OnpepgeneHune 3HaueHuni YT1B 1 Konn4ecTBeHHbIX Lienei

B M3K 62425 nokasaHo, kak AOCTUTHYTb TpebyeMoro 3HaueHust YT1B.

MosTomy 3aTa oyHXUMs [o/DkHA ObITb  paspaboTaHa, WCrofb3ys MeTofpl, MNpef/iokeHHble B MOK 62425, koTopble
ABNAIOTCA  MOAXOAALMM  [/11 MOJyYEHHOro 3HayeHnss YIMB. ecnv npu peanvdauum OHa He Oy[eT WHTerpupoBaHa € Apyrmu
hYHKLWISIMK € 6onee BbICOKVM 3HaueHvem YTB (Hanpumep, e cvicTeMe NpoLLeccopa).
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Mpunoxenve E
(cnpaso4HOe)

OnekTpoTexHuyeckas bubnuoteka Elec.ru

CBA3b C npeaplayLLyMm1 CTaHAapTamm

Hactoswmin  ctaHpgapT sBAsieTca  pesynbTaTtoM  nepecMotpa M obbeauHeHus npedblaylumx  craHgaptoB M3K  62280-
12002 n M3K 62280-2:2002. [NaBHbIM 06pa3oM OblIM  BbINOMHEHbI TOMbLKO MCMpaBAeHUs Un - ynydweHus. [na  obecrnedve-
HUS COrNacoBaHHOCTU NMOSIBMIACL HEOOXOAVMOCTL B HEKOTOPOV HOBOW UHGhOpMALWN.

B Tabmmuax E1 n E2 nokasaHo oOTOGpaxeHve (nog)passfenos

OHM  [O/DKHBI

n

NPWIOXeHWIA  Npedplaylx  cTaHgaptos  M3K
62280-1:2002 1 M3K 62280-2:2002 Ha (nof)pasfesibl v MPUIOXEHWAM HACTOALLIErO CTaHAapTa.

0bneruTb  MPOC/IEXVBAEMOCT B C/ydae  OBC/yXVBAHUS WWIM  PaclLMpeHuid  cucTem,

CO34aHHbIX B

COOTBETCTBMM C Mpedbiaylmn  cTaHgaptamm MOK  62280-1:2002 n MOK  62280-2:2002. a Takke MOHMMaHWe HaCTOALLEro

CTaHzapTa.

OtobpaxeHne e Tabmmuax E. 1 n E2 penaetca ToMbko 4na  (Nof)pasfenios npefblaylumx CcTaHaaptoB Ha  (nogpas-

[Jenbl HACTOSALLIEro CTaHAapTa, HO He HaobopOT.

Tabnunua E.1— OtobpaxeHne M3K 62280-1:2002 Ha HaCTOALLMIA CTaHaapT

(Moglpaen M3K $2260-1:2002 Shpesouriil | Malparpen iacrone | eyt
BsegeHve CnpaBoyHbIi BsegeHve p
1 O6nacTb NpUMEHeHVst Ob6s3aTenbHbIN 1 O6nacTb NpUMeHeHUs p
2 HopmartviBHbIe CCbIKN Ob6s3aTenbHbIN 2 HopmartviBHbIe CCbIKU p
3 Onpepenexns O6s3aTE bHbI 3 TepmuHbl, onpeaeneHus D
1 COKpaLLieHVs
4 STaroHHasA apxuTekTypa ObsizatesbHbIl 4 Tay10HHasA apxUTeKTypa T
nyi Obsi3atesbHbIl 6.3.1My3 p
ny2 Obsi3atesbHbIl 6.3.1My1 p
ny3 Obsi3atesbHbIl 6.3.1My2 p
5 Car U TeDUCTGH CCTEN e Ocmarensii | 728 :
5.1 TpeboBaHvie thyHKLMOHasTbHOM NOMHOTHI (TEKCT 4o P1) Obsi3aresbHbIl He ucnonb3yeTcs
P1—P5 Obsi3aTesbHbIl 7.1 O6LUME NOMOXEHNS T
P6 Obsiz3aTesbHbIl 725 p
5.2 TpeboBaHus NonHOTLI 6e3onacHocTn R1—R6 Obsiz3aTesbHbIl 7.2 O6Lie TpeboBaHWs T
6.1 O6LLIE NONOXEHNS Ob6s3aTesbHbIN He ucnonbayeTcs
6.2 BesonacHocTb 060pyA0BaHNSA Ob6s3aTesbHbIN 71n72 T
6.3 Nepenaya faHHbIX MEXAY CBA3aHHbIM Ob6s3aTesbHbIN 722 o]
1 He CBSA3aHHbIM C 6e30MacHOCTBHH0 060pYA0BaHMEM OSaaTerErai 13821 0
S'ggﬁﬁggf:;ﬂ?:ggp’;:ﬁ:i;Bﬂ3aHHblM ObsizaTesbHbIl He ucnonb3yeTcs
7.1 O6Le TpeboBaHWs Ob6s3aTesbHbIN 73823 p
7.2 Llenb 6e3onacHocTu Ob6s3aTe/bHbIN 725
7.3 [lnvHa koaa 3almThI Ob6s3aTesbHbIN 73824 p
MpunoxeHve A [ivHa koga 3aluyTbl CnpaBoYHbIi C.4 [lnvHa Kofa 3aluTbl H
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H — {He V3MeHeH) BK/IHOHaIOT M3MEHEHWS! CCbUIOK Y M3MEHEHVSt TEPMHOOMW, YTOGb! IOCTUIHYTb COTIacoBaH-

HOCTW BCEro CtaHgapTta:

P — (pepaKupmoHHble M3MEHEHWST) BKIHOUAIOT TO/TbKO NEPECTAHOBKM U Y/TyULLIEHNS], HO HE M3MEHSIHOT COAEpXKaHWE;

T — (TEXHNYECKME M3MEHEHIIST) BK/IOUAIOT M3MEHEHS COAEPXaHNA W NepeMeLLIEHE ero B Apyrue (MoanyH-

KTbl.

Tabnnua E.2—OtobpaxeHne M3IK 62280-2:2002 Ha HACTOSLLWIA CTaHAapPT

o . CnpaBoYHbIiA/ (Mopg)pazg*nbl HaCTOSALErO Ho «oHemelf;
«fopHaiims! M3K 62280-2:2002 O6s3aTefbHbIM cTaHaapT* V3MeHeH

BeegeHve CnpaBoYHbIli Beenerve p

1 O6nacTb NPUMEHeHNst Ob6s3are/bHbIi 1 O6nacTb NpUMEHeHNs p

2 HopmaTviBHbIe CCbUKN Ob6sa3are/bHbIN 2 HopmartviBHble CCbIrki p

3 Onpepenexvs O6s3aTeNbHA 3 TepMuHbI, OrpeaeneH1s D
1 COKpaLLIeHUs

4 SranoHHasa apxuTekTypa Ob6s3arenbHbIii 4 3Ta/I0HHasA apxmTeKTypa T

5 ¥Yrpo3bl 4719 c1cTeMbI nepefaqm AaHHbIX O6s3aTENbHBI 5 ¥Y1po3bl 419 CUCTEMBI H
nepeaayn faHHbIX

6.1 BeegeHve Ob6s3arenbHbIi 7.1 O6LLME NOMOXEHNS H

6.2 O6LLye TpeboBaHMA Ob6s3arenbHbIi 7.2 O6Lwme TpeboBaHms T

6.3 KOHKpeTHbIe 3aLLThbI Ob6s3arenbHbIi 7.3 KOHKpETHbIe 3aLLuTbI H

6.3.1 MopeaxoBsbIli Homep O6s3arenbHbIi 7.3.2 MopsaxoBbIii Homep H

6.3.2 BpemeHHas MeTka Ob6s3aTebHbIN 7.3.3 BpemeHHast MeTKa H

6.3.3 Talim-ayT Ob6s3arenbHbIi 7.3.4 Taiim-ayT H

6.3.4 V\neHTndmKaTopbl UICTOUHUKA U afpecara O6si3aTE IbHbIl 7.3.5 VipeHtudbmkaTops! H
UCTOYHVIKA 1 afpecaTa

6.3.5 CoobLLieHVe 06paTHOl CBSA3N P — 736 CooblieHne 06paTHOiA H
CBA3N

6.3.6 Mpoueaypa noeHT1dmkaumm O6si3aTE IbHbIl 7.3.7 Tpoueaypa naeHTn- H
douKaLmm

6.3.7 Kog, 3aLumthl O6sa3aTebHbIN 7.3.8 Kog, 3aLumthbl T

6.3.8 Kpurrorpadhuyeckie MeTogp! O6si3aTE IbHbIl 7.3.9 Kpurrorpadonyeckue T
MeToabl

7.1 BBegeHve Ob6s3arenbHbIi 7.4.1 O6LLMe NOMOXKEHNA

7.2 Matpvua yrpoa/saLumr Ob6s13arenbHbIi 7.4.2 Matpuua yrpoa/aawumr H

7.3 Bbl6Op 1 1CMO/b30BaHME KOAa 3aLLuThI 743 BblbOp ¥ MCNOMIL30BA-

1 KpurorpadiMyeckmx MeToioB O6sa3aTebHbIN HVe Kofa 3aluTbl U KPUITo- H
rpadnyeck X MeToA08

A. 1 TpyMeHeHVe METOK BPEMEHN . C.1 MNprMeHeHne MeToK

CnpaBoyHbIi H

BPEMEHM

A.2 BbI60p 11 UCMO/b30BaHNE XOL0B 3aLLuThI C.2 Bblbop ¥ uCnosnb30Ba-

1 KpurrorpadoMyeckmx MeTooB CnpaBoYHbI HVe KOAOB 3alMTbl W KpWM- T
Torpachyeckvx METOA0B

Bubnmorpadms CnpaBoYHbIit Bubnvorpadmst T
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g Cnpaoeunbiv/ (Mop)prasensl HacTosLLEro He n3veHeH/
(Monpasnens! M3K 62280-2.2002 Obs3are/bHbIi CTaHgapTa M3blemMen
C.1 O6nacTb NpuMeHeHVs/uenb CnpaBoYHbIii 6.1 O6LLMe NonoxeHns T
C.2 Knaccuchukauyst cictem nepegayum 6.2 O6LLMe acnekTbl Knac- T
cuchukaLn
CrpaBoYHbIii
Mpunoxenve B. Kateropum T
CcycTeM nepeaaqn
C.3Mpoueaypa CnpaBoYHbIii D.1 Mpoueaypa H
C.4 Tpymep CnpaBoYHbIii D.2 Mpumep H
MpunoxeHue 0. Yrpo3bl B OTKPbITLIX CUCTEMAX MpunoxeHve A. Yrposbl 8
nepegayn CnpaBoYHbIii OTKPbITbIX CHCTEMAX Nepe- p
Jaun
H — (He n3meHeH) BK/II0YatoT M3MEHEHMS CCbUTOK M 3MEHEHWS TEPMUHOMOMNM, YTOObI AOCTUTHYTL COr/1acoBaH-
HOCTW BCETO CTaHaapTa:
P — (pegakuMoHHble W3MEHEHMs) BKIOYAOT TOMbKO MEPEeCTaHOBKA U Y/YULLIEHWS, HO He UW3MEHSIOT COAEpXaHue;
T — (TEXHNYECKME N3MEHEHUS) BK/IHOHAIOT U3MEHEHWS COAEPXXaHNS M NepeMeLLieHe ero B Apyrue (Moa)rmyH-
KTbl.
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Mpwnoxenve A

(cnpasouHoe)

CBefieH!si 0 COOTBETCTBUM CCbITOUHBIX MEMXAYHAPOAHBIX CTaHAAPTOB
HaLoHabHbIM CTaHaapTaM Pocceuiickoin deaepatiyim

Tabnnua JA1
O603Ha4eH1e CCblI0YHOro CreneHb O603HaYeH1e 1 HaMMEHOBAHWE COOTBETCTI BYIOLLIEHO
MEXOyHapPOAHOro CtaHaapTa COOTBETCTBUA HallMOHaU1bHOK) CTaHAapTa
IEC 62278 (all parts) - .
IEC 62425:2007 - ‘

* COOTBETCTBYHOLLMIA HALMOHASTbHBIN CTAHAAPT OTCYTCTBYET. [10 €ro yTBEPXAEHIISl PEKOMEHAYETCS UCTO/L30BaATL
NepeBoz, Ha PYCCKUI Si3bIK AAHHOrO MEX/YHAPOAHOMO CTaHaapTa.
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Bubnvorpadms

[1] IEC 61025. Fault Tree Analysis (FTA)

[2] ISO/IEC 9796-2:2010, Information technology — Security techniques — Digital signature schemes giving message
recovery — Part 2: Integer factorization based mechanisms

[3] ISO/IEC 9796-3:2006, Information technology — Security techniques — Digital signature schemes giving message
recovery — Part 3: Discrete logarithm based mechanisms

[4] ISONEC 9797-1:2011, Information technology — Security techniques — Message Authentication Codes (MACs)—
Part 1: Mechanisms using a block cipher

[5] ISO/IEC 9797-2:2011, Information technology — Security techniques — Message Authentication Codes (MACs) —
Part 2: Mechanisms using a dedicated hash-function

[6] ISO/IEC 10116:2006. Information technology — Security techniques — Modes of operation for an n-bit block cipher
[7] ISO/IEC 10116-1:2000. Information technology — Security techniques — Hash-functions — Part 1: General

[8] ISO/IEC 10118-2:2010, information technology — Security techniques — Hash-functions — Part 2: Hash-functions
using an n-bit block cipher

[9] ISO/IEC 10118-3:2004, Information technology — Security techniques — Hash-functions — Part3: Dedicated hash-
functions

[10]  ISO/IEC 10118-4:1998, Information technology — Security techniques — Hash-functions — Part 4: Hash-functions
using modular arithmetic

[11] ISO/IEC 11770-1:2010. Information technology — Security techniques — Key management — Part 1: Framework

[12] ISO/IEC 11770-2:2008, Information technology — Security techniques — Key management — Part 2: Mechanisms
using symmetric techniques

[13] ISO/IEC 11770-3:2008. Information technology — Security techniques — Key management — Pari 3: Mechanisms
using asymmetric techniques

[14] UIC 738, Processing and transmission of safety information

[15] UIC/ORE A155.1 Report RP 4. September 1984: Survey of available measures for protection of safety information
during transmission (also available in German and French)

[16] FIPSPUB 197, 26.11.2001: Advanced Encryption Standard
[17] W.Wesley Peterson, Error correction Codes. M. T. Press. 1967

48

OnekTpoTexHuyeckas bubnuorteka Elec.ru



OnekTpoTexHuyeckas bubnuoteka Elec.ru

FOCT P M3K 62280—2017

YK 62-783:614:006.354 OKC 45.060 Mpynna TS1

KnioueBble  C/I0BA:  EME3HOAOPOXHAS  SMEKTPOCBS3b, METOAbl  KOHTPOSS, YPOBEHb  MOSHOThI  GEe30MacHoCTH,
CMCTEMbI Nepeaaqn, 6esonacHas nepeayda faHHbIX
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